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II. Abstract
A prototype cybersecurity risk decision support system was developed for a banking use case using the UNSW-NB15 intrusion-detection dataset. Exploring opportunities to apply supervised machine-learning approaches and AI governance principles to support transparent, auditable cyber-risk classification with human oversight. Highlighting the problem financial institutions face in addressing cybersecurity threats, using AI in security decision-making requires attention to explainability, accountability, auditability, traceability, and human oversight. [1].
A research and development method was used. The dataset was checked, cleaned, and processed to classify network traffic as normal or attack traffic using a binary classification approach. The implementation was done in Python using Google Colab, scikit-learn, and Streamlit. Three supervised machine-learning models were developed and evaluated: Logistic Regression, Decision Tree, and Random Forest. I used several metrics, including accuracy, precision, recall, F1 score, ROC-AUC, and confusion matrix analysis, to evaluate model performance. A threshold analysis was performed to assess the trade-off between false positives and false negatives and then tested explanations using feature-importance analysis and SHAP outputs.
A working Streamlit dashboard that provides cyber risk predictions, attack outcomes, risk levels, evidence of model performance, threshold analysis, explainability outputs, persistent audit logging, audit analytics, evidence of dashboard testing, and AI governance notes. Findings indicated that supervised machine learning (SML) can help classify cyber risk with appropriate governance controls. In the paper, the Decision Tree showed balanced performance, but Random Forest was chosen for the dashboard based on its best attack recall and ROC-AUC.
In conclusion, evaluating AI in cybersecurity based on predictive accuracy is a flawed approach. For banking cybersecurity, the effectiveness of an AI decision support system should also be evaluated for transparency, explainability, auditability and traceability, as well as human review. The final recommendation is to test the prototype further with larger, more recent datasets and to test the dashboard with cybersecurity or risk professionals before real deployment.
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[bookmark: _Toc238747800]Introduction
[bookmark: _Toc238747801]Background and Context:
As more organisations rely on digital infrastructure and resources, cybersecurity has become a major concern, especially for banking and financial service organisations. Banks handle vital monetary information, run payment servers, manage customer accounts, and face rigorous security compliance requirements. A serious cyber incident can disrupt operations, erode customer trust, destabilise finances, and trigger regulatory penalties. [2]. At the same time, cybersecurity threats are becoming more complex, driving growing interest in using Artificial Intelligence and Machine Learning to detect cyber risk faster [3].
Machine learning has been used in a wide range of applications, such as intrusion detection. A traditional rule-based approach can match known patterns, but this can be problematic if attacks evolve or do not match existing patterns. Supervised machine learning models can be trained on labelled network traffic and then classify network traffic as malicious or normal [4]. In this way, public datasets like UNSW-NB15 can be utilised for academic research, as models can be developed, compared and evaluated in a controlled setting [5].
But in a high-risk industry, such as banking, powerful predictive performance is not enough. Even a highly accurate model can lead to operational risk if it fails to detect significant attacks, produces too many false positives, or its results are incomprehensible to analysts. Classification alone isn't sufficient for banking cybersecurity. It must be transparent, explainable, auditable, traceable and human-centric [6].
The juxtaposition of cybersecurity risk, AI, and supervised machine learning governance inspired this project. The project direction was shaped by the requirement for a Master of Science in Data and Artificial Intelligence dissertation based on a practical programme developed during the course. Banking was chosen because it is a relevant setting for responsible AI decision support and has also been affected by cyber fraud on a few occasions, which has impacted many people and remains a major concern for financial institutions given the technology's rapid development and increasing adoption of digital services [7].

[bookmark: _Toc238747802]Problem Statement:
This project targets a major challenge: machine learning cybersecurity systems are evaluated primarily on technical metrics, with less focus on how the system's outputs can be explained, governed, recorded, and later reviewed. This is a major drawback in banking cybersecurity. A hypothesis that a network event is an attack makes sense only if the system provides the means to interpret or prioritise risks, audit data, and escalate to human involvement [8].
Past research shows that machine learning models can assist with intrusion detection [9]. But a disconnect remains between model development and governed decision support. Though a classifier can distinguish between normal traffic and attacks, evidence of why it decided to make a prediction, how risky its prediction might be, and that it could be revisited is necessary for a banking context. 
Beyond model performance, this project aimed to create a dashboard that brings together prediction, explanation, threshold-based risk classification, persistent audit logging, and human-review support [10].
Despite the partial solutions, the problem still must be completely resolved due to the continuous evolution of cyber threats and the difficulty of interpreting AI models. Further, risk appetite shapes cybersecurity decisions. 
Lower thresholds let more attacks through but also produce more false positives, while higher thresholds block more attacks but are less likely to produce false positives. This shows that cyber risk classification encompasses both technical and governance issues [11].
[bookmark: _Toc238747803]Project Motivation and Rationale:
This project's rationale is that AI-driven cybersecurity tools should complement, not supplant, human judgment. In banking, accountability and reviewability of risk decisions must be maintained. The project brings together some of the governance elements of explainability, audit logging, risk levels, recommendations and human-review status with machine-learning classification, and this will ensure the artefact aligns with Responsible AI Practices [12].
This project partly responds to the growing importance of AI governance in high-risk settings. As AI systems are increasingly used in the Cyber Security and Risk Management domain, organisations need ways to ensure results are easily understood, traceable, and appropriate for review. The project illustrates how to embed predictive analytics in a dashboard prototype under governance [13].
[bookmark: _Toc238747804]Project Aim:
This project aims to create and test an AI-based automated cybersecurity risk decision-support prototype, based on the UNSW-NB15 intrusion detection dataset, using supervised machine learning models and AI governance principles in a banking context.
[bookmark: _Toc238747805]Project Objectives:
The project aims to review the literature on cybersecurity risk, IDS, machine learning, explainable AI, and AI governance; inspect and prepare the UNSW-NB15 dataset for binary classification; and develop and compare Logistic Regression, Decision Tree, and Random Forest models.
To evaluate the models using accuracy, precision, recall, F1-score, ROC-AUC and confusion-matrix analysis; perform threshold analysis to analyse the False Positive (FP) vs False Negative (FN) trade-off; perform feature importance and SHAP explainability analysis; design and implement the Streamlit dashboard to present the prediction, probability of attack, level of risk, explanation of the model, audit logging, audit analytics and governance notes; and assess the prototype dashboard regarding value, limitations and future development needs.
[bookmark: _Toc238747806]Research Question:
The main research question is: How can AI governance principles and supervised machine-learning techniques be combined to create a banking cybersecurity decision-support system using the UNSW-NB15 intrusion-detection dataset?
This question is relevant to both the technical and governance aspects of the project. It raises how prediction outputs can be transparent, explainable, auditable, and fit for human-led decision support.

[bookmark: _Toc238747807]Scope of the Project:
The project will be an academic prototype only. It uses the public UNSW-NB15 dataset and does not use any live, active banking data, customer data, employee data, or private data from any organisation's network traffic. It targets binary classification, which categorises traffic as "benign" or "attack".
The system is not claimed to be a banking cybersecurity solution ready for production use. It is not a real-time deployment, analyst testing, penetration testing, security hardening or integration with operational banking systems. It provides a Proof of Concept that incorporates machine learning classification with governance controls.
[bookmark: _Toc238747808]Report Structure:
Chapter 2 provides a literature review covering banking cyber-risk, intrusion detection, machine learning, explainable AI (XAI), and AI governance. Chapter 3 describes the methodology used for the research and development. 
Chapter 4 covers the system design and implementation, including the machine-learning pipeline, Streamlit dashboard, risk-threshold logic, and audit log/governance framework. Chapters 5 and 6 discuss dataset selection and dataset preprocessing. 
Chapter 6 provides model evaluation results, threshold analysis, and explainability results. Chapter 7 covers results from a performance, governance, and decision-support perspective. Chapter 8 gives conclusions and recommendations. Chapter 9 summarises the development process, the technical learning area, and the area of professional relevance.





[bookmark: _Toc238747809]Literature Review
This chapter reviews literature on an AI-enabled cybersecurity risk decision-support prototype for banking. It's based on six themes: banking cyber-risk, intrusion detection, benchmark datasets, supervised machine-learning models, explainable AI and AI governance. The review will focus on its relevance to the project, not as a general tutorial. It reviews what has been achieved, by whom, what results have been reported, and how those findings justify the adopted methodology.
[bookmark: _Toc238747810]Banking Cybersecurity and AI-Enabled Risk Context:
The banking industry is a high-risk digital environment because it processes sensitive personal data, payment transactions, account information, and authentication records. Digital-banking adoption and confidence have repeatedly been affected by identity theft, malware, phishing, and vishing, as found in Cele's systematic review [14]. Other researchers also noted that banking information security can have technical, human, and organisational weaknesses and that phishing, Distributed Denial of Service (DDoS), and malware are recurring threats. These studies are relevant to the project, as cybersecurity problems in the financial sector can erode trust and continuity, along with regulatory confidence [15].
Financial-sector cybersecurity also falls under the umbrella of operating resilience. In its guidance, CPMI-IOSCO considers Cyber-resilience part of governance, risk management, and the continuity of critical financial-market services [16]. The European Banking Authority has also identified ICT & security risk management as part of overall institutional governance, rather than only a technical problem [17]. This is relevant to the dissertation because it suggests that a banking cybersecurity artefact is not just about identifying attacks; it should present risk evidence in a way that enables review and governance.
The banking sector faces additional opportunities and risks with the advent of AI. In financial services, AI techniques are becoming increasingly prevalent, including risk analytics, fraud detection, and decision support, as reported in other studies [18], [19]. However, barriers related to explainability, skills, data quality, accountability, and oversight may arise when using AI in cybersecurity. This implies that a project can't be judged solely by whether a model predicts an attack. It should also demonstrate explanations, logging, and human review of predictions [20].
[bookmark: _Toc238747811]Intrusion Detection and Machine Learning:
Intrusion Detection Systems (IDS) monitor and identify malicious behaviour within a network or on a system. Signature-based systems are effective against known attacks but ineffective if attacks evolve or are not defined in the rules. Surveys found that machine learning and data mining are significant techniques for cyber intrusion detection, including classification, clustering, feature selection, and ensemble approaches [21]. 
Other researchers stress the fact that the selection of the datasets, how to represent attacks, and how to design the evaluation of the attacks have a strong impact on intrusion-detection results [22]. Labelled data is available, so supervised learning is appropriate. For this project, the UNSW-NB15 data set contains labels for the normal and attack traffic that can be learned and evaluated. Logistic Regression, Decision Tree, Random Forest, Support Vector Machine, Naïve Bayes and deep-learning models are all applied in the classification process, as shown in the previous IDS research [23]. 
However, higher complexity does not necessarily mean a model is more suitable. As good as deep-learning techniques can be, they could require more computational power and be less interpretable [24]. 
Classical supervised models are thus defensible for a governance-focused MSc development project, as they enable performance comparisons and are easy to understand and implement in a dashboard prototype.
[bookmark: _Toc238747812]Benchmark Datasets and UNSW-NB15:
The literature attests to the centrality and challenges of IDS datasets. A common benchmark was KDD Cup 99, but previous studies have identified redundancy and distribution issues that could affect evaluation [25]. NSL-KDD reduced has some vulnerabilities, but it still represents older traffic patterns [26]. Later datasets like UNSW-NB15, CICIDS2017, and BoT-IoT sought to introduce up-to-date traffic, more features and extensive attack scenarios [14] – [16], [27].
UNSW-NB15 was chosen due to its being a well-known academic testbed for network intrusion detection. Moustafa and Slay built it using the IXIA PerfectStorm tool in the UNSW Canberra Cyber Range Lab, based on both real and synthetic network traffic. Their subsequent statistical analysis suggested that UNSW-NB15 is more complex than KDD99 and suitable for assessing anomaly-detection systems [28]. In addition, studies state that modern flow-based datasets are valuable for machine learning-based IDS because they offer reproducibility and support comparative testing [29].
However, one should use care in dealing with dataset literature. Public datasets enable repeatability but are less representative of live banking network traffic. They may include synthetic attacks, behaviour, and/or distributions from dated sources that do not reflect operational reality [30]. This accordingly affected the dissertation's scope. The artefact is an academic prototype and proof of concept, not a production banking security system. This limitation should be clearly stated in the methodology, evaluation and conclusion.
[bookmark: _Toc238747813]Supervised Models and Evaluation Metrics:
The project compares Logistic Regression, Decision Trees, and Random Forest, as they offer different levels of simplicity, interpretability, and predictive capacity. Although Logistic Regression is efficient and can serve as a baseline, it can struggle with nonlinear relationships in network traffic [31]. Decision Trees can easily model nonlinear decision rules and are more interpretable but may not be sufficiently controlled to prevent overfitting [32]. Random Forest builds several trees, can be more robust, has less variance, and provides feature-importance outputs [33].
Tree-based and ensemble methods often yield good results in the IDS studies. The Random Forest approach proposed by Breimann remains influential because ensemble aggregation can yield strong classification performance [34]. In addition, recent IDS studies indicate that a wide variety of complex classifiers frequently compete favourably with simpler ones [35]. But accuracy should not be the only factor when picking a model. In cybersecurity, a false negative can indicate missed attacks, and false positives may increase analyst workload and alert fatigue [36].
Thus, for this purpose, accuracy, precision, recall, F1 score, ROC-AUC and confusion-matrix analysis have been employed in the dissertation. In imbalanced datasets, evaluation measures must be chosen carefully, as demonstrated by Saito and Rehmsmeier [37]. Chicco and Jurman argue that confusion-matrix performance measures provide more insight than accuracy alone [38]. Threshold analysis is also relevant because it links model outputs to the organisation's risk appetite. Lowering the threshold can increase recall at the risk of more "false alarms"; raising it will have the opposite effect. This justifies the project's decision to incorporate threshold analysis as a technical and a governance feature [39].
[bookmark: _Toc238747814]Explainable AI & SHAP:
Explainability is crucial as cybersecurity analysts must interpret the rationale behind a model marking an event as either normal or malicious. Findings describe explainable AI as a crucial component of responsible AI, particularly when human users need to interpret or question model-generated outputs [40]. Doshi-Velez and Kim also suggest that interpretability must be addressed as an evaluation issue rather than an optional add-on [41].
SHAP is applied especially to this project. Lundberg and Lee proposed SHAP, a common framework to interpret predictions based on Shapley values. SHAP can be used to provide explanations for the entire model, indicating which variables are generally driving the model, and for individual records, indicating why such a record was classified in such a way. This is useful for IDS as it may be necessary to determine if a prediction was affected by packet counts, connection state, a volume of bytes, timing behaviour or some other characteristic of the service [42].
This inclusion is supported by the Cybersecurity XAI research. An explanation method is employed by Warnecke et al. to reveal weaknesses and assumptions of security classifiers [43]. Heron and other XAI-IDS research suggests that explanations may help analyst trust and model debugging, but also cautions that, if taken on faith, explanations may become unstable and be misunderstood [44], [45]. This literature view inspired the project's use of feature importance and SHAP as evidence of governance, rather than evidence alone [46]. SHAP sample-size stability checking is another tool used in the project that enhances the credibility of the explanation pattern in the final evaluation.
[bookmark: _Toc238747815]AI Governance, Auditability and Human Oversight:
The literature on AI governance plays a prominent role in the dissertation, as one research question is how machine learning can be fused with governance principles. NIST's AI Risk Management Framework defines AI trustworthiness as a socio-technical governance, risk mappings, risk measurements and risk management problem [47]. The European Commission's guidelines list human oversight, transparency, technical robustness, privacy, accountability and data governance as essential prerequisites for Trustworthy AI [48]. The OECD principles also stress human-centred and transparent AI, as well as robust and accountable AI [49].
These frameworks support the Streamlit dashboard design. A cybersecurity prediction shouldn't be a stand-alone term. It should contain: Probability, Risk level, Explanation, Recommendation, Timestamp, Audit Record, Human-review Status. According to researchers, AI accountability should rely on auditing processes, not on any fuzzy notion of responsibility [50]. Other studies also show that systems based on algorithmic decisions should have records and governance arrangements that allow later inspection. [51]. This helps the project's ongoing audit log and audit analytics page.
In cybersecurity, a major focus in financial institutions, human oversight is particularly crucial. Automated escalations without context can be seen as operational or governance risk – especially for high-risk/critical model input/outputs, human analysts should be involved in the review process. This dissertation thus conceptualises the dashboard as a decision support system, rather than as a system for making autonomous decisions. It isn't a single governance layer, but part of the artefact's contribution. [52].
[bookmark: _Toc238747816]Critical Synthesis and Positioning of Project:
The literature reviewed supported the project and revealed some of its limitations. IDS research also reveals that supervised machine learning has effectively classified network traffic; however, results are also influenced by factors such as the design of the dataset, the selection of the metric(s), and the class distribution of the classification problem. While dataset research indicates that UNSW-NB15 is valid for academic purposes, it is not an immediate measure of live banking readiness. While XAI can aid feature importance and SHAP, explanations should not be accepted on faith. While AI governance frameworks argue for auditability and human oversight, they provide no definitive how-to guidance [53].
The project's contribution is therefore integrative, not algorithmically new. These are known methods: Logistic Regression, Decision Tree, Random Forest, and SHAP. The originality lies in combining them in one Streamlit artefact geared toward banking use, with features including prediction, probability, risk classification based on thresholds, explainability, persistent audit logging, audit analytics, and governance notes. This fills a gap in most IDS analysis papers, which typically compare models but don't show how a prediction contributes to a governed decision-making process [54].
The literature on methodological direction also supports this. The project should compare models on multiple measures, justify the selected dashboard model based on recall, ROC-AUC, and overall performance, discuss trade-offs between models around FP & FN, and make it explicit that the system is still an academic prototype. Consider both governance value and technical performance. Overall, the literature shows that the chosen approach is valid, as it uses recognised intrusion-detection techniques alongside AI design features that promote responsibility. This will make the methodology, implementation, and results chapters that follow clearer by clarifying the methodology's foundation [55].
[bookmark: _Toc238747817]Implications for Project Methodology:
Several implications for methodology in the literature bear directly on the methodology employed in this dissertation. Firstly, it supports an applied research and development approach rather than an exclusively theoretical review. The problem is practical; the project requires creating and testing a functioning artefact. The artefact must be based on recognised computing methods that involve data inspection, preprocessing, model training/computation, model evaluation, and reproducibility. For this reason, the project follows a structured Python pipeline development process. It breaks the overall process into distinct stages: constructing the datasets, deploying models, and creating explainability models and dashboards.
Second, the literature suggests considering several models rather than choosing one algorithm in advance. Therefore, the performance of intrusion detection systems depends on the datasets, attack types and distribution, and feature structure [56], [57]. Thus, comparing Logistic Regression, Decision Tree, and Random Forest provides more evidence than a single classifier. It also makes the final model selection more transparent. Justification for selecting Random Forest for the dashboard should be based on measured performance and the cyber risk context, not preference.
Third, the literature needs to address target leakage and preprocessing properly. Because UNSW-NB15 has a binary label and attack category, the project should avoid using fields that reveal the answer during model training. This supports validity, as the model must learn from network features rather than target-derived variables. Likewise, categorical encoding and numerical scaling are required to ensure the chosen models can handle mixed feature types consistently [58]. These steps relate directly to the dataset and methodology chapters.
Fourth, the literature advocates using a dashboard as a research deliverable. Our question is about governed decision support, and simply model metrics aren't enough to answer it. The Streamlit dashboard is thus not an additional visualisation layer; it's the artefact that embodies prediction, explanation, thresholding, audit logging and human review. This means the assessment must be based not only on predictive performance but also on governance functionality [59].
[bookmark: _Toc238747818]Gaps in existing work:
The IDS literature is also vast, but several gaps remain that are pertinent to this project. Although many studies focus mainly on improving accuracy or comparing algorithms, few show how a model's output could be used in a governed workflow from a human reviewer's perspective [60]. This provides a narrow sense of value, as a banking cybersecurity environment requires evidence, escalation, and accountability; it's not simply about classification.
The second gap is the disconnect between XAI and governance. Often, XAI studies focus on explaining model predictions, but that doesn't necessarily provide auditability [61]. A SHAP chart can help interpret a prediction, but it does not necessarily show who reviewed the outcome, when, the risk level, or the recommendation. On the other hand, governance arrangements assert principles of accountability and oversight, and only occasionally illustrate how to realise them within a small operating IDS prototype. This dissertation aims to fill that gap by incorporating explanations and audit areas into the dashboard.
The third is related to contextualisation. UNSW-15 is a widely used dataset; however, much of the literature refers to it in general terms of network intrusion [62]. This project is not about the bank data for UNSW-NB15. Instead, it adopts banking as the decision-support environment for interpreting cyber-risk outputs. That distinction matters because it helps prevent the project from becoming ‘mission creep’ while ensuring it is also applied to financial-sector risk, governance, and resilience.
Lastly, there's a divide between classroom experimentation and packaging reproducible artefacts. A model notebook will yield results, but may not be easy to rerun, review or explain. These are saved model artefacts, requirements files, a readme, persistent audit logs and a packaged dashboard folder for the project. These are not just administrative products; they provide evidence for reproducibility and professional development.
[bookmark: _Toc238747819] Chapter Summary:
This is the case in the project, with respect to the computing research in this review. When financial institutions consult the cybersecurity press, they will find high cyber risk and cyber-governance pressure. IDS literature shows that supervised machine learning suits labelled traffic classification, and dataset studies show that UNSW-NB15 is suitable for educational use but has definite limitations. The model-evaluation literature recommends using multiple measures and threshold analysis in addition to accuracy [63], [64]. 
For feature importance and SHAP, the XAI literature and human oversight and traceability in AI governance frameworks support audit logging [65]. The main takeaway is that the dissertation isn't a project to train a model. Its importance lies at the intersection of model development and governed decision-making. The literature therefore fits into a dual assessment: a technical assessment of model performance and a governance contribution. This foundation is followed by the next chapter, which discusses the methodology for researching and developing the prototype, including its building, testing, and evaluation.
[bookmark: _Toc238747820]Research, Development and Methodology
[bookmark: _Toc238747821]Chapter Introduction:
This chapter outlines the methodology used to design, develop, and evaluate the cybersecurity risk decision-support prototype. The project involved applied research, supervised machine-learning experiments, and the development of software artefacts. The idea was to create a reproducible prototype that can classify network traffic and provide evidence and examples of AI governance controls.
[bookmark: _Toc238747822]Research Methodology:
The project used the design science research approach, as the primary product was a computing artefact designed to solve a practical problem [66]. When research seeks to develop, test, and validate an artefact in the context of an information-system or computing situation, design science is appropriate. The project has also broadly adopted the four phases of a project suggested by Peffers et al.: problem identification, objective definition, design and development, demonstration, evaluation, and communication [67].
The research identified a lack of explainability, auditability, traceability, and human oversight in machine-learning intrusion-detection systems, which are typically evaluated primarily with predictive metrics. The goal was therefore to build a prototype based on supervised cyber-risk classification and AI governance features. The design phase included building the machine-learning pipeline, exporting machine-learning artefacts, and creating the Streamlit dashboard. These testing predictions, audit logging and audit analytics/governance outputs were tested at the demonstration and evaluation stage [68].
Principles derived from the CRISP-DM method were also applied, particularly in data understanding and data preparation, modelling and evaluation. This was appropriate because the UNSW-NB15 dataset needed systematic inspection and preparation before model training.
[bookmark: _Toc238747823]Development Methodology:
An iterative development approach was employed, as it required multiple iterations to experiment with the dashboard and test and refine it. The Streamlit interface and model loading were initially generated in version 1. Persistent Audit logging (version 2). Version 3 added audit analytics features. Version 4 enhanced testing evidence, governance notes, and the presentation, resulting in the final dashboard. Version 5 focused on packaging, documentation, requirements files, and reproducibility evidence.
This approach ensured each version was tested before adding more functionality. The major drawback was the risk of confusing versions. This was mitigated by retaining 'backup' copies for each major version and monitoring the project logbook.
[bookmark: _Toc238747824]Materials, Tools and Hardware:
Python was chosen because it is widely used for machine learning applications, data processing, and dashboard creation. For model development using Google Colaboratory Notebooks, an appropriate platform for executing Python programs was imperative, and Google Colab provided it. Data manipulation was done with Pandas, data preprocessing with scikit-learn, and data analysis and classification with NumPy and scikit-learn.
To achieve explainability, SHAP was used because it offers global and local explanations of model behaviour. A data application was created directly in Python using Streamlit, chosen for its ability to create interactive data applications. Local testing was conducted on a Windows laptop using Anaconda. A Conda environment was set up, and the scikit-learn version was fixed to 1.6.1, replicated from the model-export environment.
[bookmark: _Toc238747825]Experimental Design:
This experiment was run on the UNSW-NB15 training and test sets. The class attribute used to isolate the variable to construct was the binary label field, with 0 denoting normal traffic and 1 denoting attack traffic. I did not use the attack_cat field as a model input because it is attack-category data that is close to the target label, which can lead to leakage.
Three supervised models were developed: Logistic Regression, Decision Tree, and Random Forest. They were chosen to compare a linear baseline model, an easy-to-understand tree model, and an ensemble model. The performance was evaluated using accuracy, precision, recall, F1-score, and ROC-AUC, along with the confusion matrix. These metrics were chosen because they are less prone to misleading results in an imbalanced classification problem, as discussed in [69]. Also examining false-positive and false-negative trade-offs.
[bookmark: _Toc238747826]Evaluation Criteria:
Evaluation had two components: technical model evaluation, where performance was measured using standard classification metrics across the three classifiers. Recall was especially critical, as it reflects missed attacks, and precision was important because false positives increase analysts' workload. Discrimination analysis was conducted for different threshold values using ROC-AUC. Second, artefact evaluation assessed the dashboard's usefulness as a prototype decision-support system. Functionality testing assessed model loading, record selection for prediction, prediction generation, risk-level assignment, visualisation, explainability outputs, persistent audit logging, and audit analytics. In the context of the responsible AI guidance, governance evaluation considered explainability, traceability, auditability, transparency, and human oversight.
[bookmark: _Toc238747827]Validity, Reliability and Generalisability:
Several tests were carried out to validate the dataset: testing on a recognised public dataset, training and testing set separation, exclusion of leakage-prone fields, and the use of various testing metrics. Support includes the saved model artefacts, a dashboard backup, requirements files, audit logs, screenshots, and a README file. As UNSW-NB15 is not live banking data and testing was not conducted in a security operations centre, generalisability is limited. Thus, the results show an academic proof of concept, not a production-ready solution.
[bookmark: _Toc238747828]Chapter Summary:
This chapter discussed the research and development methodology for constructing and evaluating the prototype. The project included design science research, CRISP-DM principles, supervised experimentation with machine learning algorithms, and iterative dashboard development. The next chapter elaborates on the system design and implementation.
[bookmark: _Toc238747829]Design and Implementation
[bookmark: _Toc238747830]Chapter Introduction:
This chapter introduces the design and implementation of the prototype system for risk assessment and decision-making in cybersecurity. It explains the principal engineering decisions, the rationale for these decisions, and how the project outcomes and final artefact meet the project goals. 
It comprises a supervised machine learning pipeline built in Python and Google Colab, including the model and evidence files, and a Streamlit dashboard with predictions, model performance, threshold analysis, explainability, persistent audit logging, audit analytics, and AI Governance output.
The chapter is written as a development-based project. It is therefore relatively detailed and explains the rationale behind certain design decisions. Naturally, the artefact was not designed as a fully-fledged banking cybersecurity system for production. 
Rather, it is conceived as an academic proof of concept to showcase the integration of machine-learning classification and transparent decision support, supported by human review and approximation in compliance with auditing.
[bookmark: _Toc238747831]Requirements and Design Logic: 
The initial requirement was to develop a functional software product that could classify Network traffic and demonstrate AI governance in a banking cybersecurity environment. Thus, the system needed components beyond a trained model. 
It had to provide prediction outputs, probability scores, risk-level interpretation, explain the evidence, maintain audit records, and include a clear mechanism for human monitoring. This directly connected to the research question: How can supervised machine learning and AI governance principles be integrated into a cybersecurity decision-support system?


[bookmark: _Toc238743517]Table 1: Functional and Non-Functional Requirements
	Requirement Type
	Requirement 
	Design Response

	Functional 
	Classify selected traffic records
	Random Forest pipeline loaded into Streamlit

	Functional 
	Display attack probability
	Model probability shown as dashboard metric

	Functional 
	Assign risk level
	Probability mapped to Low, Medium, High or Critical

	Functional 
	Support explainability
	Feature importance and SHAP evidence included

	Functional 
	Record predictions
	Persistent CSV audit log implemented

	Functional 
	Support human review
	Analyst review status and note fields added

	Non - Functional 
	Reproducibility 
	README, requirements files and backups created

	Non - Functional 
	Usability 
	Sidebar navigation and section-based layout used

	Non - Functional 
	Auditability
	Timestamped prediction records retained

	Non - Functional 
	Scope control
	Dashboard labelled as academic decision-support prototype 


This table summarises the main system requirements and explains how the dashboard design addressed them. It links the project objectives to specific design decisions. 
The design deliberately excluded live banking deployment, real-time traffic capturing, and integration with operational security tools. Those would have required extra work with private banking data and production infrastructure, as well as security hardening and professional validation by analysts. Instead, the decision was to focus on developing a prototype, as it was controlled, reproducible, and aligned with ethical requirements.
[bookmark: _Toc238747832]System Architecture:
The system architecture was staged, starting with dataset preparation and ending with governed dashboard output. The first phase used the UNSW-NB15 dataset. Training and testing files were uploaded, examined, and pre-processed for binary classification. Public IDS Datasets can be used to reproduce research but do not necessarily reflect actual traffic in organisations [70], [71].
The second step was to develop the machine-learning pipeline. The design differentiated between categorical and numerical inputs. One-hot encoding was used for categorical fields, and numerical fields were processed uniformly. This was done by leveraging the scikit-learn `preprocessing` and `pipeline` utilities, which allow different transformations for different types of features. The input variables into the model were all minus id, label and attack_cat. ID was removed since it didn't have any predictive value. Labels were removed to separate the target from the inputs. With attack_cat removed, no attack-category information in the field that was near the target class (attack_cat field) no longer leaked, thus preventing the occurrence of target leakage.
The third phase was model development and evaluation. Three classifiers, Logistic Regression, Decision Tree and Random Forest, were trained, and differences between the performance of these classifiers were compared. They then exported the results into CSV evidence files containing summary-level metrics, confusion-matrix components, threshold-analysis results, feature-importance values, and SHAP explanation outputs. The Random Forest model was then exported as a joblib pipeline to be used as the main model in the dashboard.
The fourth stage was implementing the dashboard. Streamlit was chosen because it enables rapid development of interactive Python applications, including displaying dataframes and generating visual charts from the data. Plotly was used to contextualise dashboard visualisations because it provides interactive charts for bar charts, pie charts, and performance summaries. This meant that it was not necessary to create a complete webapp, but still an artefact that looked professional for the users.
[bookmark: _Toc238743506]Figure 1: Overall System Architecture.
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This figure represents the project's information flow, from UNSW material data to model development, assessment, and exporting artefacts to the Streamlit dashboard. It also shows how the dashboard generates governance outputs to support human-driven cybersecurity decision-making.
[bookmark: _Toc238747833]Machine-Learning Pipeline Design:
The pipeline was designed for validity and repeatability. The binary label field was targeted: 0 is normal traffic, and 1 is attack traffic. The model input features were created from the remaining network-traffic variables, with leakage-prone or non-predictive variables removed.
Three supervised models were chosen, with Logistic Regression providing a simple baseline. A nonlinear classifier was obtained from a Decision Tree, which was interpretable. Random Forest implemented an ensemble model that could generalise better and allow feature-importance analysis. This model set was designed to be classic and not U-Net-style deep-learning-based. Deep learning would have been possible, but it would have complicated implementation and reduced transparency. This project focused on governance, explainability, and dashboard-based decision support; classical supervised models fit the scope better.
The last dashboard used Random Forest because it had the highest Attack Recall in the model-comparison phase and the highest ROC-AUC. This was critical because, in cybersecurity, it's typically more important to miss attacks than to generate too many false alarms. The report discusses the Decision Tree even though it had good fidelity, since it performed well. This shows that model selection was based on the risk context, not just the model's accuracy.
[bookmark: _Toc238743507]Figure 2: Machine-Learning Pipeline and Preprocessing Workflow.
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This demonstrates how the data was manipulated before modelling, including feature selection, removing leakage-prone fields, categorical encoding, and numeric manipulation. It shows the data passed to the supervised learning models.
[bookmark: _Toc238747834]Development Environment and Tools: 
The development environment was developed to support experimentation, reproducibility and practical dashboard delivery.
[bookmark: _Toc238743518]Table 2: Software Tools and Justification.
	Tool
	Purpose
	Justification

	Python
	Main development language
	Suitable for ML, data processing and dashboards

	Google Colab
	Model development
	Notebook-based enjoyment for experimentation

	Pandas/NumPy
	Data handling
	Supported inspection, cleaning and numerical processing

	Scikit-learn
	ML pipeline and evaluation
	Provided preprocessing, classifiers and metrics

	SHAP
	Explainability
	Supported global and local model interpretation

	Streamlit
	Dashboard interface
	Enabled interactive Python dashboard development

	Plotly 
	Visualisation
	Produced interactive charts for results and audit analytics

	Anaconda
	Local environment
	Supported package and environment control

	Joblib
	Model export
	Stored trained model pipeline for reuse.


The main tools used to build the prototype and explain why each tool was appropriate. This supports reproducibility and the technical justification of the implementation.
One key implementation lesson was maintaining environment consistency. While testing the exported Random Forest model locally, it would not load because the locally installed version of scikit-learn did not match the version used when the model was exported. This was addressed by creating a separate Anaconda environment and pinning scikit-learn to version 1.6.1. This decision enhanced replicability and motivated the creation of the requirement.txt and requirement_full.txt files.
[bookmark: _Toc238747835]Streamlit Dashboard Design:
The dashboard was structured in individual pages instead of one overloaded page. The sidebar navigation had Project Overview, Cyber-Risk Prediction, Model Performance, Threshold Analysis, Explainability, Audit Log, Audit Analytics, Dashboard Testing Summary and Governance Notes. This structure facilitated testing, explanation, and evidence review for this artefact in the final report.


[bookmark: _Toc238743519]Table 3: Dashboard Sections and Contribution.
	Dashboard section
	Contribution

	Project Overview 
	Explains purpose, model choice and governance position

	Cyber-Risk Prediction
	Runs prediction on selected sample records

	Model Performance 
	Shows model-comparison evidence

	Threshold Analysis
	Shows false-positive and false-negative trade-offs

	Explainability 
	Presents feature importance and SHAP outputs

	Audit Log
	Stores and displays persistent prediction records

	Audit Analytics
	Summaries logged predictions using metrics and charts

	Dashboard Testing Summary
	Records functional testing evidence

	Governance Notes
	Explains limitations and responsible AI controls


This table provides an overview of the dashboard sections and each section's contribution. This table details the purpose of each dashboard page and how each section supports the artefact. It illustrates the dashboard's organised approach to Prediction, Evaluation, Explainability, and Governance.
The primary interactive page was the Cyber-Risk Prediction page. It enabled the user to select a sample record, run the Random Forest model, display the prediction result, display the original record, and add an analyst review status and note. Prediction label, attack probability, risk level, correct label, attack label, correct or not. This design was selected since a class label alone would not be sufficient for decision support.
[bookmark: _Toc238743508]Figure 3: Streamlit Dashboard Project Overview.
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This screenshot shows the top level of the dashboard, which includes the artefact purpose, the chosen model, and a notification that the required files loaded successfully. It provides evidence of the dashboard design as a working prototype decision support system.
[bookmark: _Toc238743509]Figure 4: Cyber-Risk Prediction Interface: Low.
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The following screen shows a selected test record sorted as a normal test but with a low attack probability. It shows the dashboard's potential to provide outputs that are not high risk for human evaluation and review.
[bookmark: _Toc238743510]Figure 5: Cyber-Risk Prediction Interface: Critical
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In this screenshot, you can see a test record selected and marked as an attack, with a critical risk value. It shows how the dashboard can escalate high-risk predictions with probability, risk level, and recommendations.
[bookmark: _Toc238747836]AI Governance Layer Design:
The technical artefact will be tailored to the research question in the governance layer. NIST's AI Risk Management Framework views AI risk management as a lifecycle process comprising four stages: governance, risk mapping, measurability, and risk management [72]. Human oversight, transparency and accountability are also key elements of the European Trustworthy AI guidance. These principles guided the dashboard design [73].
The first type of governance characteristic is risk-threshold logic. The dashboard was adapted to 4 attack-probability levels: Low, Medium, High, and Critical. This facilitated interpretation of model output and strengthened the link between models' technical forecasts and cyber-risk prioritisation. This is shown on the Threshold Analysis page, which shows how different classification thresholds affect precision, recall, false positives, and false negatives. This was particularly significant because the threshold decision was not technical. In cyber security, it depends on the organisation's risk appetite and the trade-off between missed attacks and generated alerts.
The second governance aspect was explainability. Random Forest feature importance and SHAP evidence were added to the dashboard. Lundberg et al. demonstrate how to link individual prediction explanations to a more general understanding of the model using tree-based tasks [74]. The literature on explainable IDS also notes that explanations can aid the analyst's interpretation, but careful human judgement is still needed. For this reason, SHAP supported the decision rather than dictating it [75].
The third governance measure was logging persistent audit trails. The attributes for each prediction were relatively straightforward, including time (timestamp), sample record, model name, prediction, p (attack probability), risk level, true label, attack category, correctness status, recommendation, human-review status, and analyst note. This gave them a record that made dashboard use traceable. These were then summarised on the Audit Analytics page as metrics and charts. This ensured auditability, as the prediction events remain recorded and can be consulted afterwards.
The fourth construct of governance was called explicit decision-support framing. The dashboard said it was an academic prototype and shouldn't be adopted for real-life banking security solution decisions until further research. This brought banking-sector expectations of governance, control, and documentation processes to manage ICT and security risks in line with those of the banking sector.
[bookmark: _Toc238743511]Figure 6: Persistent Audit Log and Audit Analytics Evidence.
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These screenshots show the persistent audit log that stores prediction records after dashboard use. It offers proof of auditability, traceability and record retention.
[bookmark: _Toc238747837]Implementation Process:
There were five versions of the dashboard to implement. Version 1 set up the basic Streamlit UI, read the Random Forest model, and showed dashboard sections of interest. It enabled predictions, but it saved audited events only in Streamlit session state. This caused records to be lost when the application restarted.
Persistent Audit logging was added in version 2. A separate audit logs folder was set up, and prediction records were added to streamlit_audit_log.csv. This enhanced the artefact, as records would remain after restarting the dashboard/laptop. I also added human review status and analyst notes, further strengthening the human-in-the-loop design.
Version 3 introduced Audit Analytics features. This page provided total audit records, attack predictions, normal predictions, critical risks, and audit-sample accuracy. It also showed graphs of risk-level distribution, Prediction distribution, Correctness distribution, and Traffic/Attack-category distribution. The term audit-sample accuracy was used deliberately because it refers only to the accuracy of manually tested dashboard records, not model accuracy.
Version 4 added the finishing touch to the dashboard. It included the Dashboard Testing Summary page, enhanced the Governance Notes page, incorporated a Risk-Policy table and noted the prototype limitations. Version 5 focused on final packaging and the possibility of repeating the process. It included a README, a clean requirements.txt, a full requirements.txt, backup files for each major version, and a final zipped dashboard package.
[bookmark: _Toc238743520]Table 4: Dashboard Version Development Summary.
	Version
	Main development completed
	Evidence produced

	Version 1
	Initial Streamlit dashboard and model loading
	Working interface and prediction screenshots

	Version 2
	Persistent CSV audit logging
	Audit log retained after restart

	Version 3
	Audit analytics page
	Metrics and charts from logged records

	Version 4
	Testing summary and governance polished
	

	Version 5
	Final packaging and reproducibility 
	README, requirement files and ZIP package


Here is a table summarising the progress made in development from Version 1 to Version 5. It provides concise evidence of iterative development, testing, fine-tuning, and end-to-end packaging.
Multiple implementation issues have been addressed. This was because Windows PowerShell did not initially recognise Python, so the Anaconda Prompt was used. Before installing, users had to agree to Conda's terms of service. The local environment was modified to match the exported environment to avoid a model-loading problem caused by a scikit-learn version mismatch. We decided not to remove these issues from the project evidence because they illustrate replicable, realistic development and debugging practice.
[bookmark: _Toc238747838]Testing and Evidence Strategy:
Testing involved observing the dashboard in operation as a complete academic artefact. The final functional test verified correct loading of all pages, production of predictions with the Random Forest model, case creation as Low/Normal classes and Critical/Attack classes, audit persistence, and updating of audit analytics from audit persistence.
A screening approach was used. Wherever possible, include only the clearest screenshots in the main report, with the full evidence series in the appendices. This prevents overloading the chapter and ensures evidence is available for assessment.
[bookmark: _Toc238747839] Chapter Summary:
This chapter explained the design and implementation of the cyber security decision support (CSDS) prototype. The design included a structured Streamlit dashboard, an AI governance layer, and a replicable machine-learning pipeline. Key design decisions supported prediction, explainability, and human auditability. Five controlled versions led to a stable packaged artefact during implementation. This chapter describes the dataset selection and data preprocessing in more detail.




[bookmark: _Toc238747840]Design/Data collection
[bookmark: _Toc238747841]Chapter Introduction:
This chapter describes the choices, steps and actions taken in the dataset selection and preprocessing section of the project. This phase aimed to prepare the UNSW-NB15 intrusion detection dataset for supervised binary classification. This was required to ensure consistent inputs for the ML models and a well-defined output variable, along with safeguards against inappropriate training data (target leakage).
[bookmark: _Toc238747842]Dataset Selection:
The UNSW-NB15 dataset was chosen because it is a recognised dataset used in network intrusion detection research. It contains labelled network traffic records that illustrate normal network traffic and attack behaviours. Benchmark intrusion-detection datasets support academic projects by enabling reproducibility, model comparison, and controlled evaluation. However, the data is not real bank data. It was therefore primarily an academic representation of cyber-risk classification and did not indicate production readiness [76]. 
The dataset was appropriate for the project because it included separate training and test files, a binary label field, and network-flow features. These attributes suited supervised machine learning, so Logistic Regression, Decision Tree, and Random Forest models were developed and evaluated. Another benefit of using a publicly available dataset was avoiding ethical or confidentiality concerns that would arise if real banking network traffic were used.
[bookmark: _Toc238743521]Table 5: Dataset Summary
	Dataset Element
	Project Value

	Training records
	175,341

	Testing records
	82,332

	Original columns
	45

	Target field
	Label

	Binary classes
	Normal = 0, Attack = 1

	Attack category field
	attack_cat

	Missing values
	0

	Duplicate records
	0


Table 5 summarises the essential aspects of the training and testing UNSW-NB15 datasets used in the project. Indicates the number of records in the dataset, the target field, the field to be used for class labels, and the field for attack-category data, as well as initial data-quality tests.

[bookmark: _Toc238743512]Figure 7: Label Distribution in Training and Testing Sets.
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The figure above compares the distributions of normal and attack records in the UNSW-NB15 training and testing sets, respectively. It shows class imbalances and enables evaluation based on precision, recall, F1 score, and confusion-matrix analysis rather than accuracy.
[bookmark: _Toc238747843]Initial Dataset Inspection:
First, I previewed the training and test sets in Google Colab. This involved verifying the shape, names, and column data types; the class distribution; and the presence of missing values and duplicate records in the dataset. The inspection confirmed that both datasets imported successfully and that each had 45 columns. The training dataset had 175,341 records, and the testing dataset had 82,332. 
During inspection, there were no missing data or duplicate entries. This minimised the need for imputation and/or duplicate-removal procedures. However, attention was still needed for class distribution, as the training set had more attack records than normal records. Because of this, it became imperative to evaluate models with metrics other than accuracy, since in an imbalanced classification problem, accuracy alone does not always reflect model performance [77].
[bookmark: _Toc238747844]Feature Selection and Target Definition: 
The test field was the binary label field. If the value was 0, it was not attack traffic (normal traffic); if the value was 1, it was attack traffic. The model input data did not include id, label and attack_cat. The id field was not retained because it was merely a record identifier and had no meaningful predictive value. 
The feature set was reduced by the label field since it was the target of prediction. The attack_cat field was also dropped because attack-category information is like the target field and could result in target leakage. 
This is crucial for the experimental validity. Including attack_cat during model training would give the model information it otherwise wouldn't receive in a real prediction scenario. The leakage-free fields ensured the models learnt from network traffic features, not from information that came off the target.
[bookmark: _Toc238747845]Categorical and Numerical Preprocessing:
Following feature selection, the resulting input features were split into categorical and numerical features. The categorical variables were proto, service and state. These were then one-hot encoded so that they could be used with scikit-learn models. One-hot encoding was suitable because it represents categorical values by creating indicator columns for each value, without imposing an artificial order. 
The numerical features were processed individually. To create a pipeline that applies different preprocessing techniques to different columns, a scikit-learn ColumnTransformer was used. This approach improved train-test cohesion by applying the same preprocessing logic to training and testing. This transformed feature space after preprocessing had 194 features for modelling.
[bookmark: _Toc238743522]Table 6: Preprocessing Decisions.
	Preprocessing Decision
	Reason

	Removed id
	Non-predictive record identifier

	Removed label
	Target variable

	Removed attack_cat
	Prevented target leakage

	One-hot encoded categorical variables 
	Converted text categories into model-ready features 

	Scaled numerical variables
	Supported consistent model processing

	Used provided train/test files
	Preserved original evaluation structure



Table 6 lists the key preprocessing choices made before training the model. It justifies the fields discarded and explains how the categorical and numerical fields were converted before using a supervised machine learning algorithm.

[bookmark: _Toc238747846]Chapter Summary:
This chapter explained how the UNSW-NB15 dataset was selected, inspected, and prepared for supervised machine learning. The preprocessing stage ensured the data was ready for binary prediction, prevented target leakage, and standardised features for model input. The next chapter presents the model development, analysis, and evaluation results.





[bookmark: _Toc238747847]Data Analysis & Model Evaluation
[bookmark: _Toc238747848]Chapter Introduction:
This chapter presents the data analysis and model evaluation results from the project's supervised machine-learning stage. The objective is to compare the performance of three models, namely Logistic Regression, Decision Tree and Random Forest and finally choose the best model to be used in the Streamlit dashboard. 
The chapter also provides threshold analysis and explainability outputs, as these are vital because cybersecurity evaluation must be not only correct but also comprehensible. False negatives in intrusion detection mean missed attacks, and false positives can lead to analyst fatigue and increased workload [78].
[bookmark: _Toc238747849]Model Evaluation Strategy:
Model evaluations used data from the UNSW-NB15 testing set. The binary label field was taken as the target variable, with 0 denoting normal traffic and 1 denoting attack traffic. The evaluation used accuracy, precision, recall, F1 score, ROC-AUC, and confusion matrix analysis. 
Overall correct classification was used for accuracy. Precision assessed the accuracy of the predicted attack labels. Recall determined how many real attacks were identified. An F1 score provided a precision/recall balance, and ROC-AUC assessed the model's ability to distinguish normal from attack traffic across thresholds.
Indicators like these were needed because the dataset wasn't perfectly balanced, and cybersecurity has asymmetric error costs. Failing to detect an attack can be more serious than dropping a false alarm, but too many false positives can reduce the corollary's usefulness. As such, the dashboard model was chosen, taking both technical considerations and cybersecurity risk context into account.


[bookmark: _Toc238747850]Model Performance Results:
[bookmark: _Toc238743523]Table 7: Model Performance Summary.
	Model
	Accuracy
	Precision
	Recall
	F1-score
	ROC-AUC

	Logistic Regression
	0.8354
	0.8023
	0.9303
	0.8616
	0.9558

	Decision Tree
	0.9211
	0.9043
	0.9581
	0.9304
	0.9756

	Random Forest
	0.9006
	0.8636
	0.9733
	0.9151
	0.9845


Table 7 shows the performance of the three supervised models in terms of accuracy, precision, recall, F1-score, and ROC-AUC. This provides a primary basis for comparing the models' suitability.
[bookmark: _Toc238743513]Figure 8: Model Performance Comparison.
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Logistic Regression showed an accuracy of 0.86, precision of 0.89, recall of 0.87, F1 score of 0.87 and ROC AUC of 0.92 when compared to the Decision Tree and Random Forest in terms of accuracy, precision, recall, F1 score and ROC AUC, as shown in Figure 6.1. This shows that the Decision Tree had the best-balanced performance, while the Random Forest had the highest recall and ROC-AUC.

All three models demonstrate useful classification performance. Logistic regression provided a strong baseline, achieving 83.54% accuracy and 93.03% recall. This indicated that even in this simple linear model, it could identify a substantial number of attack records. However, it performed the worst overall on the trees.
The Decision Tree achieved the best accuracy, precision, and F1-score. Its accuracy was 92.11%, precision was 90.43%, and F1-score was 93.04%. This made it the best model overall. The Random Forest achieved the best recall and ROC-AUC. It had a recall rate of 97.33% and a ROC-AUC of 0.9845, which indicated that it discriminates well between normal and attack flows. It was less accurate and less well-rounded than the Decision Tree. Still, it had better attack detection capabilities and was therefore a more appropriate model for this dashboard, which aimed to report risks.
[bookmark: _Toc238747851]Confusion Matrix Analysis:
[bookmark: _Toc238743524]Table 8: Confusion Matrix Comparison
	Model
	True Normal
	False Positives
	False Negatives
	True Attacks

	Logistic Regression
	26,608
	10,392
	3,160
	42,172

	Decision Tree
	32,403
	4,597
	1,900
	43,432

	Random Forest
	30,030
	6,970
	1,212
	44,120


Table 8 shows the differences between true normal records, false positives, false negatives, and true attacks across the three models. It chooses the best kind, "Random Forest", because it has the fewest missed attacks among these kinds.
The confusion matrix results clearly illustrate the model's behaviour. Logistic Regression had 3,160 false negatives and 10,392 false positives. This corroborated its baseline performance but showed it is not as strong as the tree-based models.
All three models significantly reduced false negatives, but Decision Tree had the fewest false positives, with just 1,900. This supported its strong balanced performance. Random Forest had the fewest false negatives (only 1,212 missed attacks). This was the primary reason it was chosen for the dashboard. One of the most important challenges of cybersecurity decision support is minimising false negatives, since they might indicate ongoing malicious activity.
[bookmark: _Toc238747852]Threshold Analysis:
To assess how varying decision thresholds affect classification results, we performed a threshold analysis for the Random Forest model.
[bookmark: _Toc238743525]Table 9: Random Forest Threshold Analysis
	Threshold
	Accuracy
	Precision
	Recall
	F1-score
	False Positives 
	False Negatives 

	0.30
	0.8374
	0.7734
	0.9966
	0.8709
	13,236
	154

	0.40
	0.8725
	0.8180
	0.9883
	0.8951
	9,969
	529

	0.50
	0.9006
	0.8636
	0.9733
	0.9151
	6,970
	1,212

	0.60
	0.9178
	0.9029
	0.9533
	0.9274
	4,648
	2,119

	0.70
	0.9271
	0.9431
	0.9233
	0.9331
	2,525
	3,479


The table shows the results of the Random Forest threshold analysis. Tab. 9 shows different classification thresholds and their impact on precision, recall, false positives, and false negatives, highlighting the trade-off between attack detection and false-alert reduction.
[bookmark: _Toc238743514]Figure 9: Random Forest Threshold Trade-Off
[image: ]
As shown in Figure 9, false positives (FP) and false negatives (FN) vary with the Random Forest classification threshold. This shows that the threshold setting is not just a technical setting, but also a governance and risk-appetite decision.
The threshold analysis depicts the trade-off between attack detection and false alerts. With a threshold of 0.30, the system missed 154 attacks but generated many false positives (13,236). With a threshold of 0.70, the number of false positives was reduced to 2,525, but the number of attacks missed rose to 3,479. This confirms that threshold selection is a technical setting, not just a governance and risk-appetite decision. It is also a governance and risk-appetite choice. For this reason, the dashboard was not intended to provide a binary output, but rather risk levels and recommendations.
[bookmark: _Toc238747853]Explainability Results:
Adding explainability enabled transparency and governance. According to the Random Forest feature importance results, sttl, ct_state_ttl, sload, rate, dload, dttl, dbytes, dinpkt, ct_srv_dst, and sbytes had a significant impact on the results. These features relate to traffic behaviour, the number of bytes transferred, packet characteristics, and connection and flow state.
[bookmark: _Toc238743515]Figure 10: Random Forest Feature Importance.
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Figure 10 shows the most important features used by the Random Forest model. It shows that traffic-related features (like sttl, ct_state_ttl, and sload) had a significant effect on classification.

SHAP analysis provided additional explanatory evidence. For the global SHAP results, sttl and ct_state_ttl were the two most influential features. SHAP was run both on the 500-record sample and then run again on the 1000-record sample. The top 15 features were the same in both samples, with 100% overlap in the top 15 SHAP values. This increased confidence that the explanation pattern did not rely on a single sample of size 3.
[bookmark: _Toc238743516]Figure 11: SHAP Global Feature Importance.
[image: ]
The global SHAP feature-importance results of the Random Forest model are given in Figure 11. This helps explainability by showing the features most influential at the highest level of model predictions.
An example of a local SHAP was also generated for the prediction of a high-risk user. The selected record had a true label of attack, was predicted as attack and had an attack probability of 1.0. Main participants on the local side were mainly sttl, sload, ct_state_ttl, state_INT, dbytes, ct_dst_sport_ltm, dinpkt, rate, smean and dur. This helped the dashboard meet the governance objective of interpreting the meaning of a single high-risk prediction.
[bookmark: _Toc238747854]Dashboard Integration of Evaluation Outputs:
The model assessment outcomes were exported and combined with the Streamlit dashboard. The dashboard displayed tables and outcomes from model-performance and threshold analysis, as well as evidence and SHAP outputs for feature importance. This was significant as the evaluation did not stop in the notebook space. It was transformed into an artefact accessible to the user, which enabled review, auditability, and decision support.
The dashboard also classified sample records using a Random Forest model. All the predictions showed the class label, attack probability, risk level, true label, attack category, correctness status and recommendation. The output of these was then stored in the persistent audit log and summarised by audit analytics. This supported a more comprehensive design of the artefact's governance.
[bookmark: _Toc238747855]Chapter Summary:
This chapter examined the three supervised models that were used in this project. The Decision Tree was the most balanced; Random Forest had the highest Recall, ROC-AUC, and the fewest false negatives. Random Forest was ultimately chosen as the dashboard model because its behaviour matched the risk-perceptive nature of cybersecurity decision support. 
Threshold analysis showed that false-positive and false-negative trade-offs require governance expertise. Explainability was achieved through feature importance and SHAP analysis, revealing which traffic features influenced the model's behaviour. The next chapter discusses these results in the context of the research question, literature review, and project objectives.




[bookmark: _Toc238747856]Results and Discussion
[bookmark: _Toc238747857]Chapter Introduction:
This chapter discusses the findings from the model evaluation, dashboard implementation and AI governance design. This chapter discusses the technical results in Chapter 6 in relation to the research question, project objectives, and literature review. Key discussion on model performance, threshold behaviour, explainability, value for the dashboard, and governance contribution/limitations.
The research question is: How can AI governance principles and supervised machine-learning techniques be integrated to develop a banking cybersecurity decision-support system for the UNSW-NB15 dataset? The results suggest this is possible through a structured workflow, including dataset preprocessing, model comparison, risk-based predictions, explainability, persistent audit logging, audit analytics, and human validation.
[bookmark: _Toc238747858]Analysis of Model Performance:
From the evaluation outcomes, all test classifiers, namely Logistic Regression, Decision Tree and Random Forest classifiers, were able to classify normal and attack traffic in the UNSW-NB15 dataset. This reinforces the general intrusion-detection research that supervised machine learning is a convenient method for well-defined network-traffic classification. However, each model's performance varied, validating the need to compare multiple classifiers [79], [80].
The Decision Tree achieved the best accuracy, precision, and F1-score, with balanced performance. This demonstrated its effectiveness in attack detection and in controlling false positives. Despite this, the random forest achieved the best recall and ROC-AUC, with minimal false negatives. This was the key reason for selecting it as the dashboard model. In cybersecurity, a false negative can be worse than a false alarm because it indicates a missed attack [81]. Therefore, the model-selection decision was based on risk, not accuracy alone.

This result confirms literature stating that a single criterion should not measure classification performance [82]. While accuracy is useful, it can obscure critical gains in false positives and false negatives, particularly in imbalanced and risk-sensitive classification problems. Hence, for a more complete analysis, this project used accuracy, precision, recall, F1-score, ROC-AUC, and confusion-matrix analysis.
[bookmark: _Toc238747859]Threshold Behaviours and Risk Appetite:
One of the most significant results is the relationship between model behaviour and risk appetite as displayed in the threshold analysis. Random Forest had more successes in identifying attacks and fewer FNs at a lower threshold, but it also had more FPs. That is, as the threshold increased, false positives decreased, but attacks missed increased. This showed that choosing the threshold is not just a technical decision. It's a governance decision too.
The cost of a failed cyber-attack is very high in a banking environment, as it can affect customer data, service continuity, financial loss, and regulatory confidence. Where an attack failure cannot be allowed, it may be appropriate to set a lower threshold. But if the system produces too many false positives, it can swamp analysts and reduce its value. The specific cut-off will vary based on the organisation's risk tolerance, business landscape and review capacity [83].
This metric has been reflected in the dashboard with the four levels of Low, Medium, High and Critical risk based on the attack probability. This design decision made the model results easier to understand and better suited to decision support. It also tied technical evaluation to governance, as the user received not only a prediction but also a risk category and a review recommendation.
[bookmark: _Toc238747860]Explainability and Transparency: 
The explainability experiments reinforced the artefact by showing which features affected the Random Forest model. The importance plot showed variable importance, and the SHAP plots summarised the importance of variables like sttl, ct_state_ttl, sload, rate, dload, dbytes, and flow-related variables. This suggests the model relied on network traffic characteristics rather than leakage-prone fields; this will be addressed later in this report. 
This matters because explainability is crucial to responsible AI. Arrieta et al. argue for explainable AI, as human users should be able to understand AI-produced outputs and decide whether to accept or reject them [84]. Lundberg et al. further show that SHAP can generate explanations in tree-based models, linking individual predictions to overall model behaviour. In this project, SHAP provided both global and local interpretations [85]. The local SHAP example showed why the local high-risk record was deemed an attack, and the global SHAP outputs indicated the most influential features across sampled records during classification. 
The SHAP stability check for the explanation evidence increased the trustworthiness of the explanations. SHAP's top 15 features stayed the same as we increased our sample size from 500 to 1000 records. This does not necessarily mean the model is fully explainable, but it does mean the explanation pattern did not rely on a small sample. This aligns with explainable intrusion-detection research, where explanations are desired to support XAI but must be carefully interpreted by humans [86].
[bookmark: _Toc238747861]Dashboard and Decision-support Value:
The predominant development artefact was the Streamlit dashboard, which proved the project was not simply about model development. Many intrusion-detection investigations compare and report the results of different algorithms but don't demonstrate the systems through which an ID model's output would be applied in a real-life review process [87]. This project filled this gap by building a dashboard to display model outputs in an interactive format. 
The dashboard supported decision-making in several ways. The Cyber-Risk Prediction page displayed the prediction, attack probability, risk level, true label, attack category, correctness status, and recommendation. The Model Performance page evaluated comparative evidence of performance. Biases (namely false-positive and false-negative) were observed on the Threshold Analysis page. The "Explainability" page displayed feature importance and SHAP outputs. The Audit Log and Audit Analytics pages logged predictions, which were saved and summarised. 
This design transformed the artefact from a mere classifier into a decision-support system. It evolved into a prototype decision-support system that integrated technical, explanatory, and governance evidence in one system. The dashboard did not replace the human assessor. Instead, it supported human-led interpretation and escalation. This fits a banking cybersecurity scenario, where risk decisions should be accountable and reviewable.
[bookmark: _Toc238747862]AI Governance Contribution:
One of the project's most successful aspects was creating the AI governance layer. NIST's AI Risk Management Framework illustrates AI risk management as a lifecycle process that includes governance, mapping, measurement, and management [88]. Human oversight, transparency, accountability and technical robustness are also key aspects of the European Trustworthy AI guidance [89]. These principles informed the dashboard design. 
Supporting transparency: representation of model scenarios, probabilities, performance measures and threshold results. Feature importance and SHAP explained the features. CSVAuditLog was used for Auditability and persisted over time. Traceability was enabled because each prediction record includes the timestamp, sample record, model prediction, attack probability, risk level, true label, attack category, correctness state, recommendation, and analyst check status and analyst note. Analyst review fields and the dashboard framing for decision support led to human oversight. 
This matters because governance principles often address issues at the policy level and don't necessarily show up in small technical artefacts. In this project, we extended the idea of governance by incorporating it into the working system. The audit log and audit analytics page provided concrete proof that predictions were being generated from that information and documented and stored for future analysis. 
This directly addressed the research question and showed how supervised machine learning and AI governance can be correlated in a prototype charting cybersecurity in a banking environment. The design also aligns with banking-sector expectations that ICT and security risks be properly controlled and managed through documented governance and control processes [90]. 
[bookmark: _Toc238747863]Project Objectives Achievements:
Overall, the project's main goals have been accomplished. The literature review focused on Cybersecurity Risk, ID, supervised ML, Explainable AI and AI governance. UNSW-NB15 dataset was chosen, explored and processed for binary classification. Logistic Regression, Decision Tree, and Random Forest were built and compared, then compared with logistic regression. 
Multiple model metrics were used for evaluation, including confusion matrices and threshold analysis. Explainability was achieved using feature importance and SHAP. A working Streamlit dashboard was developed, tested and packaged. Governance controls were incorporated through risk levels, audit logging, audit analytics, and human review.
[bookmark: _Toc238743526]Table 10: Project Objectives and Achievement
	Objective area
	Outcome

	Literate review
	Completed and used to justify model, dataset and governance choices.

	Dataset preparation
	UNSW-NB15 inspected, cleaned and prepared for binary classification

	Model development
	Trained and compared Logistic Regression, Decision Tree, and Random Forest.

	Evaluation
	Multiple metrics, confusion matrices and threshold analysis completed

	Explainability
	Feature importance and SHAP evidence produced.

	Dashboard artefact
	Streamlit prototype implemented and tested.

	Governance
	Audit logging, audit analytics, risk levels and human review included.

	Final packaging 
	README, requirements files, backups and ZIP package created.


Table 7.1 summarises how each project objective was fulfilled in the literature review, data set preparation, model development, evaluation, explainability, dashboard development, governance controls, and final packaging. Explain clearly the extent to which the project aims and objectives have been met (in the context of an academic prototype).
The overall objective was thus achieved. The project resulted in a functional academic prototype which demonstrates a hybrid approach of supervised machine learning with a set of AI governance controls. However, this achievement is limited to the project scope. The system is a proof of concept and is not a banking cybersecurity tool to go to market.
[bookmark: _Toc238747864]Limitations of Results:
The project has several limitations. First, UNSW-NB15 is a public reference benchmark dataset, not real bank network traffic. It supports reproducibility in academic evaluation, but it can't validate whether it works in a real banking environment. Second, the developer tested the dashboard, not professional cybersecurity analysts. The evaluation could be made into a structured user test, although this was outside the scope of this project. 
Third, the model struggled with binary classification, not multi-class attack classification. Attack_cat was shown only as context and was not used for training. Fourth, SHAP analysis was performed on samples, not the full testing dataset, because the dataset was unnecessarily large. Fifth, the dashboard was not security-hardened, was not deployed as a production application, and was run locally. This does not detract from the project's academic value. Rather, it provides the correct definition. The project shows how such an artefact to support cybersecurity decision-making in the ADR can be designed, implemented and evaluated, and illustrates that additional validation would be required before deployment.
[bookmark: _Toc238747865]Chapter Summary: 
This chapter presented the project findings based on the research question, objectives, and literature. The results showed that supervised learning algorithms can aid cyber-risk classification with appropriate measures. Random Forest had the highest recall and the lowest false negatives and ROC-AUC, so it was chosen for the dashboard; Decision Tree had the best-balanced performance. Threshold analysis indicated that prediction settings needed adjustment based on risk appetite. 
Explainability supported transparency, ongoing audit logging, and audit analytics with governance. Overall, the project results showed that machine-learning classification and AI governance principles can be interwoven into a working prototype of cybersecurity decision support in the banking sector.

[bookmark: _Toc238747866]Conclusions and Recommendations
[bookmark: _Toc238747867]Chapter Introduction:
Finally, this chapter summarises the project developments, answers the research question, and outlines recommendations for future development. This project aimed to create a prototype risk decision-support system for cybersecurity in a banking environment, using supervised machine-learning models and the UNSW-NB15 intrusion detection dataset, while following AI governance principles. The product was a functional Streamlit dashboard app with prediction, model evaluation, explainability, classification based on a risk threshold, persistent audit log, audit analytics and HRC.
[bookmark: _Toc238747868]Project Achievement Summary:
Within the scope of an academic development project, the project was completed and met the overall aim. The UNSW-NB15 dataset was selected, validated, and pre-processed for binary classification. During preprocessing, non-predictive, leakage-prone fields were removed; categorical and numerical fields were separated; and suitable transformations and features were created for the model. This provided a solid basis for a supervised machine learning experiment.
Three models were created and tested: Logistic Regression, Decision Tree, and Random Forest. The models were compared based on accuracy, precision, recall, F1 score, ROC-AUC, and confusion matrix analysis. Random Forest had the highest recall and ROC-AUC, while the Decision Tree performed best overall and had the fewest false negatives. Random Forest was thus chosen as the dashboard's default model because its positive behaviour matches the risk sensitivity of cybersecurity decision support.
The project also met its governance target. The model output was not only provided as a prediction Label in the Dashboard. It included features such as attack probability, risk level, recommendation, model-performance evidence, threshold analysis, explainability outputs, persistent audit records and audit analytics. These features showed how machine-learning predictions could be more explainable, traceable, reviewable, and transparent.
[bookmark: _Toc238747869]Response to Research Question:
The research question is: What are the principles of AI governance, and how can they be used, along with supervised machine learning techniques, to develop a cybersecurity decision-support system for a banking environment based on the UNSW-NB15 intrusion-detection dataset?
The project addressed this question by producing an end-to-end case study, from dataset preprocessing to supervised learning model training, evaluation, explainability, and governance through dashboards. To classify network traffic as normal or attack traffic, the project used a supervised machine learning approach. AI governance principles were integrated through risk-level thresholds, feature importance and SHAP explanations, persistent audit logging, analyst review fields, audit analytics, dashboard testing evidence, and explicit limitations.
The key takeaway is that the team successfully melded supervised machine learning with AI governance by treating the model as one part of a broader decision-support framework. The model produces both classification and probability outputs within the governance layer, which explains the outputs, supports record-keeping, and reviews and interprets outputs through risk levels. This is far more suitable for a banking cybersecurity setting than a standalone classifier; in finance, risk decisions must be accountable, evidence-based, and overseen by humans.
[bookmark: _Toc238747870]Conclusions from the Results:
Three principal conclusions emerge from the results. First, a supervised machine-learning model can be used in intrusion-detection classification by training and testing it using appropriate labelled data. Both models performed well, but performance varied among the three models. This validated the point that model choice should not be the only criterion in the model selection process but should be based on the purpose of the artefact.
Second, the Random Forest model was appropriate for the dashboard because it had the highest attack recall and the fewest false negatives. False Negatives in Cybersecurity can be extremely significant, as they could indicate a missed attack. The Decision Tree results were also significant, with the highest accuracy, precision, and F1-score. This illustrates one principle: no single perfect engineering model (solution) exists; the right approach depends on the risk priority.
Third, governance added value to the technical system. Threshold analysis indicated that these predictions/setting levels represent levels of risk appetite. Explainability supported transparency. Permanent audit trails enabled traceability and subsequent audit checks. Audit Support took saved predictions and turned them into "governance evidence. The results also highlight the importance of considering the responsibility of interpreting, recording and controlling AI-driven cybersecurity outputs, in addition to their predictive performance.
[bookmark: _Toc238747871]Recommendations:
The first recommendation is: AI cybersecurity tools should not be built as decision-making tools, but as decision-support tools, particularly in high-risk areas such as banking. Where model outputs could affect escalation, investigation, and/or operational response, human review should remain central.
The second is to evaluate a model through a combination of metrics. Intrusion Detection relies not only on accuracy but also on other factors. Precision, recall, F1-score, and ROC-AUC, along with confusion-matrix analyses, reveal a more realistic picture of model performance, particularly when false-positive and false-negative error rates differ.
The third recommendation is to build explainability and auditability into the artefact from the start. Features like importance, evidence, risk thresholds, audit logs, and human-review fields are not optional extras. These play a crucial role in transparent and accountable AI governance.
The fourth suggestion is for banking cybersecurity prototypes to undergo cybersecurity, risk and/or governance professional evaluation in the future. Structured user feedback could evaluate the Understandability of the dashboard outputs and their usefulness and applicability to actual decision-support workflows.
[bookmark: _Toc238747872]Future Work:
Future work can expand the prototype in several ways. First, evaluate the system on new and diverse intrusion-detection datasets to determine whether the model's behaviour holds beyond UNSW-NB15's scope. Second, extend the classification to multi-class, enabling the system to go beyond whether traffic is malicious and to predict which type of attack is being used.
Third, the dashboard options could be better developed with users such as cybersecurity analysts or risk practitioners. Fourth, the governance framework could be extended to align dashboards' output with established security governance frameworks like ISO 27001 or financial-sector ICT risk guidance, or other recognised AI governance frameworks, such as NIST's AI RMF [91]. A future version might also cover secure deployments, user authentication, audit logging with a database, and integration with simulated security-operations workflows.
[bookmark: _Toc238747873]Conclusion:
The project successfully built a prototype for an AI-based cybersecurity risk decision-support solution. It proved that supervised machine learning can successfully classify intrusion-detection records; however, it also highlighted that supervised machine learning cannot be used directly in banking cybersecurity due to its limited performance. 
The project's main contribution is integrating model explanations and predictions with risk-threshold logic, persistent audit logging, audit analytics, and human review, consolidated into a single governed dashboard artefact. Although the system is still an academic research proof-of-concept, it provides a solid basis for future system development, professional evaluation, and further research.




[bookmark: _Toc238747874]Reflection
[bookmark: _Toc238747875]Technical Reflection:
This project helped solidify my knowledge of the transition from experimentation to a functioning software artefact of a machine-learning solution. In the early stages, I inspected and pre-processed the data, then trained and evaluated the model on Google Colab. The project then became more complete by transferring the trained model, evaluation outputs, and evidence of government approval into the Streamlit dashboard. This showed that not only high model metrics but also output usability, explainability, auditability, and appropriateness for review were key to a successful applied AI project.
One main technical take-home was the need for the following experimental validity. Excluding attack_cat from the model inputs was important to avoid leakage and ensure the models used network-traffic features rather than target labels. This improved the credibility of the model evaluation and strengthened the project's academic quality.
[bookmark: _Toc238747876]Problem Solving and Development Reflection:
The development process involved several practical problems. Setting up on-site was difficult, mainly because PowerShell does not support Python and because I had to install and configure Anaconda to create the environment. Another problem was that the exported Random Forest model could not load because the scikit-learn versions mismatched between Google Colab and the local system. To fix this, A new Anaconda environment was created, and scikit-learn was updated to 1.6.1.
These challenges improved the project and made the need for reproducibility, environment control, version management, and proper documentation clear. This directly influenced Requirements.txt, requirements_full.txt, the README.md documentation, version backups, and the final zipped dashboard package. The debugging process also produced a final artefact that provides stronger evidence of realistic software development practice.


[bookmark: _Toc238747877]Governance and Professional Learning:
The project also helped me build my knowledge about AI governance. Initially, they just wanted to create a model which would identify attack traffic. During development, it became clear that prediction alone is not adequate for cybersecurity in the banking sector. The dashboard must show probability, risk level, explanations, audit records, and analyst review status/limitations. This transformed the project from a mere classifier into a Governed Decision-Support (GDS) prototype. I find these interests professionally significant in cybersecurity, data governance, risk, compliance, and financial-sector technology. The project gave me clear insights into how technical AI systems can be linked to accountability, auditability, transparency, and human control. This is crucial for future research in cybersecurity governance and AI assurance, as well as for future postgraduate study.
For research, structure and proofreading, Generative AI was also used appropriately during the Project. It helped me align the dissertation argument, improve chapter headings, and verify the grammar and clarity of explanations. It also supported the data analysis workflow, though I encountered issues when implementing it. However, the project decisions, dataset preparation, model development, dashboard implementation, evidence testing, result interpretation, and academic judgement were my own. The significance for my learning was that it demonstrated that AI could support academic and technical tasks without excluding essential thinking, ownership, or the development of independent projects.
[bookmark: _Toc238747878]Final Reflection:
The project was a challenging endeavour, but it was successful. This involved research, technical development, and debugging; documentation, evaluation, and critical reflection. After some hurdles, a final artefact was created that fulfilled the original aim through the integration of supervised machine learning and implemented AI governance controls in one working Streamlit dashboard. 
I would add more feedback from people in cybersecurity/risk and try out the system with more datasets. The project, in the realm of academic subjects, however, demonstrated a high level of technical skill and sophistication, problem-solving, sensitivity to governance issues, and an appetite for further postgraduate study.
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The logbook focuses on substantive academic and technical milestones. Screenshot evidence is referenced where available in the report appendices.
	No.
	Date
	Activity
	Work completed
	Evidence produced
	Issue/risk
	Action/outcome

	1
	11 May 2026
	Project start and requirements review
	Reviewed dissertation requirements, project expectations and the need to produce a research report plus a practical artefact.
	Project notes and initial planning evidence.
	Needed to define a suitable topic that matched the MSc Data and AI programme.
	Narrow the project toward AI, cybersecurity and governance.

	2
	20 May 2026
	Topic confirmation
	Confirmed the working project focus: AI governance and predictive risk analytics in enterprise/banking cybersecurity.
	Confirmed project title and dissertation planning notes.
	Scope needed to be specific enough for a 16-week MSc project.
	Use banking cybersecurity as the application context and supervised ML as the technical method.

	3
	22 May 2026 approx.
	Proposal drafting
	Prepared the proposal structure, including aim, objectives, research question, rationale and proposed development approach.
	Proposal draft sections and project outline.
	Needed to align the work with supervisor guidance and assessment expectations.
	Develop a full proposal with clear methodology and deliverables.

	4
	Late May 2026 approx.
	Literature review planning
	Identified key areas for review: banking cybersecurity, intrusion detection, supervised machine learning, explainable AI and AI governance.
	Literature search notes and draft reference list.
	Needed recent, credible sources, while keeping older sources only as foundational.
	Build a focused literature review that supports the final artefact.

	5
	03 Jun 2026 approx.
	Supervisor guidance and scope refinement
	Reviewed guidance on project suitability, dataset scale, AI use and the need for a clear human contribution.
	Supervisor contact/screenshot evidence and proposal notes.
	Needed to show that the project was not only automated model generation.
	Emphasise dataset preparation, pipeline design, governance rules, dashboard implementation and interpretation.

	6
	Early Jun 2026 approx.
	Ethics and risk planning
	Prepared ethics-related content, including risks, confidentiality, dataset choice and the decision not to use live banking/customer data.
	Ethics form notes for Sections H and I.
	Needed to avoid personal, confidential or operational banking data.
	Use a public benchmark dataset and clearly state the academic proof-of-concept scope.

	7
	12 Jun 2026
	Proposal completion stage
	Finalised the proposal for the extended deadline, covering topic rationale, methodology, expected artefact and limitations.
	Completed proposal document and planning evidence.
	Needed to keep proposal within the requested structure and word range.
	Move from proposal stage into dataset preparation and implementation.

	8
	22 Jun 2026
	Dataset files confirmed
	Confirmed that the UNSW-NB15 training and testing files were stored in the project folder and ready for analysis.
	Screenshot of training/testing files in folder.
	Needed to confirm file availability before modelling.
	Loaded the files in Google Colab and inspected the structure.

	9
	22 Jun 2026
	Dataset loading and shape inspection
	Loaded the training and testing datasets and confirmed their dimensions: 175,341 training records and 82,332 testing records.
	Screenshot of loading code and dataset shapes.
	Needed to verify that both files loaded correctly.
	Inspect columns, data types and sample rows.

	10
	22 Jun 2026
	Dataset preview and quality checks
	Inspected the dataset preview, missing values and duplicate records to assess initial data quality.
	Screenshots of dataset head, missing values and duplicate checks.
	Needed to confirm whether imputation or duplicate removal was required.
	Proceeded because no missing values or duplicates were identified.

	11
	22 Jun 2026
	Class distribution analysis
	Calculated and visualised the distribution of normal and attack records in the training and testing datasets.
	Label distribution counts and training class distribution chart.
	Class imbalance meant accuracy alone could be misleading.
	Used precision, recall, F1-score, ROC-AUC and confusion matrices during evaluation.

	12
	22 Jun 2026
	Attack-category context analysis
	Inspected attack-category distribution for contextual understanding while keeping binary label prediction as the modelling task.
	Attack category distribution screenshot.
	Needed to avoid using attack category as a leakage-prone input.
	Retain attack_cat only for post-prediction context, not model training.

	13
	22 Jun 2026
	Preprocessing design
	Defined the target variable, removed id, label and attack_cat from model inputs, and separated categorical and numerical features.
	Preprocessing code and feature-schema evidence.
	Needed to prevent target leakage and maintain consistent preprocessing.
	Use a scikit-learn ColumnTransformer and one-hot encoding for categorical features.

	14
	23 Jun 2026
	Logistic Regression baseline
	Trained and evaluated Logistic Regression as the linear baseline model.
	Confusion matrix, ROC curve and metrics table screenshots.
	Needed a simple baseline for comparison.
	Compare baseline results with tree-based models.

	15
	23 Jun 2026
	Decision Tree model
	Trained and evaluated the Decision Tree model, which achieved strong balanced performance.
	Decision Tree confusion matrix, ROC curve and metrics table.
	Needed to assess whether an interpretable tree model could perform well.
	Compare Decision Tree with Random Forest.

	16
	23 Jun 2026
	Random Forest model
	Trained and evaluated Random Forest, which achieved the strongest attack recall and ROC-AUC.
	Random Forest confusion matrix, ROC curve and metrics table.
	Training time was higher than simpler models.
	Selected Random Forest for the dashboard due to low false-negative behaviour.

	17
	23 Jun 2026
	Model comparison and threshold analysis
	Produced a detailed model comparison and tested Random Forest thresholds from 0.3 to 0.7.
	Model comparison table and threshold analysis screenshots.
	Needed to justify model selection and show risk trade-offs.
	Use threshold analysis to support the governance discussion.

	18
	24 Jun 2026
	Feature-importance analysis
	Generated Decision Tree and Random Forest feature-importance outputs to support model interpretation.
	Feature-importance tables and charts.
	Needed explainability evidence beyond performance metrics.
	Use feature importance in the report and dashboard explainability page.

	19
	24 Jun 2026
	SHAP global explainability sample 500
	Generated SHAP explanations on a 500-record sample to identify globally important features.
	SHAP top features, bar chart and beeswarm plot.
	SHAP was computationally heavier than standard feature importance.
	Use sample-based SHAP and make the limitation explicit.

	20
	24 Jun 2026
	Local SHAP explanation
	Created a local SHAP explanation for a high-risk attack prediction to show individual prediction reasoning.
	Local SHAP table and explanation chart.
	Needed evidence of both global and local explainability.
	Include local SHAP as evidence that individual predictions can be reviewed.

	21
	24 Jun 2026
	SHAP stability check
	Repeated SHAP analysis using a 1,000-record sample and compared it with the 500-record sample.
	SHAP 1,000-sample outputs and stability comparison table.
	Needed to show that explanation patterns were not dependent on one small sample.
	Use stability evidence in Chapter 6 and Chapter 7.

	22
	15 Jul 2026
	Dashboard artefact preparation
	Prepared exported artefacts, sample records, metadata and local folder structure for the Streamlit dashboard.
	Folder and code screenshots from the July implementation stage.
	Needed to move from Colab experimentation to a local dashboard artefact.
	Build the first Streamlit dashboard version.

	23
	15 Jul 2026
	Local setup and debugging
	Tested the local Streamlit environment, resolved Python/Anaconda setup issues and identified model-loading/environment problems.
	Anaconda/terminal screenshots and error evidence.
	PowerShell did not recognise Python, and package versions initially caused loading problems.
	Use Anaconda and align scikit-learn versions between environments.

	24
	20 Aug 2026
	Dashboard Version 1
	Built and tested the initial dashboard with model file checks, project overview, cyber-risk prediction, model performance, threshold analysis and explainability pages.
	Screenshots of model file check, project overview and dashboard pages.
	Needed to confirm all artefacts loaded correctly.
	Add persistent audit logging and human-review fields.

	25
	20 Aug 2026
	Dashboard Version 2
	Added persistent audit logging, analyst review status and analyst notes to strengthen traceability and human oversight.
	Audit log and human review screenshots.
	Session-only logs were not enough for governance evidence.
	Save audit records to a CSV file and test persistence after restart.

	26
	20 Aug 2026
	Dashboard Version 3
	Added audit analytics to summarise saved predictions, risk levels, correctness and attack-category distribution.
	Audit analytics screenshots.
	Needed governance evidence beyond individual prediction records.
	Use analytics to support auditability and review.

	27
	20 Aug 2026
	Dashboard Version 4 final polish
	Added dashboard testing summary, governance principles, risk policy and limitation statements.
	Testing summary, governance notes and risk policy screenshots.
	Needed to show that the artefact was tested and appropriately limited.
	Back up Version 4 as the stable final dashboard code.

	28
	21 Aug 2026
	Dashboard Version 5 packaging
	Created README, requirements files, full environment file, final folder structure and zipped dashboard package.
	Program folder, model_files folder, README and requirements screenshots.
	Needed to demonstrate reproducibility for the submitted artefact.
	Prepare final report evidence and appendices.

	29
	26 Aug 2026
	Final report completion
	Completed and polished all report chapters from abstract to reflection, reaching a final word count of 11,127.
	Final Word document, updated contents, references and chapter checks.
	Needed to remain within the 10% word-count allowance and keep content concise.
	Complete appendices, abbreviation list and final logbook.

	30
	27 Aug 2026
	Appendix evidence and logbook completion
	Labelled appendix screenshots, finalised evidence structure and completed the Word and Excel logbook versions.
	Appendix screenshot labels, work logbook document and Excel workbook.
	Needed clear evidence organisation for the examiner.
	Carry out final submission checks and prepare for viva revision.





[bookmark: _Toc238747882] Appendix B - Dataset Inspection Evidence:
Appendix B1 - Dataset Training and Testing Files.
[image: ]
This screenshot represents the UNSW-NB15 training/testing files before they are loaded into the project folder. 
Appendix B2 - Dataset Shape and Column Inspection
[image: ]
The screenshot of the dataset loading code and shapes shows the dimensions of the training and testing datasets.
Appendix B3 - Dataset Shape and Column Inspection[image: ]
This screenshot shows the first few rows of the dataset to confirm the data loaded correctly and includes the expected columns. 

Appendix B4 - Missing Values Check
[image: ]
This missing-values-check screen shows how this was inspected to ensure nothing needed imputation. 



Appendix B5 - Duplicate Check
[image: ]
This screenshot illustrates the duplicate record check, which was used to ensure no duplicate records existed before removing a record.
Appendix B6 - Label Distribution Counts
[image: ]
This screenshot shows the count of normal and attack records in the training and testing datasets. 
Appendix B7 - Training Class Distribution Chart
[image: ]
This bar chart visualises the training-set class distribution between normal and attack records.
Appendix B8 - Attack Category Distribution
[image: ]
This screenshot shows the distribution of attack categories in the UNSW-NB15 dataset for contextual analysis.

[bookmark: _Toc238747883] Appendix C - Model Evaluation Evidence:
Appendix C1 - Logistic Regression Confusion Matrix
[image: ]
This screenshot shows the Logistic Regression confusion matrix, including true normal, false positive, false negative, and true attacks.
Appendix C2 - Logistic Regression ROC Curve[image: ]
This is the logistic regression ROC curve used to test the model's ability to differentiate between normal and attack traffic.

Appendix C3 - Logistic Regression Metrics Table[image: ]
As shown in this screenshot, the model accuracy, precision, recall, F1-score, and ROC-AUC for Logistic Regression are displayed.
Appendix C4 - Decision Tree Confusion Matrix
[image: ]
This screenshot shows the Decision Tree confusion matrix, which evaluates the Decision Tree's classification behaviour on test data.
Appendix C5 - Decision Tree ROC Curve
[image: ]
Decision Tree ROC curve for determining the performance of discrimination over different classification thresholds.
Appendix C6 - Decision Tree Metrics Table
[image: ]
This screen shows the Decision Tree performance metrics for comparison with Logistic Regression and Random Forest.
Appendix C7 - Random Forest Confusion Matrix
[image: ]
This screenshot displays the Random Forest confusion matrix and its low number of false negatives.
Appendix C8 - Random Forest ROC Curve
[image: ]
Screenshots have been produced, with the first showing the single-run Random Forest ROC curve to evaluate its overall class-discrimination performance.
Appendix C9 - Random Forest Metrics Table
[image: ]
This is a screenshot of the accuracy, precision, recall, F1-score, and ROC-AUC results for the Random Forest.
Appendix C10 - Detailed Model Comparison Table
[image: ]
This screen displays a side-by-side comparison of all three models based on metrics aggregated across performance and confusion-matrix outputs.
Appendix C11 - Threshold Analysis Table
[image: ]This screenshot illustrates the impact of different Random Forest classification thresholds on accuracy, precision, recall, F1-score, false positives, and false negatives.
Appendix C12 - Threshold Precision/Recall/F1 Chart
[image: ]
Screenshot that visualised the varied precision, recall and F1 score along different Random Forest thresholds
Appendix C13 - Threshold False Positives/False Negatives Chart
[image: ]This screenshot shows the trade-off between false positives and false negatives between thresholds on the Random Forest model.
[bookmark: _Toc238747884]  Appendix D - Explainability and SHAP Evidence:
Appendix D1 - Feature Importance Milestone/Code
[image: ]
The screenshot shows the model feature-importance output generated for explainability analysis.
Appendix D2 - Decision Tree Feature Importance Table
[image: ]
This screenshot shows the most important features identified by the Decision Tree model.
Appendix D3 - Decision Tree Feature Importance Chart
[image: ]This screenshot shows the top feature-importance scores for the Decision Tree.
Appendix D4 - Random Forest Feature Importance Table
[image: ]
This screenshot displays the top features based on the Random Forest model.
Appendix D5 - Random Forest Feature Importance Chart
[image: ]This screenshot visualises the highest feature scores calculated by Random Forest, which can be used to interpret the model.
Appendix D6 - SHAP Top Features, 500 Samples
[image: ]
This is a screenshot of the global SHAP feature-importance results, obtained from a sample of 500 records.
Appendix D7 - SHAP Bar Chart, 500 Samples
[image: ]
This screenshot visualises the top SHAP features from the 500-record sample.
Appendix D8 - SHAP Beeswarm/Summary Plot, 500 Samples
[image: ]
This image displays the beeswarm/summary plot created by SHAP to help explain feature impact across the sampled predictions.
Appendix D9 - Local SHAP High-Risk Prediction Table
[image: ]
This screenshot shows the value calculated by the local model SHAP for a high-risk prediction selected for local interpretation.
Appendix D10 - Local SHAP Explanation Chart
[image: ]
This screenshot shows the explanation chart, which visualises the key features driving an individual high-risk attack prediction.
Appendix D11 - SHAP Top Features, 1000 Samples
[image: ]
Screenshot of the top features in the world based on a larger sample of 1,000 records.
Appendix D12 - SHAP Bar Chart, 1000 Samples
[image: ]
This screenshot shows the top SHAP features from the 1,000-record sample.

Appendix D13 - SHAP Beeswarm/Summary Plot, 1000 Sample
[image: ]
This screenshot is the SHAP beeswarm/summary plot for the 1,000-record sample.
Appendix D14 - SHAP Stability Comparison Table
[image: ]
This screenshot compares the top features from the 500-sample and 1,000-sample SHAP results to show stability.
[bookmark: _Toc238747885] Appendix E - Streamlit Dashboard Screenshots:
Appendix E1 - Model File Check
[image: ]
This screenshot shows the model file has been located and includes supporting artefact files on the dashboard.
Appendix E2 - Project Overview
[image: ]
This screenshot displays the dashboard overview page, including the project purpose, selected model, and governance position.
Appendix E3 - Model Performance Page
[image: ]
The image above shows the model comparison results on the dashboard.
Appendix E4 - Model Performance Chart
[image: ]
This screenshot depicts the Comparison of Logistic Regression vs Decision Tree vs Random Forest for the key evaluation metrics.
Appendix E5 - Threshold Analysis Page
[image: ]
This image shows the part of the dashboard used to display Random Forest threshold-analysis outcomes.
Appendix E6 - Threshold Analysis Chart
[image: ]
This is a screenshot visualisation of Random Forest performance across various classification thresholds.
Appendix E7 - Explainability Page
[image: ]
This screenshot shows the dashboard page used to display feature importance and SHAP explainability evidence.
Appendix E8 - Feature Importance / SHAP Dashboard Chart
[image: ] This screenshot captures the key model features used to interpret the Random Forest model's behaviour.
Appendix E9 - SHAP Global Feature Importance
[image: ]
This screenshot shows the SHAP global feature-importance results in the dashboard.
Appendix E10 - SHAP Stability Dashboard
[image: ]
This screen shows dashboard evidence comparing SHAP outputs across different sample sizes.
Appendix E11 - Governance Notes Page
[image: ]
The AI governance notes page of the dashboard, covering transparency, auditability, human oversight, and limitations.
Appendix E12 - Low/Normal Prediction Example
[image: ]
This shows a selected record with a low attack probability; no issues are present, so it is classified as normal.
Appendix E13 - Critical/Attack Prediction Example
[image: ]
An example of a selected record with a critical risk level and an escalation recommendation (shown as an attack).
[bookmark: _Toc238747886] Appendix F - Audit Log and Audit Analytics Evidence:
Appendix F1 - Audit Log with multiple saved records
[image: ]
This screenshot shows multiple saved prediction records in the persistent audit log.
Appendix F2 - Human Review input page
[image: ]
Sample of the human review input page with an indication of the analyst review status and the use of notes.
Appendix F3 - Persistent Audit Log after restart
[image: ]
This screenshot verifies audit records persisted after the dashboard restarted.
Appendix F4 - Audit Analytics summary metrics
[image: ]
This screenshot shows the Audit Analytics summary, including metrics like normal predictions, total records, attack predictions, and critical risks.
Appendix F5 - Prediction Distribution
[image: ]
This screenshot shows the audit log distribution of saved normal and attack predictions.
Appendix F6 - Correct Prediction Distribution
[image: ]
This screen shows the proper distribution of correctly and incorrectly predicted results in the saved audit history.
Appendix F7 - Attack Category Distribution
[image: ]
This screen displays the attack-category distribution that was captured in audit analytics.
Appendix F8 - Dashboard Testing Summary
[image: ]
This screenshot shows the dashboard testing summary and provides evidence of the prototype's functional testing.
Appendix F9 - Dashboard Testing Summary Evidence checklist
[image: ]
This image displays the dashboard functions evidence checklist with the evidence checked off using an image of the dashboard.
Appendix F10 - Governance Principles table
[image: ]
This screenshot shows how the dashboard features map to AI governance principles such as transparency, auditability and human oversight.
Appendix F11 - Risk Policy and Limitations
[image: ]
The screenshot, Risk Policy and Limitations, shows the dashboard's risk-level policy and the limitations of the academic prototype.
[bookmark: _Toc238747887] Appendix G - Packaging and Reproducibility Evidence:
Appendix G1 - Anaconda Warning/Version Environment evidence
[image: ]
This is a screenshot of the local Python/Anaconda environment evidence utilised for dashboard setup / to test dashboard reproducibility.
Appendix G2 - Final model_files folder
[image: ]
These are the evaluation, SHAP, threshold, and metadata files for the exported model, used by the Streamlit dashboard.
Appendix G3 - Final Program folder with README and Requirements
[image: ]
This screenshot presents the final dashboard folder structure, which contains all required application files, documentation and dependency files to recreate the prototype.
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# Extract Feature Names After Preprocessing
#

# Ensure the decision_tree_model is fitted if it hasn't been already.

# The AttributeError indicates that the preprocessor within the pipeline

# is not in a fitted state. This check provides robustness against

# kernel state inconsistencies.

if not hasattr(decision_tree_model.named_steps[“preprocessor”], ‘transformers '
print("Decision Tree model's preprocessor not fitted. Re-fitting the model.

decision_tree_model.fit(X_train, y_train)

# Get fitted preprocessor from the Decision Tree pipeline
fitted_preprocessor_dt = decision_tree_model.named_steps[“preprocessor”]
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categorical_encoded_features = fitted preprocessor_dt.named_transformers_["cat"].get_feature_names_out(

# Combine categorical encoded features with numerical feature names
all_feature_names = list(categorical_encoded_features) + numerical features

print(“Total transformed features:*, len(all_feature_names))
print(“First 20 transformed feature names:")
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o if the kernel state has somehow become inconsistent. Even if
you've run the fitting cells previously, this error suggests the current
state doesn't reflect that. I'l modify the cell to add a check that re-fits
the (decision_tree_model ifits preprocessor isn't already fitted,
ensuring it's in the correct state before extracting feature names.

The code executed successfully! It detected that the
decision_tree_model 's preprocessor was not yet fitted, so it re-
fitted the model using your training data ( X_train), (y_train ). After
that, it successfully extracted the names of all the transformed
features and displayed the first 20. You now have 194 transformed
features available for further analysis.
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Selected case index: 8317

True label: 1

Predicted label: 1

Predicted attack probability: 1.0
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Running SHAP analysis with sample size: 1000
Transformed SHAP sample shape: (1000, 194)
SHAP values calculated successfully.

SHAP values shape for attack class: (1000, 194)
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Top SHAP Feature Importance - Random Forest (1,000 Records)

sttl
ct_state_ttl
dttl

state_INT
sload

dbytes
ct_srv_dst
swin

dload
ct_dst_src_ltm
ct_dst_sport_Itm
ackdat

smean

rate

service_-

000 001 002 003 004 005 006 007
mean(|SHAP value|) (average impact on model output magnitude)




image47.png
sttl
ct_state_ttl
dttl

state_INT
sload

dbytes
ct_srv_dst
swin

dload
ct_dst_src_ltm
ct_dst_sport_Itm
ackdat

smean

rate

service_-

~010 -005 000 005 010 015
SHAP value (impact on model output)

High

Low

Feature value




image48.png
14
15
16
17
18
19

Feature Rank_500 Mean_ABS_SHAP_S500 Rank_1060 Mean_ABS_SHAP_1000 Rank_Difference

sttl

ct_state_ftl
dttl

state INT
sload

dbytes
ct_srv_dst
swin
ct_dst_src_Itm
dload
ct_dst_sport_Itm
ackdat

rate

service_-
smean

sloss
proto_tcp
dinpkt
ct_srv_src

sbytes

1

© ® N o o & w N

10

"

13
14
15

0.076102
0.045698
0.027586
0.027059
0.022224
0.019304
0.017386
0.015465
0.015199
0.015140
0.014664
0.014609
0.014592
0.014413
0.014360
0.014005
0.013852
0.013462
0.012657

0.012588

1

® N o o s N

10

1
12
14
15
13
16
17
18
20
19

0.075750
0.045500
0.027637
0.026934
0.022050
0.019164
0.017427
0.015507
0.015041
0.015046
0.014696
0.014619
0.014427
0.014333
0.014561
0.013990
0.013882
0.013406
0.012642

0.012943

© o o o o o o o

=




image49.png
Deploy

Al Governance and Predictive Risk Analytics in Banking Cybersecurity

Model files folder:

C:\Users\Jervis Payne\OneDrive\Documents\MSc - Dissertation\Streamlit Dashboard\Program\model_files

Model File Check

FOUND: random_forest_pipeline joblib
FOUND: model_results_summary.csv

FOUND: detailed_model_comparison.csv

FOUND: random_forest_threshold_analysis.csv
FOUND: random_forest_feature_importance.csv
FOUND: shap_importance_random_forest_1000.csv

FOUND: shap_stability._table_500_vs_1000.csv

FOUND: dashboard_sample_records_full.csv
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© Project Overview

Cyber-Risk Prediction Cybersecu rity @

Model Performance

Threshold Analysis This Streamlit dashboard is a prototype decision-support artefact for banking cybersecurity. It uses a trained Random Forest model developed on the UNSW-
EXplainabiliy NB15 intrusion-detection dataset to classify network traffic records as normal or attack traffic.

Audit Log

Governance Notes

Dashboard Purpose

The dashboard does not make autonomous cybersecurity decisions. Its purpose is to support human review by presenting model predictions, attack probability,

risk level, performance evidence, threshold analysis, explainability outputs and audit-log functionality.
Academic prototype for MSc dissertation

development project. Dataset Main Model Transformed Features

UNSW-NB15 Random Forest 194

Main Model Rationale

Random Forest achieved the highest attack recall and ROC-AUC, making it suitable for cyber-risk detection and governance-focused decision support.

Al Governance Position

The dashboard is designed as a decision-support tool. It does not make autonomous final cybersecurity decisions. A human analyst or risk officer should
review high-risk and critical outputs.
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Model Performance

This section compares Logistic Regression, Decision Tree and Random Forest. The comparison supports model selection and shows the trade-off between
overall performance, attack detection, false positives and false negatives.
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Decision Tree achieved the strongest balanced performance, while Random Forest achieved the strongest attack recall and ROC-AUC. This supports using
Random Forest for cyber-risk detection in the dashboard, while retaining Decision Tree as an important comparison model.
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Random Forest Threshold Analysis

Threshold analysis shows how changing the classification threshold affects precision, recall, false positives and false negatives. This is important in banking

cybersecurity because missed attacks and excessive false alerts both create operational risk.
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“This section presents feature-importance and SHAP explainability outputs for the Random Forest model. These outputs support transparency and help explain
which network traffic features influenced attack predictions.

Random Forest Feature Importance

©san
Feature Importance
0 st 01055
1 ctstate tl 00828
2 sload 00633
E 00443
4+ dioad 0042
s dl 0041
6 doytes 00408
7 dinpkt 00337
5 ctsdst 0032
9 shytes 00318

Top 15 Random Forest Feature Importances

Deploy




image55.png
Deploy

Dashboard Navigation Top 15 Random Forest Feature Importances.
‘Select section
. Project Overview .
) Cyberisk Predicton Py ——— ]
. ModelPerformance o —————————
: I
 Threshold Anatysis oy
Ol o

) AuditLog.
 Governance Notes.

Feature
%

‘Academic prototype for MSc dissertation teprtt
s ———— oy ———————————
. o oot ™ o o
Importance
SHAP Global Feature Importance
Feature Mean_ABS_sHap
0 sttl 0.0758
1 ct_state_ttl 0.0455
2 dul 0.0276
3 st o0ss
4 sload 0.022

5 dbytes 00192





image56.png
Dashboard Navigation

Select section
. Project Overview
 Cyber-Risk Prediction
) Model Performance
 Threshold Analysis

O Explainability
) AuditLog
) Governance Notes

Academic prototype for MSc dissertation
development project.

Top 15 SHAP Global Feature Importance Scores

Feature

1 csaem

3 state INT
4 sload

5 dbytes

ct_srv_dst

7 swin

dload

9 ctdstsrc_ltm

ct_dstsrc_ttm [
ct.dst sport_ttm [N
ackdat [

smean I

e I

service- |

0 oo

o 003 o 005 006
Mean_ABS_SHAP

o7

ass)

0.0276)

0.0269)

0.022)

00192

00174

00155

0015

0015

Deploy




image57.png
Dashboard Navigation

Select section
Project Overview
Cyber-Risk Prediction
Model Performance
Threshold Analysis

O Explainability
AuditLog
Governance Notes

Academic prototype for MSc dissertation
development project.

SHAP Stability Check

Feature Rank_500
0 st

1 ctstate_tl

2

3 state INT

4 sload

5 dbytes

6 ctsndst

7 swin

& ctdstsicltm

9 dload

SHAP analysis was performed on both 500-record and 1,000-record samples. The top SHAP features remained stable, supporting the relability of the

explanation pattern.

10

Mean_ABS_SHAP_500

00761

0.0457

00276

00271

00193

00174

00155

00152

00151

Mean_ABS_SHAP

Rank_1000

0

Mean_ABS_SHAP_1000

00758

0.0455

00276

00269

00192

00174

00155

0015

Rank_Difference

Deploy




image58.png
Dashboard Naviga

Cyber-Risk Prediction
Model Performance
Threshold Analysis

Audit Log,
© Governance Notes

Al Governance Notes

Decision-Support Scope

ons and should not be

This dashboard is designed as an academic prototype for banking cybersecurity decision SUpport. It does not make autonomous final deci
deployed in a live banking environment without further validation, security testing, operational testing and governance approval

Governance Principles Demonstrated

« Transparency: prediction outputs and model evidence are visible.
+ Explainability: feature importance and SHAP outputs support interpretation.
+ Auditability: prediction outputs can be logged and downloaded.

= Human oversight: high-risk and critical predictions require human review.

- Risk-based deci redictions are translated into risk levels and recommendations.

n suppo:

= Accountability: the system records model, prediction, probability, risk level and recommendation.

Limitations

The dashboard is based on the public UNSW-NB15 dataset rather than live banking data. It is therefore suitable as a development prototype and academic proof
of concept, but not as a production-ready cybersecurity system.
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Purpose
Shows dashboard purpose, model and governance position

Shows a normal prediction with low attack probability

Shows an attack prediction with escalation recommendation

Shows timestamped saved prediction records

Shows audit metrics and risk/prediction distributions

‘Shows comparison of Logistic Regression, Decision Tree and Random Forest
Shows threshold trade-offs between false positives and false negatives
Shows feature importance and SHAP evidence

Shows human oversight, auditability and limitations

The dashboard has been tested as an academic prototype. The tests confirm that the system can load the trained model, generate predictions, assign risk

levels, record persistent audit logs, present audit analytics, display explainability outputs and support human-led cybersecurity deci
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dashboard is designed as an academic prototype for banking cybersecurity decision support. It does not make autonomous final de

ithout further validation, security testing, operational testing and governance approval.

Governance Principles Demonstrated

Governance Principle. How the Dashboard Demonstrates It
0 Transparency Prediction outputs, model evidence and evaluation results are visible to the user.

1 Explainability Feature importance and SHAP outputs support interpretation of model behaviour.

2 Auditability Prediction outputs are saved to  persistent CSV audit log.

3 Traceability Each prediction includes timestamp, model, sample record, probability, risk level, true label and analyst review st
4 Human Oversight High-risk and critical predictions are presented for human review rather than autonomous action.

5 Risk-Based Decision Support Predictions are translated into Low, Medium, High and Criticalrisk levels with recommendations.

6 Accountability The system records model output and human-review information for later inspection.

Risk Policy Used by the Dashboard

Risk Level Attack Probability Range Recommendation
0 Low 0.00-0.39 Monitor only. No immediate escalation required.

1 Medium 0.40-0.59 Review event context and monitor for repeated suspicious behaviour.
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Prediction outputs, model evidence and evaluation results are visible to the user.

Feature importance and SHAP outputs support interpretation of model behaviour.

Prediction outputs are saved to a persistent CSV audit log.

Each prediction includes timestamp, model, sample record, probability risk level, true label and analyst review st
High-risk and critical predictions are presented for human review rather than autonomous action.
Predictions are translated nto Low, Medium, High and Critcal sk levels with recommendations.

The system records model output and human-review information for later inspection.

Recommendation
Monitor only. No immediate escalation required.

Review event context and monitor or repeated suspicious behaviour.
Investigate as a likely cyber-risk event and record analyst decision.

Escalate human review and i

‘The dashboard s based on the public UNSW-NBLS dataset rather than live banking data. Itis therefore suitable as a development prototype and academic proof
of concept, but not as a production-ready cybersecurity system.

The dashboard supports analysis and review. It should not be interpreted as a live banking security tool or as a replacement for professional cybersecurity

ident-response procedures or organisational risk governance.
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