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Abstract –  This report identifies, analyses and implements a ‘Bring Your Own Device’ scheme within an enterprise network. The main focus of the report is within the security aspect of BYOD and how to mitigate threats efficiently within the design phase of the topology without compromising overall network security and efficiency.
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I. INTRODUCTION TO  ‘GOLDING-HARVEST LTD’

‘Golding-Harvest Ltd’ are a very successful global gold mining company who own intellectual property worth billions of pounds. They have an online presence which they utilise for marketing so that they can promote their current projects around the world.  They have a large staff and customer base in which they use cloud services to deliver IT.[1]

The company have decided to incorporate a ‘Bring Your Own Device’ (BYOD) [2] scheme at their head office which is a fast growing trend within modern networks. The Scheme allows staff and clients to connect to the company’s network using their personal devices both internally and externally via the Internet. To promote the ‘BYOD’ scheme the company are offering to subsidise any devices purchased by staff for use at the company.

A BYOD scheme can have wide spread security implications if it is not implemented correctly. Research and analysis is required to find out more about this scheme and the technology’s that facilitate it before a design can be drafted. [3] [4]
Bring Your Own Device
Bring your own device (BYOD) also known as Unified Access (UA) [2] has become very popular within businesses and administrators are under pressure to develop network architectures to allow personal end devices to connect to a company’s Local Area Network (LAN) using:

· Laptops
· Smartphones
· Tablets

BYOD is an attractive model for modern company’s which has both its advantages and disadvantages [5]:

Advantages:
1. It is very attractive economically for companies as the staff purchase the devices and the majority of the infrastructure is wireless which negates the need for expensive wiring.

2. BYOD allows company’s and staff to be flexible with their devices which adds mobility around both the office and offsite which as a result improves productivity of the staff.

3. Staff using their own devices who are not computer literate feel more comfortable with the familiarity of their own devices which also boosts productivity.

4. Vendor updates (patches) on mobile devices are usually regular and automatic which minimises the security risk for zero-day attacks and also improves the functionality of the Operating System (OS).

5. Staff who use their personal devices could also work from home and access the company’s external servers remotely which allows for a better work life balance aimed at employees who have a young family and/or are disabled.

Disadvantages:

1. Allowing a personal device into a company’s LAN poses a high potential for introducing security threats into the network as the employee may not have security installed on their devices i.e. firewall, antivirus and anti-malware protection which would need to be addressed before allowing the device onto the network.

2. Device compatibility is also an issue as different OS’s use diverse file systems and drivers which could be incompatible with the configuration and/or server OS being used within the network.

3. Employees may not own personal devices or may be reluctant to use them for work and an incentive may have to be offered by the company for staff to get on board with the scheme.

4. Allowing personal devices to access sensitive data within the network could result in intellectual property being leaked when the devices leave the premises or is lost/stolen which could have a major economic impact on the company.

5. If an employee’s personal device is lost or stolen they would be unable to work within the company.

The majority of people who own personal devices are not computer literate or technologically minded shown in figure 1 and may not be aware of the security risks within the cyber security landscape. Therefore it can be assumed that staff/clients have not security hardened there personal devices accordingly with strong passwords, data encryption, firewall, antivirus and malware protection. [6][7]
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Figure 1: Computer Literacy Chart around the world [6]
Consequently, employees may unknowingly introduce security threats into the company’s LAN which could compromise the network which houses highly sensitive data i.e. spreadsheets, project proposals, intellectual data etc. A breach of security could also lead to a network outage which could disable the network for a period of time and cost the company thousands in loss of productivity. [8]

Taking these findings into consideration, a centralised mobile device management (MDM) system will need to be incorporated into the networks architecture, which will allow the administrators to control BYOD devices accessing the LAN.[9] [10]
Mobile Device Management
Mobile device management (MDM) [9] is an essential part of the BYOD architecture. It is responsible for the management of all personal devices being used within the company’s network. It can be utilised using one of two solutions:

1. Off-Premise (SaaS): A Software as a Service (SaaS) solution is cloud based and is remotely administered by the vendor in which the solution is purchased from. All devices must enrol with the server over the Wide Area Network (WAN). The advantages of this solution are that it does not require a complex setup, specialist administering, updating of end device OS’s and a dedicated server to implement. The disadvantages are that it is a lot less secure than an on-premise solution as data has a higher percentage of being intercepted and stolen over the WAN by malicious actors. The local administrator also has less control over the BYOD end devices and policy enforcement in comparison to the on-premise solution. This solution is is suited for companies with less complex security requirements. [11][12][13]

2. On-Premise: An on-premise solution consists of a dedicated server running MDM software which is housed within the LAN. This solution is a lot more secure because all data is contained within the demilitarised zone (DMZ) segment of the network behind a hardware firewall [14] which is discussed later in the report. On-premise solutions offer administrators granular control of devices, applications and security policies being enforced within the network. This solution also has the advantage of not relying on an internet connection in order to manage BYOD devices which would cause downtime if the internet was unavailable for a period of time. The disadvantages of this solution is that it requires a more complex configuration within the LAN, regular updates of end device OS’s, dedicated infrastructure i.e. server and also specialist IT staff to administer. This solution is a lot more expensive to implement and maintain compared to the off-premise solution.[11] [15][4]

The MDM interface (dashboard) allows an administrator control over all personal devices connected to the LAN and how the devices interact within the network. MDM products can offer key BYOD administration remote features such as: [16] [17][18] [19]

1. Strong encryption of company files and directories within a device where access to the data can be controlled to certain times of the day or week and also if the data can be accessed within the LAN or offsite.

2. Installation/updates of software and applications remotely to multiple devices such as Firewalls, Antivirus, Malware protection and Software-OS patches. Which can be applied to multiple devices simultaneously.

3. Remote data wipe of mobile devices if a device is lost/stolen or an employee leaves the company.

4. Wireless enrolment and authentication to the network using WPS2-Enterprise which uses AES-256 encryption and authenticates against the network using a Remote Authentication Dial-In User Service (RADIUS) database.

5. Authorisation within the network to the Active Directory (AD) server to control what files, directories or domains the users can access.

6. Activity logging of devices within the network.

7. Disassociation of a device to the network for a breach of network policy or a device is lost/stolen.

8. What applications can be used on the device whilst connected to the LAN i.e. Personal E-mail, Social Media etc.

9. Security policies can be filtered and pushed to end devices if the topology changes or security policies are updated.

There are lots of MDM applications available on the market, each offering similar functions and features: [20]

· Cisco Meraki – (Off-premise) [16]
· VMware Airwatch – (On or Off-premise) [21]
· Citrix Xenmobile – (On-Premise) [22]
· IBM MaaS360 - (On-Premise) [23]
· BlackBerry UEM – (On or Off-premise) [24]

Some vendors’ products offer less administration control, less amount of vendor specific OS’s/devices it can administer and a lower amount of end devices in which it can manage. These products are often at the bottom end of the price scale.

Choosing the correct MDM product to use within a LAN depends on several factors and considerations of the company in which it is to be installed: [25]

1. The budget that is available to implement the BYOD solution.

2. The number of end users within the network and future scaling.

3. Network topology of the company i.e. Campus Area Network (CAN), Enterprise Network, Small-medium Business (SMB) etc.

4. Security Architecture of the network.

5. Type of devices and OS’s being used within the BYOD scheme.

6. Administrators knowledge and familiarity with the product.

7. Complexity of security policies within the network.

8. Security concerns of confidential data being leaked.

Once the network criteria has been determined a suitable product can be selected.
 VMware Airwatch MDM
‘Golding-Harvest Ltd’ are a multi-billion-pound company with intellectual property equally worth billions, they have a large number of end users and the company grows each year as discussed earlier in the report, so a scalable MDM product is required. Network security is paramount to protect the companies on going confidential projects and intellectual property, budget is not an issue and an ‘On-Premise’ solution will be required to prevent confidential data being transmitted over the Wide Area Network (WAN) and managed by a 3rd party  [26] where there is less security, less administration control and a higher risk of data being intercepted/stolen by malicious actors. 

VMware are industry leaders within the MDM marketplace and offer a versatile On-site solution called ‘Airwatch’ [27]. The application uses a centralised Graphical User Interface (GUI) in which to enrol and manage the devices shown in figure 2. 
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Figure 2: Airwatch Administration Console [27]
Airwatch allows both ‘On-site’ devices and ‘Offsite’ devices to be monitored, managed and enrolled without the main MDM console being located within the unsecure segment (DMZ) of the network for added security within the network topology. 

This is achieved by using an ‘Airwatch’ MDM relay agent  housed within the DMZ, which  securely authenticates offsite devices through an encrypted tunnel to the internal MDM server without storing all of the MDM data within the untrusted segment of the network which provides added security in the event of the less secure DMZ getting breached by malicious actors shown in figure 3.[28]
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Figure 3: Airwatch Deployment Topology
To implement ‘Airwatch’ within the network architecture training will be required for the administrators to install, manage and keep the MDM database up to date so that the product can be utilised efficiently and securely. [29]

Airwatch is a scalable product, as it is able to manage thousands of end devices simultaneously and supports a wide range of popular devices and OS’s: [30]

[bookmark: _Hlk500591152]Operating Systems:

1. Windows 10 or above.
2. Apple IOS 9 or above.
3. Android Enterprise.

Devices:

1. Apple – Smartphone and tablet.
2. Windows – Smartphone and tablet.
3. Samsung – Smartphone and tablets.
4. HTC – Smartphone.
5. Blackberry – Smartphone.
6. All Laptops running compatible OS’s.

The Airwatch complete enterprise and mobility package costs $9.33 p/m per device [31] which is at the top of the pricing scale within the MDM products range but it offers all the MDM security features discussed earlier in the report and also the DMZ tunnel relay functionality.  

Airwatch meets all the requirements and security concerns ‘Goldwyn-harvest ltd’ has with implementing a BYOD solution that is why it has been selected to be utilised within the BYOD network solution.
 End Device Security Software 
BYOD end devices are the most vulnerable devices within the network and a suitable software security product is paramount in order to protect the network from external threats i.e. virus’s, worms, Trojan horses etc shown in figure 4. A compatible software security product that will mitigate these threats will need to be selected to work with the MDM server to install, scan and monitor end devices to prevent such threats entering the network.  [32]
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Figure 4: Malware Security Threats [33]
Symantec are leaders within the network security software product industry and offer an ‘Enterprise’ standard application called ‘Symantec Endpoint Protection’ [34] which supports a BYOD network architecture that provides anti-virus, anti-malware, firewall protection and also an intrusion prevention system (IPS) [35]. This product can be integrated with the Airwatch MDM application that has been selected for security software distribution. The compatibility of these two products streamlines the BYOD administration process which is why it will be utilised within the final network architecture. [36]
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Figure 5: Symantec Endpoint Protection Dashboard [37]

‘BYOD - MDM’ Security Architecture
A data flow diagram (DFD) has been created to illustrate how BYOD devices associate, authenticate, authorise and enrols with the Access Point, Authentication, Authorisation and Accounting (AAA) [38], Active Directory (AD) [39], Certificate Authority (CA) [40] and MDM servers within the Wireless LAN (WLAN) portion of the network. Shown in figure 6.
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Figure 6: Data flow diagram of BYOD ‘AAA, AD, CA and MDM’ Logic [41]
Threat Analysis
‘Airwatch’ MDM mitigates a lot of the internal security threats posed by the BYOD wireless portion of the network but not all. There are still WLAN/LAN internal and external threats that need to be identified and analysed before the network architecture can be designed and implemented at ‘Goldwyn-harvest ltd’. 

The most common security threats to a network are: 

Internal threat analysis:

1. Man In The Middle attack (MITM)
2. Rogue access point
3. De-authentication (Deauth)
4. Network scanning and mapping (Recognisance)
5. DNS Spoofing
6. IP and MAC spoofing
7. Physical access to internetworking devices i.e. Routers, Switches, Access Points and Servers.
8. Social Engineering; USB stick containing malware.
9. Data theft using USB storage device or external hard-drives.
10. Rogue DHCP
External threat analysis:

1. E-mail Phishing 
2. Distributed Denial of Service (DDOS)
3. Cross-side scripting (XSS)
4. SQL Injection

All these common network attacks have been analysed and will be mitigated within the final network architecture using the research that has been gathered from this section of the report. [42] [43]
demilitarised zone
A demilitarised zone (DMZ) is essential for logical security network segmentation between internal services and public services facing an untrusted Wide Area Network (WAN) i.e. the Internet shown in figure 7.  
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Figure 7: DMZ Logical Topology Example
To correctly implement a DMZ the network is broken up into three hardware firewall zones using VLANS which are named and applied on the firewalls interfaces to create quarantine zones.

1. Inside; This is where the trusted secure LAN/WLAN is located, and all the company’s highly secure data, services and end devices are housed.

2. Outside; This is where the unsecure, unfiltered gateway to the Internet is located.

3. DMZ; This is where the company’s public services and moderately secure data are housed that can be accessed over the Internet to access the company’s internal website, e-mail, applications and files by offsite staff which is classified as semi-secure.

The firewall acts as an intermediary between these zones and will perform a packet inspection depending on the inspection policy that has been configured and the security level assigned to the zone. The level of security that can be applied ranges from 0-100 where 0 contains untrusted traffic from the WAN and 100 is the gateway to the most secure segment of the network i.e. internal network. [44][45]
Network Architecture
‘Goldwyn-harvest Ltd’ has complex business requirements for both their staff and clients accessing the company’s network. Confidentiality, Integrity and Availability (CIA) [46] are key security requirements for the company’s network along with mobility and accessibility.
 
Cisco equipment has been chosen for the final implementation of the design as they are leaders within the networking industry and a lot of advantageous protocols are cisco propriety. Cisco are the most expensive on the market, but budget is not an issue for securing ‘Goldwyn-harvest ltd.’s’ billion-pound interests. [47]

The cisco collapsed core model [48] has been chosen for the network architecture because it offers more efficiency and security at the distribution layer when it is combined with the core layer. It is also easier to administer and cost saving as there are fewer internetworking devices shown in figure 8.
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Figure 8: Cisco Collapsed Core Model [49]
An Internet Protocol version 4 (IPv4) address scheme of 172.16.x.x/x has been chosen as it offers 65,536 (2^16) theoretical addresses which is scalable if the companies network was to expand in the future and also allows for efficient network segmentation using Variable Length Subnet Masking (VLSM). [50]

Category-6 cables (CAT6) will be used as they offer 1GB of throughput over 100m each. [51][52]

The network has been designed using Cisco network simulation software Packet Tracer [53] shown in figure 9.
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Figure 9: ‘Goldwyn-Harvest Ltd’ Network Architecture
Network Segmentation is a key design consideration that provides security, redundancy for high network availability [54] and also makes the network easier to administer, that’s why it has been implemented within the final network architecture. [55]

‘Goldwyn-harvest ltd’s’ new network architecture comprises of 6 segments each within their own Virtual Local Area Network (VLAN) [56] in order to manage the security, provide mobility and efficiency to the network.

i. Wireless LAN (WLAN) Segment

95% of ‘Goldwyn-harvest ltd’ staff need to access the network wirelessly, so wireless coverage needs to be on each floor of the three-story building. The WLAN segment consists of 9 lightweight access points (AP), two layer-2 switches configured for etherchannel and three wireless controllers (WC) for management of all the AP’s [57][57] shown in figure 10.  
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Figure 10: WLAN Network Segment
There are three AP’s per floor and each floor is in its own VLAN. VLANs’ are managed by the access ports on the layer 2 switches. Each access point has the same Service Set Identifier (SSID) so that seamless roaming of devices around the building can be achieved.[58] (Not shown in Packet Tracer)

Each of the switches VLAN access ports are connected to Layer-3 switches at the core/distribution layer which provide gateways to the VLANS, load balancing [59] and redundancy using (Hot Start Routing Protocol) HSRP [60].

WPA2-Enterprise [61] has been used for wireless authentication of BYOD devices which is discussed in more detail later in the Device Hardening section of the report. 

ii. LAN Segment

This segment also consists of two layer-2 switches configured for ‘Etherchannel’ [62] connected to wired end devices in various departments within the building, each department is segmented into its own VLAN for security and higher throughput shown in figure 11.
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Figure 11: LAN Network Segment

Identical to the WLAN segment etherchannel, load balancing and HSRP have been configured.

iii. Core/Distribution Network Segment

This segment consists of four layer-3 switches connected in a full mesh [63] etherchannel configuration which are configured to use the ‘Cisco’s’ proprietary Port Aggregation Protocol (PAgP) [64] shown in figure 12.
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Figure 12: Core/Distribution Network Segment
This design eliminates a single point of failure at this layer increasing network availability and bandwidth which will be 4GB. This segment also contains the VLAN gateways for the WLAN, LANs and internal server farm which have been configured for HSRP for redundancy and load balancing. Switches-1 and 2 also connect to the ‘Inside’ VLAN of the firewalls. An Access Control List (ACL) has been configured here to prevent external IP addresses entering the internal network for added security.



iv. Internal Server Farm Network Segment

This segment consists of 5 servers running ‘Windows Server 2016 RS shown in figure 13.
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Figure 13: Internal Server Farm Network Segment
AAA, AD, CA, Syslog, MDM Console: This server is responsible for security Authentication, Authorisation, management of network certificates and logging (Accounting) of the internal users and internetworking devices activity within the network. [38][39][40]

The System Logging server (Syslog) is a network monitoring tool that is responsible for logging all internetworking device activity including errors. [65]

Authorisation and user access control within the network will be managed by the Active Directory server which provides various levels of security domains according to staff job roles.

The MDM console is responsible for the management and enrolment of all BYOD end devices as discussed earlier in the report and is located within the internal ‘safe zone’ for security. [66]

DHCP and DNS: This server is responsible for providing IPv4 addresses to each of the VLANS (DHCP) [67] and resolving host names to IP addresses (DNS). [68] 

HTTPS: This server hosts the company’s internal web portal using Secure Socket Layer and Transport Layer Security (SSL/TLS) which uses aes-256bit encryption.[69]

Application: This server provides the company’s specialist applications i.e. engineering etc which require a lot of processing power.[70]

Secure Files (SFTP): This server is where all the high security intellectual property is stored and can only be accessed by certain staff members who are members of the high security clearance active directory group. The files are all highly encrypted using AES-1024bit encryption. [71]

Each of the servers will be configured for ‘NIC Teaming’ [72] (etherchannel) to provide 4GB of throughput and backed up autonomously once a week to an offline backup server that’s only powered on for the backup procedure.

v. DMZ Network Segment

This segment is where the WAN facing server farm is contained by two intermediary Cisco ASA hardware firewalls with a security level of 50 assigned to the interface for traffic entering this zone shown in figure 14. 
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Figure 14: DMZ Network Segment
It consists of six servers running ‘Windows Server 2016 RS’:

MDM – Airwatch Relay: The MDM relay server is responsible for BYOD management and security of offsite devices accessing the DMZ, it is updated by the main MDM console located in the safe zone of the network. The relay is located in the DMZ so devices can be authenticated, authorised and managed securely whilst offsite. [28]

E-mail: This server is responsible for managing the company’s staff E-mail with Microsoft exchange platform [73]. It is positioned within the DMZ because the staff will need to access their mail off-site via the public internet. Symantec mail scanner is also installed here to eliminate security threats before they are accessed by end devices within the network. [74] 

HTTPS: This server is where the company’s public website is located which can be accessed over the public WAN.[69]

Secure File (SFTP): This server is where the company’s medium-secure files and projects are housed and can be accessible by offsite workers across the company’s Virtual Private Network (VPN). [71]

Application: This server houses the company’s specialist internal applications which can be utilised by offsite staff via the VPN. [70]

Reverse Proxy: A reverse proxy server has been implemented at the DMZ to mask the originating IP address of the publicly accessible servers (HTTPS and E-mail) for added security and also load balancing of all the DMZ servers. [75]

The DMZ servers are backed up at an external secure location via the VPN. [76]

vi. Outside Network Segment

The outside segment consists of two routers connected to the Internet Service Provider (ISP) which add additional bandwidth from the ISP and to the firewalls ‘Outside’ interfaces. This configuration also allows for load balancing and redundancy Shown in figure 15.
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Figure 15: Outside Network Segment
Port Address Translation (PAT) [77] is also configured on both routers to translate private LAN addresses to the public routable WAN static IPv4 addresses provided by ISP.

A default static route has been configured for unknown IP addresses to be sent out of the ISP facing interface to access foreign networks i.e. web servers etc. [78]

A passive interface has also been configured on the WAN interfaces of the routers to prevent internal routing updates sending multicast messages to the Internet. [79]

A VPN has been created at router one and two’s ISP facing interfaces using Internet Protocol Security (IPSec) [80] and a generic encapsulation (GRE) [81] tunnel with aes-256 encryption [82] applied. All traffic in and out of the tunnel are encapsulated and encrypted across the WAN and decrypted at the other side. This will be used for offsite staff to access the confidential files within the DMZ server farm using Cisco Any Connect VPN Client [83]. [19]

The Guest Access point is located here so that unenrolled devices can access the internet and not the internal network. WPS2-PSK authentication is used at this AP.

(Packet tracer does not support IPSec so only a GRE tunnel has been configured to emulate the VPN also packet tracer outside routers R1and R2 does not have enough ports for the guest AP to be connected on the simulation)

Dynamic Routing Protocol

Open Shortest Path First (OSPF) has been selected as the dynamic routing protocol for the network as it is very scalable, supports Authentication, load balancing and is very efficient after network convergence has completed. [84]
Device Hardening
Device hardening is a term used for securing internetworking and end devices within a network both logically and physically with various layers of security which is an essential part of a networks security. [85]

i. Privilege Exec Security

All the internetworking devices at ‘Goldwyn-harvest ltd’ have been secured with an ‘Enable Secret’ password to access ‘Privilege-Exec’ mode [86] for device troubleshooting and configuration which utilises Message Digest 5 (MD5) [87] hashing algorithm shown in figures 16 .
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Figure 16: MD5 Password Configuration Privilege-exec
The service password encryption command has also been used to encrypt all previous and future passwords with MD5 encryption algorithm shown in figure 17.[88]
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Figure 17: Service Password Encryption Configuration
ii. Console Ports

The console port is used for network administrators to access internetworking devices locally for configuration/troubleshooting and has been secured using a local username and secret (MD5) password with administration privileges that is stored on the device shown in figure 18. [89]
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Figure 18: Device Local Username and MD5 Password Configuration
The username is then applied to the console line for authorisation when a device connects through this port shown in figure 19.
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Figure 19: Console Port Authentication Configuration
iii. Virtual Terminal Lines

The Virtual Terminal Lines (VTY) [89] that are used for remote access to the devices by the administrators for configuration/troubleshooting are configured to use only Secure Shell version 2 (SSHv2) [90] which highly encrypts data being transmitted using Rivest–Shamir–Adleman (RSA) [91] 1024bit asymmetric public key exchange shown in figure 20. 
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Figure 20: RSA 1024-bit Encryption Key Generation
SSH timeout has been set to terminate after 30 seconds of inactivity to prevent unauthorised persons accessing the internetworking devices and also authentication timeouts have been set to 3 to prevent a brute force password attack [92] shown in figure 21.
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Figure 21: SSH Retries and Time-out configuration
Telnet access to the VTY lines has been disabled because this protocol transmits data in plain text (unencrypted) which is highly insecure as the password could be easily captured using a packet sniffing tool such as ‘Wireshark’ [93] shown in figure 22. [94]
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Figure 22: Wireshark Telnet Session Capture
Telnet is disabled by only allowing SSH on the VTY lines to prevent device passwords getting captured by malicious actors shown in figure 23.
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Figure 23: Telnet disabled by only allowing SSH
Primary authentication to VTY lines are managed by the AAA-Terminal Access Control Access Control Plus (TACACS+) [95] server for an added layer of security which authenticates usernames and passwords using a pre-shared key shown in figures 24 and 25. 

[image: ]
Figure 24: AAA Configuration on the Router and Switch
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Figure 25: TACACS+ Configuration on the AAA Server
Secondary authentication to the VTY lines has been configured in the event that the AAA server becomes offline in such case a local username and secret password (MD5) have also been configured on the VTY Lines show in figure 24 above.

An Access Control List (ACL) [96] has been configured and applied at the VTY lines to only permit the administrators sub-network (subnet) to be able to access the internetworking devices for configuration/troubleshooting shown in figure 26.
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Figure 26: ACL Configuration VTY Lines
iv. Switchport Security

All access ports have been configured with switchport security ‘MAC sticky’ which only allows the port to learn one MAC Address that is connected to the port. In the event of a different end-device accessing that port the internetworking device will shut down the port for violating the security policy shown in figure 27. [97]
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Figure 27: Switchport Security
Also, all unused switchports are shut down shown in figure 28. 
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Figure 28: Unused Ports Shut Down
Implementing these two security policies prevents rogue devices being introduced into the network by malicious actors. [42]
v. Message of the Day

A message of the day (MOTD) banner has also been configured within the internetworking devices which is displayed when a device is accessed. This is configured for legal reasons if an attacker was to be prosecuted which warns that unauthorised access to the device is a criminal offence shown in figure 29. [98]
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Figure 29: MOTD Banner
vi. OSPF Authentication

OSPF Authentication has also been implemented on the Layer-3 switches and routers using MD5, for encryption of multicast communications between the devices. This adds an extra layer of security to the network layer shown in figure 30. [99]
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Figure 30: OSPF MD5 Authentication
vii. Physical Security

Physical security is frequently overlooked in company’s networks and is often the weakest point of a network for an internal attack. At ‘Goldwyn-harvest ltd’ all the internetworking devices will be locked in a secure temperature regulated room which is only accessible by the administrators using a Radio Frequency (RF) pass card, all activity in and out of the secure room will also be logged by the AAA-syslog server.[100]

viii. WLAN Security

All BYOD end devices connecting to the network will be authenticated by the AAA - Remote Access Dial In User Service (RADIUS) server which uses strong WPA2 encryption and is the industry standard for enterprise authentication shown in figure 31 and figure 32. [101]
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Figure 31: Wireless Controller WPA2-Enterprise Configuration
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Figure 32: End Device WPA2-Enterprise Authentication
ix. End Device Security

All end devices within the network will be managed by the MDM server as discussed earlier in the report, the security policies that will be enforced on the devices will be:

· Symantec security software i.e. Firewall, Antivirus, Antimalware will be autonomously installed on all BYOD employee’s devices free of charged and will be administered by the IT team. [34] [21]

· An Alphanumeric password policy will be enforced on all devices with a minimum of 8 characters which must include at least one uppercase character and symbol. The user will be prompted to change this password every 30 days.

· All staff that are authorised to work offsite will use Cisco Any Connect VPN [83] Client installed on their end device to securely access the DMZ servers via the company’s VPN.

· USB ports which can be used to steal data and upload malware to a device by malicious actors that is connected to the internal network will be shut down on all end-devices that are connected to the network.

· An encrypted directory will be created on the local BYOD device that will be only accessible whilst connected to the internal network and all data pertaining to the company will be stored there. 

· User Authorisation within the network will be managed by the Active Directory (AD) server that will issue network certificates (CA) to users associated with a particular AD group which will all have different permission levels associated to them depending on the level of security clearance of the user. The use of network certificates also mitigates MITM attacks.

· All company data stored on a BYOD device can be remotely deleted by the administration team at any time if a device was to be lost/stolen or an employee was to leave the company.

· A screen lock will be enforced on all BYOD devices if the device is left unattended for longer than 3 minutes.

· A firewall policy will be created for the end devices to only allow known ports such as HTTP/S, POP3, SMTP, SFTP etc. ICMP will be blocked to prevent networking scanning by unauthorised personnel.
Network Policy
A network policy is written by a company’s administrator to make the end users aware of the responsibility’s they have within the network and the criminal prosecutions or disciplinary that they could face for breaking any of the policies at the company’s network which they must sign to confirm that they agree before they can access the network. [102] [103]

A network policy has been created for ‘Goldwyn-harvest ltd’ which encompasses the Device Hardening, BYOD and MDM sections of the report and also includes a section focusing on user activity within the network. To view the entire network policy please refer to Appendix-A of this report.
Conclusion
Modern technology presents many challenges within enterprise networks and more innovative solutions are being created to maintain confidentiality and availability within the IT industry. 

BYOD is fast becoming an industry standard for all companies to provide flexibility to staff and clients in the work place. Effective planning, research and logical thinking is needed when designing a BYOD network as there are lots of elements involved that may or may not be compatible with each other. 

There are a lot of products in the market that facilitate BYOD topologies as the report has shown but choosing the right technologies to utilise within a network requires careful consideration because a breach within an enterprise network could cost a company million

The BYOD solution created for ‘Goldwyn-harvest ltd’ mitigates all the threats that the company were concerned with and now staff have the flexibility to work from home or at the office securely which makes the company an even more attractive place to work. 

Appendix-A
Network Policy

Here at ‘Goldwyn-harvest ltd’ we promote and give staff the privilege to use their personal devices to access the company’s network after they have been approved, enrolled and secured for use by the network administration team.

Any personal devices that are purchased for use within the company by an employee will be subsidised at 50% of the purchase value by ‘Goldwyn-harvest ltd’. If employment after purchase of the device is less than 3 years, the 50% subsidised fee will be deducted from the employee’s final pay.

Once the devices have been enrolled and added to the company’s database of approved personal devices ‘Goldwyn-harvest lts’ reserves the right to administer and monitor the device whilst connected to the company’s network.

All personal devices approved by the network team will be given a free installation of ‘Symantec’ Security which includes firewall, antivirus, anti-malware and email protection which will be administered remotely by ‘Goldwyn-harvest ltd’. This also includes Operating System updates and software patches.

User network access privileges will be applied to devices in accordance to staff/guest’s job role and security clearance.

All company data that is accessed and stored on a personal device will be encrypted on a local directory within the device and will only be accessible whilst connected to the company’s network both on-site or off-site depending on the security level of the data being accessed:

a. Data tagged as highly sensitive will only be accessible whilst connected internally to the company’s network

b. All other data will only be accessible whilst connected either to the internal network or externally via the company’s VPN.

All company data stored on personal devices can be deleted (wiped) remotely by the networking team in such cases of devices becoming lost/stolen or an employee’s contract has ended with the company.

All USB ports will be disabled whilst the device is connected to the company’s network. 

Approved devices and Operating Systems for use within the company network are as follows:

Devices:
1. Apple – Smartphone and tablet.
2. Windows – Smartphone and tablet.
3. Samsung – Smartphone and tablets.
4. HTC – Smartphone.
5. Blackberry – Smartphone.
6. All Laptops running compatible OS’s.

Operating Systems:

1. Windows 10 or above.
2. Apple IOS 11 or above.
3. Android Enterprise.

All personal devices and user accounts will be required to set an Alphanumeric password with a minimum of 8 characters which must include at least one uppercase character and symbol. Users will be prompted to change their device/network password every 30 days.

A screen lock will also be enforced on all personal devices if the device is left unattended for longer than 3 minutes.

All end users (staff/guests) who access the network are obliged to follow the network usage policy’s and have a responsibility for all activity of personally owned devices used within ‘Goldwyn-harvest lts’ network.
 
The use of personal E-mail and social media i.e. G-Mail, Outlook, Facebook, Twitter, YouTube etc within the company is not permitted and access to these sites will be blocked whilst connected to the network unless your job role at the company requires the use of such websites i.e. marketing etc in such a case user privileges to these sites will be granted after approval by management.

Serious network policy breaches include:

1. Viewing company banned websites using a proxy server or by any other means which includes; illicit and/or criminal material i.e. Pornography, violence, terrorism drugs of any kind.

2. Accessing domains, directories, data and devices without authorisation using hacking tools or software deigned to breach network security.

3. Any Tampering and/or removal of the company owned software.

All user activity within the network is logged and any user caught breaching the network policy will incur an automatic removal of network privileges and will be subject to disciplinary procedures which could lead to employment termination and/or prosecution by the police in conjunction with the computer misuse act of 1990 and the data protection act of 1998 under UK law.

By signing this document, I understand and agree to all the policies and procedures laid out in ‘Goldwyn-harvest Ltd’ companies network policy and the consequences that breaking any of these policies may incur.

Signatures:

	Witness: (Print name)

	Signed:
	Date:

	Staff/Guest: (Print name)

	Signed:
	Date:
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Outstanding knowledge of research informed literature.  High level of referencing skills consistently applied. Next time but your reference listing before your appendix. (Grade mark: 93.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]14

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS] High detailed knowledge & understanding of the main theories and concept (Grade mark: 93.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]14

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Very high quality analysis developed, very good DFD illustration.  Conclusion excellently done but could give some future recommendation. (Grade mark: 92.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]37

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Outstanding implementation with excellent use of security techniques and the deployment of applications throughout. The key aids in the navigation of the network, a good topology for an Enterprise network. Overall the design shows a high knowledge of both networking and security skills (Grade mark: 100.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]20

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate professionally and confident in a suitable format.   (Grade mark: 100.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]10

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]95%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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