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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.7.254
	172.16.7.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	S0/0/0
	172.16.13.104
	255.255.255.248
	172.16.13.105
	172.16.13.110
	172.16.13.111

	S0/0/1
	172.16.13.112
	255.255.255.248
	172.16.13.113
	172.16.13.118
	172.16.13.119
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Abstract
This report will outline new features that are existent in IPV6, what they are, what they do and how things compare to the previous IPV4.
Introduction
IPV6 is the newer alternative internet protocol to IPV4 which began release around 1998. It was anticipated that a problem for the future would occur being that with the exponential growth of the internet and all its surrounding devices, IPV4 would eventually run out of addresses to assign to devices; “IPv4, uses a 32-bit addressing scheme to support 4.3 billion devices, which was thought to be enough”. [1] IPV6 is now rather easily accessible and can used if a customer wants by enabling it in their settings, mostly only newer devices with IOS and Windows 10 et cetera will support it however.
It is well known that IPV6 has many improvements compared with IPV4 with improved security being one of the main talking points. But still it’s adaptation into the world is not as widely popular as it perhaps should be, IPV4 still remains the most prominent protocol despite being introduced around 1983. [2]
IPV6 Features 
IPV6 is a far greater protocol than IPV4, introducing 128 bit addressing, four times larger.
An exciting new feature of IPV6 is autoconfiguration; “devices automatically configure their IP address and other parameters without the need for a server”. [3] This is small yet convenient change as with IPV4 this may possibly be an annoyance doing it manually. 
On IPV6, Packets will be handled more efficiently as well as routers being able to deal with processes better.
IPSec is an automatic, compulsory feature of IPV6 which can provide better security in networking. [4] IPSec is a protocol which provides secure encryption and authentication.
IPV6 supports mobile users by using the MIPv6 protocol which allows their devices to “switch between networks and receive a roaming notification regardless of physical location” whereas IPV4 does not. [5]
IPV6 doesn’t have checksum for routing unlike IPV4 as it doesn’t use and or need it. This allows the processing of packets in the network to be faster rather than previously identifying the authentication of them. [6]
IPV6 uses a different communication method compared to IPV4. It uses multicasting as oppose to broadcasting which can be considered better because single packets can be sent out in the use of one operation to more than one destination which is more efficient. As well as this on a similar note, an excellent incorporated feature is that end devices can be on multiple networks at the same if the user wants to, because of the capabilities of IPV6; assigning more than one IP address to that same device. [6]
IPV4 vs IPV6 
To begin, IPV6 will be able to provide a plethora of addresses for devices, enough for the future as not to be a problem worth worrying over, so there may be no doubt as to one day fully adopting IPV6 as the common standard. There is no set date as to when IPV4 will fall short of addresses, just that it should be known, IPV6 needs some additional improvements within a time limit so it can be a success. 
Currently with IPV6 being the common protocol, people understand it. With IPV6 employees and the likes, will have to adapt to its newer features and cut features from IPV4 which will cost some investment and training globally for businesses which is a downside companies will not want to adopt if possible.
Many companies will prefer for a long time to use IPV4 because of the cost of implementation of IPV6, they can wait out the transformation until it is a necessity in order to save money. The time it takes to implement the new protocol version worldwide for companies is also a matter of debate, that being said it is somewhat on the rise with the American internet service provider Comcast reporting roughly 50% of customers are currently using IPV6. [3] 
To touch on autoconfiguration for IPV6, it can host a new problem of companies and organisations breaching users privacy by tracking their devices uses and information because the IP addresses are assigned via the hardware, there could potentially be problems with using this methodology.
Speeds of IPV4 and 6 in comparison will have no noticeable difference which is still fine for both versions.
Current VPN’s, (virtual private networks that are used mainly to disguise a users location and “create a secure connection to another network over the Internet”) [7] are not so supportive of IPV6 because of the added cost it takes for companies to back the newer IPV6 users, this is because right now VPN’s run smoothly with IPV4 but with 6, providers will need to pay to set up DNS servers to incorporate them. [3]
It is thought by some that companies that don’t embrace the newer protocol version will get left behind as by not using the superior IPV they will “restrict their ability to be flexible, innovative and drive business growth”. [6]

Conclusion
Overall, IPV6 is where we are headed, it has improvements and key features which may sway people into the decision of switching compared to its predecessor. With any new standard that is executed new problems will arise and perhaps some sacrifices will need to be taken with IPV6 but as of now, it is up to the many organisations of networking and such to try to work on the protocol and make it as best as can be when it is the more popular version to be used by everyone.
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