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Abstract
HealthPlus Analytics (HPA) is witnessing several internal and external data protection incidents like ransomware attack, unauthorised access which is affecting the overall performance of the organisation. For mitigating these incidents and threats, the report highlights some key policies such as data encryption policy, network security policy and others. The report also illustrated some effective measures and implications using CIA Triad for mitigating the above discussed threats. The plan for monitoring the network and responding to the security of incidents along with a training program called “SecureOnline” which HPA can develop has also been explored in this report. 
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[bookmark: _exm14zez5ale]1.0 Introduction 
HealthPlus Analytics (HPA) is a data-driven technology business operating within the healthcare sector of the UK. The organisation focuses on storing and processing sensitive and confidential patient information for clinics and hospitals. However, the organisation is recently dealing with different data protection incidents like ransomware attack, unauthorised access and many more, which are impacting the servers of the company and leading towards potential violations of UK patient safety and data protection standards. This report is being conducted to develop a detailed data security and governance framework for strengthening the organisation's defence systems and fostering a culture of security.  
[bookmark: _sv31vinqkukz]2.0 Potential threats of HPA
The different potential external and internal threats which are witnessing by HealthPlus Analytics (HPA) is discussed below:
[bookmark: _2lcvtxautp5h]2.1 External threats facing HPA
Ransomware attacks: HPA is dealing with ransomware attacks which target its analytics server.  As IoT ecosystems expand, and lack of uniform regulations presents a unique secure threat in convergence of cloud-based systems [1]. By encrypting data within a computer using a key unknown to the user, ransomware attacks usually work. This external threat of ransomware attack may lead to reputation and customers impacts of HPA. Particularly if sensitive data of patients is leaked and exfiltrated, customers or patients may lose trust and confidence which amplify reputational harm to HPA. Apart from this, the ransomware attack can also lead to direct financial loss for HPA. For instance, the stock price of impacted companies usually drops by 2.3% in the first week following disclosure and by 4.6% over the course of two months [2]. Given the ransomware track within HPA’s analytics server may lead to financial, reputational and operational impacts. 
Unauthorised cloud access: In addition to ransomware attacks, HPA is also facing the threat of unauthorised cloud access towards patients’ data. Cloud-based databases are subject to a number of threats which developed externally and internally, leading to unauthorised access of databases [3]. This external threat of unauthorised cloud access may lead to different types of severe consequences such as data exposure of HPA’s patients along with privacy breaches. Security requires constant and regular-basis monitoring; however, this is difficult in today’s overloaded and short-term business environment [4]. Given the extensive sensitive data of patients within HPA may create challenges for the organisation to monitor security standards, which is leading towards the issue of unauthorised cloud access, eventually impacting potential violations of UK patient safety and data protection standards. 
[bookmark: _mpochetg4zx2]2.2 Internal threats facing HPA
Weak password practices: Given the issue of unauthorised cloud access towards patient’s data, it can be identified that HPA is facing internal threat of weak password practice. Attackers often obtain or guess passwords by credential stuffing, guessing common passwords, launching dictionary attacks and many more [5]. Therefore, the threat of weak password practice within HPA may arise from factors like easily guessable passwords and lack of multi-factor authentication. This weak password practice within the organisation leads towards unauthorised cloud access along with data theft. According to Statista, the number of personal data breaches has increased dramatically since 2005, with 157 million records reported in 2005 and a record-high over 1.6 billion data during 2017 [6].  This demonstrates, the weak password practice may also lead to increasing data breach of the patients in HPA. 
Lack of employee training: Considering the different external issue of unauthorised cloud access towards patients’ data and ransomware attacks which target its analytics server, it can be implied that HPA is not providing relevant and adequate training to the employees to deal with such threats. Many threats or attacks related to cybersecurity occur due to employee negligence and errors such as using weak passwords, falling for phishing scams and others [7]. It can be implied that due to lack of training and learning opportunities within HPA lead to the issue of increasing cybersecurity issues as employees are unaware regarding the best practices to deal with ransomware attacks and unauthorised access by implementing strong passwords, identifying phishing emails and implementing two-factor authentication. As per Fortinet Report, almost 70% of those surveyed think their staff members lack essential cybersecurity skills, and over 60% of respondents anticipate that more employees will become victims of attacks [8]. This implied that lack of proper training to HPA employees is one of the significant internal threats to the company. 
[bookmark: _nqamzvn4qwli]3.0 Set of security policies 
The different set of policies for HPA which align with the best practices in network and cyber security are discussed below using ISO 27001, GDPR and NIST standards:
Data Encryption Policy: For effective network and cyber security, HPA may focus on implementing data encryption policy for protecting its patient sensitive data, financial details and intellectual property from ransomware attack. The policy of data encryption is aligned with the standard of “ISO 27001 A.10.1.1 (Cryptographic Controls).” This standard is significant in terms of maximising the benefits of using cryptographic techniques and for avoiding incorrect and inappropriate use of data [9]. Based on this standard, HPA may focus on encrypting its data associated with patient databases, email, backups, and cloud transfers. One of the most significant factors in terms of turning on security features include data encryption [10]. The implementation of this policy with this standard may help HPA in demonstrating effective compliance with different security controls and helps the organisation in protecting from patient data breaches and reputational damages.  
Network security policy: HPA may focus on adopting network security policy in terms of achieving effective network and cyber security in the workplace for protecting cloud infrastructure and corporate network from unauthorised access. The policy of network security is aligned with the standard of “NIST CSF PR.AC-5 (Network Integrity).” This standard helps in checking integrity of control flow with existing BIOS and EFI and make sure network integrity is protected [11]. In accordance with this standard, HPA may focus on control access using NAC enforcement and firewall and segmenting networks for limiting attack surfaces. Network security helps in controlling unwanted use, intrusion and damage to communications within a computer network [12]. Therefore, the implementation of this policy with this standard may help HPA in reducing the unauthorised access risks in cloud-based databases and also help the organisation in improving capabilities for incident response. 
Third-party risk policy: The implementation and adoption of third-party risk policy may also be focused by HPA for achieving effective network and cyber security for vendors accessing HPA patient’s data like cloud providers. The policy of third-party risk is related to the standard of “GDPR Article 28 (Processor Obligations)." This standard makes sure the processor must act on behalf of the controller for ensuring lawful processing of the different data and compliance with provisions [13]. In accordance with this standard, HPA may focus on implementing contractual obligations of GDPR compliance for vendors like cloud providers and regular audits and monitoring of compliance using DPIAs. The adoption of “Data Protection Impact Assessments (DPIAs)” helps businesses in keeping extensive data records and details of obligatory data breaches [14]. Therefore, the implementation of this policy with this standard may help HPA in protecting data rights of patients. 
[bookmark: _b5kh5shthih0]4.0 Mitigation measures
[bookmark: _fjec27wyj9qh]4.1 Measures to mitigate identified threats and its implementation
Implementing multi-factor authentication: For mitigating the above discussed threats like unauthorised access, ransomware and others, HPA may focus on implementing multi-factor authentication (MFA). Authentication refers to the procedure of permitting entry to a specific network in accordance with a set of credentials. HPA can implement MFA for preventing unauthorised access even if passwords are weak or compromised. MFA can be implemented in the workplace of HPA through biometrics, SMS-based security tokens, email verification and many more ways. In terms of biometrics, methods like facial recognition and fingerprint helps in enhancing security along with user convenience [15]. Therefore, through effective SMS-based security tokens, email verification, facial recognition and fingerprint, HPA can address the different cybersecurity issues. 
Focusing network segmentation: By focusing on network segmentation, HPA can resolve the issues of unauthorised access, ransomware and others. Network segmentation mitigates modern cyber security threats by dividing the network into different isolated zones and segments [16]. HPA can focus on network segmentation for limiting ransomware attacks spread towards sensitive patient data. Network segmentation can be implemented in the workplace of HPA through segmenting critical systems using firewalls, VLANs, or routers for enforcing logical separation. The utilisation of firewalls, VLANs, or routers may help HPA in restricting database access to only the app servers within a separate subnet, eventually mitigating unauthorised access to cloud-based databases. 
Adopting endpoint security solutions: HPA may focus on adopting endpoint security solutions for mitigating the above discussed threats like unauthorised access, ransomware and others. For businesses handling sensitive data within vast networks, endpoint security has become a significant factor for modern cyber defence [17]. By adopting endpoint security solutions like SentinelOne, CrowdStrike and others on employee smartphones and laptops, HPA can protect personal devices through accessing corporate data. Endpoint security solutions like SentinelOne, and CrowdStrike can be implemented in the workplace of HPA through developing EDR (Endpoint Detection and Response) tools for effective data accessibility and restricting unauthorised access. 
[bookmark: _9qk5j5wp6a0m]4.2 Measures implications 
For assessing the implication of the above-discussed measures, the framework of CIA Triad is discussed below:
	Measures 
	Confidentiality 
	Integrity 
	Availability 

	Implementing multi-factor authentication
	May ensures only authorised access for patient data of HPA
	Prevent unauthorised modifications of patients’ records 
	Ensure authorised staff access systems 

	Focusing network segmentation
	Limits accessibility to patient’s sensitive and confidential data 
	Restrict later movement within network segmentation 
	Ensures network parts of HPA remain functional and operational if attacked  

	Adopting endpoint security solutions
	Protects different data of HPA on employee devices like smartphones and laptops from data breaches 
	Protects HPA databases from malware modification 
	Ensures employee devices like smartphones and laptops are operational 


Table 1: CIA Triad
[bookmark: _954iq7jtnss5]5.0 Plan for monitoring and response 
The plan for monitoring the network and responding the security of incidents associated with HPA is illustrated below:
[image: ]
Figure 1: Plan for monitoring and responding 
The overall plan for monitoring the network and responding to the security of incidents of HPA include a structured paradigm which includes different processes to mitigate and address the incidents of cybersecurity. In terms of monitoring, HPA may focus on continuous network monitoring by assessing and mitigating the incidents or using “SIEM (Security Information and Event Management)” tools for detecting unusual threats and activity across the network.  In terms of responding, HPA may focus on notifying stakeholders regarding details of incidents, recover the affected systems or devices and review and improve the overall defence mechanism of the organisation.
[bookmark: _2iogwf3wwak8]6.0 Training programme  
HPA can focus on developing a Training programme called “SecureOnline” in which different content like password hygiene, phishing awareness, data handling and role-specific modules will be provided by the company. Through this training programme, employees can develop understanding, skills and knowledge for identifying phishing emails, using unique and strong passwords, incident reporting and proper storage and transmission of patient’s sensitive data to all IT staff and employees using in-person sessions or online modules. Similar to this training, NHS England is also providing initiatives like “Staying Safe Online.” This respective initiative helps in providing informative resources which helps in promoting digital security and safety by providing knowledge on using the internet, recognising cyber-related threats and protecting personal information [19]. Therefore, developing this training program may help HPA in developing the necessary skills and capabilities which are important for ensuring compliance with security policies, eventually mitigating threats like unauthorised access and ransomware.
[bookmark: _bo2hit41226d]7.0 Conclusion 
Based on the different findings and evaluation made in this report it has been identified that the report has been developed in the context of HPA which is an UK-based data-driven technology business. The organisation is dealing with different internal and external threats like unauthorised access, weak password practices, ransomware attack and others which are impacting the reputational, operational and financial factor of the organisation. The report highlights different key policies such as network security policy, third-party risk policy and others along with different mitigation measures and a training program which can help in achieving effective network and cyber security within HPA.
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