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Introduction
The primary purpose of this report is to explain the effects of Cryptowall viruses and provide insights on ways to protect against them. Understanding the risks associated with these viruses and considering their consequences is crucial. In this context, a virus refers to a program that can modify, delete or hide data on a device. Additionally, these viruses can cleverly infiltrate systems without being detected. Despite the concerning nature of Cryptowall viruses, this report outlines strategies for strengthening device security. Doing it seeks to raise awareness about threats and encourage proactive measures for protection.
1. [bookmark: _Toc150795926]Ransomware 
Ransomware is malicious software that blocks users from their systems or personal files and requires payment to restore access. Although some individuals may believe that their computer is locked due to a virus, ransomware is generally considered to be a distinct form of malware from viruses. [1] 

1.1. [bookmark: _Toc150795927]Cryptowall
 Crypto-Wall is an extremely malicious type of ransomware. Not only does it encrypt your files and demand payment for the key, but it also attempts to conceal itself within the operating system and includes itself in the Startup folder. Furthermore, CryptoWall not only encrypts your files but also deletes the volume shadow copies, making it challenging, if not impossible, to recover your data. And once it's there, it will attempt to obtain your passwords and Bitcoin wallets for good measure. [2] 

1.2. [bookmark: _Toc150795928]How do you know when your device is infected by cryptowall?
Coming up next, we will provide an overview of the key events occurring during the infection phase. 
· The infection begins when the victim receives an email containing a link to a series of compromised domains. 
· Once the potential victim clicks on the link, a downloader is installed on the system. 
· The downloader links up with various hacker-controlled domains to download CryptoWall. 
· A domain has been identified as the source of the CryptoWall installation on the system. 
· The system data is encrypted by the ransomware. 
· A warning pops up on the screen providing instructions for paying for the decryption key. [3]


1.3. [bookmark: _Toc150795929]What should you do if your device is infected by cryptowall?
In the event of discovering a Crypto Wall infection on your device, it is essential to promptly conduct a thorough scan using an anti-virus or anti-malware program. Regrettably, many individuals are unaware of Crypto Wall’s presence on their devices until the ransom note appears and their files are already encrypted.  [4]

1.4. [bookmark: _Toc150795930]How to stay protected from cryptowall?
To protect your computer from CryptoWall, it is advised by our security analysts to implement the following security measures: 
· Do not click on links in emails from unfamiliar individuals. The primary method for spreading CryptoWall is through this. 
· Avoid clicking on links in emails from unfamiliar senders. 
· Ensure that you have a backup of your critical data. If your system becomes infected with CryptoWall, accessing the backup will be impossible. 
· Ensure that your security solution can detect and block CryptoWall. 
· Make sure to regularly update your Windows operating system and all vulnerable software with the latest security patches. [3] 
2. [bookmark: _Toc150795931]Back-up strategy 
Having a backup is crucial, but it's equally vital to recognize that a single backup may not always be sufficient. Imagine that you regularly back up your computer to an external drive, and you store it in your home office. In the event of a computer crash, you will have a backup copy. On the other hand, in the event of a fire in your home, both your computer and external drive will be destroyed.
2.1. [bookmark: _Toc150795932]What is the 3-2-1 backup strategy?
The 3-2-1 backup rule stands as a groundbreaking data backup strategy. The following text must adhere to the requirements outlined below: 
· Make sure you have three copies of your data: the original on your main device and at least two backups. 
· The choice of two storage devices is yours to make, whether it's your PC, external hard drive, USB flash drive, DVD, NAS, or cloud storage. 
· By storing one of the backup copies off-site, you can protect your data from being lost in a local disaster or site-specific failure. [5]
2.2. [bookmark: _Toc150795933]What is the best way to back up my computer?
At some point in life, everyone experiences a loss of data. Your device's hard drive may fail at any time, ransomware could potentially lock your files, and a software glitch could result in the loss of your crucial documents. Failure to regularly back up your device may result in permanent loss of files.
[bookmark: _Hlk150799936]It is recommended to create multiple backups of your device to ensure that you have both onsite and offsite copies. There are several options for backing up your data, such as using an external drive, an online backup service, a NAS over your local network, or a cloud storage service. [6]
2.3. [bookmark: _Toc150795934]Which Files Should you back up?
Your personal data, the irreplaceable files stored on your PC or Mac, must be backed up. In the event of a hard drive failure, you can reinstall your operating system and redownload programs, but your personal data is priceless and cannot be replaced. You have the option to "Reset" your operating system on Windows 10 and Windows 11, allowing you to quickly obtain a fresh system. 
It is important to regularly back up any personal documents, photos, home videos, and other data stored on your computer. Those are irreplaceable. If you have put in hours of effort to rip audio CDs or video DVDs, you might consider backing up those files to avoid having to redo all that work. 
It's also possible to back up your operating system, programs, and other settings. Although it's not mandatory, backing them up can simplify your life in case your entire hard drive crashes. If you enjoy tinkering with system files, tweaking the registry, and keeping your hardware up to date, having a complete system backup can be a real-time save when issues arise. 

2.4. [bookmark: _Toc150795935]There are three types of storage of data (onsite, offsite and hybrid). 

· Onsite storage
Onsite storage means that the data and storage hardware are physically located within your company or healthcare organization. If you have a computer room or data centre on-site, that's where the secure storage arrays are located. All of your organization's internal systems will be able to directly access the storage located within the building or organization, typically through an internal Local Area Network (LAN).

· Offsite storage
Offsite storage refers to the practice of keeping data and storage hardware at a distant location separate from your business. Offsite storage options include renting a storage solution at a distant data centre or utilizing a managed service provider's data centre. In recent times, offsite storage typically refers to cloud storage provided by a cloud service provider. This might involve the use of cold storage, data buckets, or advanced cloud-based solutions designed for enterprises.

· Hybrid storage 
In this article, discussing the pros and cons of both onsite and offsite storage. However, in the interest of providing a comprehensive overview, it is important to touch upon the concept of hybrid storage as well. Hybrid storage combines both offsite and onsite storage methods. One common hybrid setup includes a local storage array at a main office that mirrors data to a cloud-based location. This configuration is often used for backup and data integrity purposes. [7]

2.5. [bookmark: _Toc150795936]Disaster recovery plan
A disaster recovery plan (DRP) comprises detailed and documented guidelines that identify a business's critical assets and lay out the organization's response to unforeseen incidents. Unforeseen events or catastrophes often consist of cyber-attacks, system malfunctions, power interruptions, environmental disasters, equipment breakdowns, or infrastructure crises. 
To be more specific, a disaster recovery plan assesses an organization's capacity to restore IT infrastructure functionality and regain access to critical data in the event of a disaster. 
An effective Disaster Recovery Plan (DRP) must define the roles and duties of personnel in the organization, provide a detailed guide for the disaster recovery process, and establish strategies to minimize the impact of the incident to restore essential business functions. [8]
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