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I will talk about three different security techniques, I will research each finding many different references attempting to identify the advantages and disadvantages of each, what they do and how they could work for a modern organisation.  
Task 1
1. [bookmark: _Toc88853784][bookmark: _Toc89795030]Introduction
In any organisation it’s vital the correct protocols and procedures are followed to ensure a healthy environment for the companies IT systems. Anything from inserting a physical lock on a door to prevent someone from accessing a room, to ensuring all employees follow the same legal rules to limit potential viruses being installed onto the PC resulting in hackers gaining access to the network, to installing a firewall onto the PC to reduce the chance of someone from attempting to hack the system, data security is everything from physically accessing a computer from the building to digitally trying to access the system via a network. I have research three main areas of data security these are Information Security Maintenance, Physical Security and Cryptography. I will discuss in great length 1. What these are and what they do to improve a organisations network security and 2. The advantages disadvantages of these, I will peer to peer review each, by looking at different books and articles, to find if any newer books/articles have drastic improvements when it comes to security, etc Laws and Polices always change from companies to governments, so are there new and updated polices that can help keep the network safe and secure.
[bookmark: _Toc88853785][bookmark: _Toc89795031]Research in Data Security and Compliance
[bookmark: _Toc89795032]Information Security Maintenance
Constantly reviewing, updating software technologies that the organization has in place is the backbone of information security maintenance. Organizations will adopt different frameworks this includes different maintenance models. Various structures will be used by the IT team using different models and frameworks. Ensuring that the organizations policies and procedures are constantly monitored and updated is vital, as technologies evolve all the time, hackers are finding new and smarter ways to breach the organizations network, this is vital as the information security team can provide support to the agency’s mission. 
Interconnecting systems within the organization is vital when it comes to Increasing productivity and allowing for the ability to connect to information systems together which allows for data sharing, collaborate on joint projects, or the ability to back data up and store data on each other’s networks. However interconnecting information systems has its disadvantages, for example if you allow for two information systems to connect with each other over the network, you are leaving both of the systems vulnerable to hackers. Interconnecting may not be properly designed, meaning a flaw in the way the systems are interconnecting this can be from a fragile and poorly designed security protection, this could lead to data on both networks being compromised. Both systems don’t have to be compromised for the hacker to gain access to both, one network could be using the best protection polices procedures out there, but if the other one is breached while they are both interconnected this leaves the other network wide open for attacks.  
The organization will develop a team, usually a response team will be set up to provide early awareness of any new or emerging threats. Vulnerabilities and attacks that could affect the organization, ensuring they have the team and resources to mount this defence the defence will be effective in protecting the organization. 
Primary goal of an organization is always to monitor the organizations network using data sources so giving the ability to the IT team, to get access to all of the organizations network’s devices, whenever or not they are wired or wireless, ensuring they can monitor these end devices can prevent and protect the organizations network. 
Performance Measurements are hugely beneficial to any organization as it provides financial and administrative benefits to an organization. System programmers can create and develop information security metrics, this can measure the effectiveness of the security program. They can then provide data which is analysed so program managers can isolate the problems and identify areas which are needed to improve the performance and security of the organizations network. This cycle will continue meaning money savings for the organization and protection of the system.
[1]
[bookmark: _Toc89795033]Physical Security
Physical security is vital when it comes to protecting modern organizations networks. While it’s vital that all system logically is configured with good safety programs and follow strict procedures to ensure the network isn’t breached, ensuring that the physical network is protected is just as vital. The way networks communicated with each other is through LANS, through the router and out to the WAN. Pc’s switches, servers’ routers these are all intermediate and end devices, all these are physical and must be protected within a building’s organization.
General management will be assigned to defend the physical access controls these people will be called facilities management team, bigger organizations will have potentially hundreds of staff working hard dedicated to the facilities management, while other organizations like smaller ones will outsource these responsibilities to a bigger company to deal with. 
Secure facilities will be used to protect the most important physical devices in an organizations network, this facility will have controls in place to attempt to minimize potential attacks from the physical network. Multiple layers of defence will be introduced for the facility, lots of different barriers will be put in place in the bid to ensure no one who is unauthorised gets access to the secure facility. 
Some of the first things to do to protect the physical security is the construction of walls, fencing and gates, this is some of the earliest ways in which humans protect certain buildings from attacks. Having guards patrolling doors and certain exit points, can also limit the chances of someone breaching the facility room. Guards of also humans not machines, so they can detect unusual behaviour, offering a much more reliable source of protection. Problem with this however is that it’s incredibly expensive, to hire someone to do this 24/7 will cost the organization potentially tens of thousands to millions, so other ways must be found.
This is where biometrics comes in play, employees who wear ID cards can gain access by just swiping their card over the control device, ID cards have a magnetic strip which can be read by an automated control device, the control device gives the ability to restrict certain ID cards from entering different parts of the building, by giving each employee different privileges. Each employee card will contain their picture so they can be identified and their personal information. 
However, will ID cards do offer better protection, they are very dangerous for an organization to relay on them solely, for example cards can easily be stolen lost meaning anyone could just walk up to certain doors and access parts of the building without any resistance. 
 Locks and keys are another way an organization can protect the facility, electromechanical locks can accept variety of inputs. These include ID Card, radio signal from a badge, a pin which is a four-digit code which is entered by the employee once the key card is entered this allows for extra layer of security improving the safeness and making it more difficult for people to enter the facility.  
One of the main reasons why Electrotechnical are so much better than regular key locks, is that it can be integrated within the alarm system. Sensors can be integrated meaning if a wrong code is entered multiple times, this can inform the security team who can investigate.  The security team can monitor and if someone didn’t have a pin, but had access to the facility, they could buzz the door which would see them communicate with the security team who can authorise if they have access to the building. 
Electronic monitoring is also vital because not only does it record the whole room and captures the predators in action, but it can scare off people from attempting to enter a room with a camera. Some cameras however are purposely not visible these cameras will be installed on the celling they are silver globes. They record 24/7 recording the whole room, so if there is a security team watching the cameras in their office, and they don’t recognise the person they can contact the police or confront the person. Problem with the cameras, however, is most of the time the cameras cannot stop the hacker from accessing the room, the damage to the network could already be done.
This is why it’s absolutely vital the organization has alarms installed. Motion detectors, glass breakage detectors, weight sensors all of these sensors are set up by the organization in a bid to notify them if someone is attempting to access the room without permission. These alarms will not only notify the organization, but for larger organizations the police will be contacted immediately.
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The above image shows an example of how a server room would be protected for an organisation. For example, you would have the hallway in which anyone can access. The outer lock will provide the first piece of protection, this lock will allow the individual to access the room with no barriers. However, in this example instead of accessing the server room, they are accessing the mantrap, this room adds an extra layer of security, its also designed to trap an individual so when they attempt to access server room through the inner lock they cannot. And as they attempt to exit the room the outer lock is on the other side of the door, meaning they are stuck in the mantrap room. The intruder will be denied access to the server and as they attempt to escapes to the hallway they will be prevented by the outer lock. This is great as the security team are the only people that can open the door, meaning they can identify and arrest the individual. [2]
Looking at other examples the UK government has up to date guidance in how companies should adopt physical security. One area which was interesting was the physical windows. How having the correct make of glass is vital when it comes to offering great protection to the physical layer of the control room. They recommend that Laminated glass sandwiches should be used when protecting the control room. The glass is designed to hold together even when the glass shatters, compare that to toughened glass while it may be five times stronger than annealed glass it will break into small chunks, meaning breaching the room is still possible.  [11] To see more information check appendix 3). 

[bookmark: _Toc89795034]Cryptography
Another way an organization can keep their IT systems safe is by using cryptography. Cryptography is designed to protect information and communication through code. Codes will use confidentiality too ensure only the intended destination will be able to see and understand the code. To break down cryptography, crypt means hidden, and Graphy means writing. While the information is in the storage no one can change the information without the change being noticed, this is good as cryptographies can see if someone is attempting to gain access to the information. 
 Third step is non-repudiation, creator or sender of the information cannot deny the information transmission intentions at a later stage. And Authentication, both the sender and the receiver can confirm the identity between each other, the origin or destination of the information meaning safer transmission of information.
Cryptography will use mathematical concepts like algorithms this allows for the information to be transformed in ways that make it very hard to decipher. Once deciphered, decryption will begin so the destination can read the information, so it will begin a process of converting the message back to its original readable form. [3]
Cryptography will always try to secure a communication. The main goal of cryptography is keeping secrets, an example is to enter a secret room you would have to say a passphrase, this is a similar analogy of cryptography. Secrets are created as a key; keys will be exchanged a public and private key will communicate to share data. 
Asymmetric encryption uses two different keys public and private they are both different the public key will use the private key to encrypt data. Symmetric Encryption will share the same key with the difference of asymmetric is that symmetric encryption will only use one key to encrypt.  [4]
[image: Image displaying cryptography steps and functions.]
The process in which cryptography will take when protecting data when being sent through the network is illustrated in this image above. A plaintext file will be created which is a readable format, this is not encrypted data. However, once it’s sent cryptography will being, the data will be encrypted. It will be encrypted into Ciphertext this is a non-readable format, could be numbers codes etc. Once it’s reached its destination the packet will be decrypted, then the destination will receive the data in a plaintext format again, which makes it readable for the destination. [10]
[bookmark: _Toc89795035]Conclusion
To conclude I was tasked to analyse three different security and compliance topics where I critically evaluated the literature. After researching and talking about Information Security Maintenance, Physical security and Cryptography I realised that each individual information security uniquely defended and protected modern organizations. For example, cryptography is very much focused on protecting data, for example using keys and being able to cipher information when being sent from the host to the destination, it can encrypt data meaning no hacker can attempt to intercept the data. 
Also, physical security, while there are some disadvantages, there are overwhelming advantages when it comes to physically defending the data. Computers, servers’ routers all of these are designed to protect the organization and its network. So, if someone was to access the server room, they could easily cause significant damage by stealing data, or even destroying it. Ensuring the security of the organization investing in new sensors and other security features is vital for the organization.



Task 2
[bookmark: _Toc89795036]Introduction
Following my review of the literature on different ways an organisation keeps its network safe and secure, I believe I have much more knowledge and understanding when it comes to protecting data on a network. I have been tasked to design and discuss a new security unit for FlowTech. FlowTech is very much an IT based company, so by applying different polices procedures is critical to the success and safety of the organisation. I will also talk in depth about risk management, why risk management is so important for FlowTech when it comes to protecting the organisation. I will also use structures and charts to portray different ways FlowTech can design their business model, how having different departments working on different parts of the security can majorly improve the business model when it comes to security and company’s profits. I will also present different charts which show how risk management works when it comes to limiting the company to potential risks. 
[bookmark: _Toc89795037]Risk Management
FlowTech will require a Security team, this is the upper management of an organisation they are responsible for overseeing and supporting the structure of the IT and information security functions. FlowTech will require risk management as they have lots of personal data of customers, so protecting data, hardware, software, procedures, networks, and people is the job of an effective risk management program. Identifying risks, is one of the most effective ways in which FlowTech can protect their data, as they can identify and attempt to predict what a hacker would do so they can stop the breach. Also Risk Management will work with other communities, other organisations to attempt to prevent these hacks, so by sharing knowledge each organisation in the world can continue to gain knowledge and understanding of different hacks, because even if another company knew of a hack but knew how to deal with it, a company like FlowTech may not so by sharing data it improves the effectiveness and safety of a organisations network. 
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In Risk Management there are three main areas in which the IT team will example, Risk Identification can the IT team identify the risk? Identify potential threats. Risk Assessment can the IT team assess the situation? Determine the loss frequency the likelihood of potential breaches. Can it evaluate the loss to the organisation? How much damaged could it cause? Calculate the risk how much risk is the current IT system under? And lastly Risk Control can the IT team select the correct control strategies to combat the incoming and potential threats? Can they justify these controls to higher up managers? Those managers may not be comfortable in spending more money to give extra protections. And if this is done, can they implement the correct risk control? 
Creating a list of threats from most dangerous to least dangerous is important one the IT team has identified those threats and weaknesses. Sun Tzu once said “Know the enemy” by being able to plan for attacks, by learning from others and yourself a company like FlowTech can plan and prepare. 
Members of the information security community are some of the best and most knowledgeable people in an organisation. They will take the lead in an organisation identifying the risk to information assets. Predicting and learning about threats which FlowTech could face allows for early detection and limits the damage to a company. Those in management are responsible for ensuring that money, personnel, and time is giving to the information security team so FlowTech management will need to create a management team that allocates resources and trains staff for the information security team. The information technology community are tasked in building a secure system which operate safely. Its operations will ensure the network has good backups if there ever is a hard drive failure. While the IT community is tasked in providing valuation and threat perspectives.
· Evaluating current and proposed risk controls
· Determining which control options are cost effective for the organisation
· Acquiring or installing the needed controls
· Ensuring that the controls remain effective. 
[5]
In risk management the aim isn’t to entirely remove the risk of a breach but to prepare for it, using risk appetite an organisation like FlowTech will be given the nature of the risk that the organisation could face, with FlowTech being told how much risk they would be prepared to take as a trade off in a bid to find a balance between perfect security and unlimited accessibility. Because perfect security simply doesn’t exist in the current networking environment. With FlowTech being a private and smaller company, I don’t believe they would have the resources to be able to apply every single reasonable control and even invasive controls to protect information assets of the organisation. Compare that to a government agency like the home office, they would have almost unlimited resources and would be tasked significantly in ensuring every eventuality of risk management is explored to give them the best possible protection for the network. But compared to FlowTech they are a much smaller company meaning fewer hacking attempts will be attempted so it would ultimately be a big waste of money if they spent the same amount as a big organisation like the Home Office who are much more widely recognised and targeted.  
FlowTech can however ensure a firewall is installed as it would be cost friendly to the business but limits the chances of the network being breached. James Anderson an executive working as an information security officer for years says that “Well-informed sense of assurance that the information risks and controls are in balance” so what he is saying is that any organisation should always find the balance when it comes to decision-making. FlowTech should ensure that they spend and direct the right number of resources to certain assets in the organisation. FlowTech should never prioritise only certain assets in the organisation if it isn’t worth it, does the asset FlowTech is using worth the resources and time it takes to maintain it? If not FlowTech must use there IT team to plan and prepare and ensure they find the right balance when it comes to protecting the business. [5] 
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Residual Risk, when vulnerabilities have been controlled as much as possible there will always be risks that remain. These risks may not have been removed, shifted, or even planned. Once the risk management process has concluded residual risks will remain. Shown in image above FlowTech IT team would use this as a foundation to identify and be able to bring the residual risk into line of that FlowTech would deem acceptable in terms of how much risk they are prepared to take. The goal information security is not to bring the risk to zero because one it’s almost impossible but two you want that level of threat so the IT team stays on their feet for any new ways hackers can gain access to the system. FlowTech aim for its IT team in Residual Risk will be to inform those at the top at FlowTech of the uncontrolled risks and by working with the communities of interest to leave Residual Risk in place, then the IT team has achieved their goal. FlowTech will have their own risk tolerance, but if the Residual Risk is less than or equal to FlowTechs risk appetite then the Risk Management team has accomplished their job. 
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FlowTech will need to be able to identify risks that the company faces, Risk Identification must have a team of InfoSec professionals they must identify, classify and prioritize FlowTechs information assets. A threat assessment would take place to identify what assets in FlowTech are a more risk, once they have evaluated these, they can prioritise certain assets to give FlowTech the best security possible. The image above is show how risk identification would be used. For example, the IT team for FlowTech will plan and organize the process, planning will give them the opportunity to be able to set out a list of risk identifications on certain assets in FlowTech categorize the assets. They then will classify, value and prioritize assets what assets do the IT deem most valuable? For FlowTech they use cloud storages so their server rooms, routers etc will be given the biggest prioritization. The team must also be able to identity threats, in the case of FlowTech internally and externally the business could face threats. So being able to identify and then prioritize threats is vital to the safety of the business. Lastly specifying asset vulnerabilities, in the case of FlowTech this could be their email server, as they communicate with their customers over the internet, its vital they keep their email server safe and secure, knowing there’s potential that the customer could be vulnerable to hacks its important they can identify outside interference from customer communication could be breached. [5]
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Risk Assessment is the final step the IT team for FlowTech will take, they will evaluate the relative risk for each vulnerability. The IT team will give a risk rating or a score to each of FlowTechs information assets. A table will be created to show each information asset giving the IT team the relative risk to each vulnerable information asset. 
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The above image shows how the risk rating is set in a simple format. A method will evaluate the risk of each listed vulnerability. Evaluating each information asset and identifying its risk score can help the IT team to calculate the relative risk for each vulnerability. 
The next step the IT team will determine the loss frequency, what is the likelihood that a specific vulnerability will be attacked in FlowTech. The IT team will come up with the likelihood of FlowTech being attacked. Expected probability of a possible successful attack. The information will be coupled with the expected level of loss while evaluating the risk. The IT team at FlowTech will determine how regularly business like FlowTech face attacks, this could be every 5 years meaning a likelihood of an attack is 1/5 or 20 percent chance, the IT team will be tasked to find the likelihood of a breach so they can prepare for this eventuality. [5] An example of a likelihood would be Probability of you dying in a car accident in the UK in 2020 the World Health Organization estimated there were 4.7 deaths per 100k vehicles in the UK meaning the likelihood of you dying in a car crash was 4.7 in 100k. I have included more information from source in the appendix giving an example of a likelihood given examples of different scenarios.1) [6] 
[bookmark: _Toc89795038]Compliance
It’s vital for any organisation that they enforce and obey the correct laws. For an organisation like FlowTech it’s even more important as they are a primarily online IT based company, which uses the web to sell its services to its customers. Failure to enforce laws will not only lead to FlowTech failing as a company due to lack of trust from clients and customers, but they could also be in breach of the law, resulting in big fines and other punishments. 
First example of a law that FlowTech much obey is the Data Protection Act 2018, set by the UK government the data protection act is designed to protect the privacy and data of those who access and use the services of FlowTech. FlowTech must ensure they properly explain and have the permission from there customers of how they can use their data. FlowTech must ensure that date is used fairly, lawfully and transparently. Customer’s data should never be kept for longer than is necessary. As FlowTech collects customers data, FlowTech is responsible for protecting their data. Whenever or not they are encrypting the data through Cryptography or ensuring the physical building etc the servers, computers have the proper Physical Security, it’s the job of FlowTech to ensure that private data is protected at all costs. 
More laws that FlowTech must follow such as protecting the race ethic background of its customers, political opinions, religious beliefs these are personal to a FlowTech customer, some people may not want others to know personal information about them. FlowTech must adopt the Data Protection Act and my advice would be to ensure they properly explain to there customers what data they will be taking and how they will use this data. So, when entering a website FlowTech must ask permission from there customers to use their data. So, questions like informing how FlowTechs customers data will be used. Telling customers that their data can be erased. There is more data included in the appendix 2). [8] [7]
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The above image is an example in how FlowTech could structure its cyber security team. It’s vital within an organisation like FlowTech that an organisational structure is displayed to show different departments, and how these departments will work together, so at the very top FlowTech could assign three different departments, those departments will then communicate and will create more different departments, deciding how they will communicate with each other, what they will work on etc. 
Examples of different departments that FlowTech could have would be a Security Engineering department, that department would be tasked in keeping the security of the whole organisation up to date. Developing and maintaining the security architecture, ensuring that the physical security is being enforced for FlowTech, so ensuring that the company has proper sensors and alarms in place to secure the systems. Ensuring that all doors are locked and have proper security mechanisms in place like biometrics devices, pins etc. Even having a security team would also be classed as a part of the structure of FlowTech, while the security team may have its own department, that department would work closely with the security engineering team to minimise security attacks. 
Security Engineering Team





Security Guards

 

Other departments could be the Identity Management department for FlowTech this department would be tasked in ensuring that employees follow strict password requirements when protecting the companies IT systems. Putting in place more mechanisms to protect the companies IT systems could be introducing two-factor authentication, constantly updating and monitor pin management, assigning smart cards to employees, making sure that each employee has the right authorisation. 
An application security team can also be deployed, for FlowTech it’s vital they protect and continually update and improve the systems application. Ensuring firewalls, and effective anti-virus software’s are installed on each PC. Checking all PCs for potential viruses. 
Probably one of the most important departments that FlowTech would employee and put the most time and resources in would be the Information Asset Security team, this team would be tasked in protecting the company’s security assets. For example, servers would include the information of customers, staff etc. So, developing and maintaining the information asset inventories will allow this team to monitor and protect data.3) for more information go to the appendix. [9]


[bookmark: _Toc89795040]Conclusion
To conclude it’s vital that FlowTech keeps high level of security within there organisation. Keeping customer data safe should always be FlowTechs main priority. By adopting Risk Management FlowTech is able to identify and mitigating potential attacks that the organisation could face. Adopting the Data Protection Act 2018 FlowTech can ensure that they are in the law when handling customers data. And finally, it’s vital that FlowTech adopt the right Organisation Structure, by building a structure FlowTech can identify different areas in which how and when those departments work together, and how FlowTech can get the best possible results when it comes to profits, and protecting the organisations IT infrastructure. 
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