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Exercise 01: Compare Hash Values of Files to Check their Integrity
Lab Scenario
During an investigative process, a forensic examiner has to check the integrity of copies of several files that contain sensitive data of an organization. For this, he/she must calculate the hash values of the copies that are suspected to have been modified and compare them with the hash values of the original files that store the organization’s confidential data. Essentially, the investigator needs to compare the hashes of the suspect files with their pre-existing hashes to check whether the integrity of the files is preserved. What tool should the investigator use to compute and compare the hashes?

To be an expert computer forensic investigator, one must have sound knowledge of tools used for computing hashes.


Lab Objectives 
Hashing is performed on data such as files or text to generate unique fixed-length strings called hashes or checksums. Using hashes, one can determine the integrity of the given data.  
The objective of this lab is to demonstrate how to: 
· Generate the MD5 hash value of selected files using MD5 Calculator 
· Compare the generated hash values of files with their pre-existing hash values to determine the integrity of files
 

Lab Environment 
To carry out this lab, you need the following: 
· Windows Server 2022 virtual machine 
· Web browsers with an Internet connection 
· Administrator privileges to run the tools

Overview of the Lab
In this lab, you will be calculating the hashes of the files and comparing them with the hashes stored in the repository (i.e., Evidence Files\Image Files\Hashes.txt).

Lab Tasks
Note: In this lab, you are considering that the footprint of the investigation is not a major issue. 


1. In the Windows Server 2022 machine Navigate to Forensics tools to find MD5 Calculator, then double-click on setup.exe and follow the wizard-driven installation steps to install the application.
Note: If an Open File - Security Warning pop-up appears, click Run. 
2. Upon completing the installation, click Finish to exit the installation wizard. Ensure that Launch MD5 Calculator checkbox is checked.
3. In the MD5 Calculator window, click the Add Files option from the menu bar
[image: A screenshot of a computer

AI-generated content may be incorrect.]
4. In the Open window, navigate to Forensics tools Image Files, select peacesign.jpg file and click Open.
5. The selected image path will be displayed under the File section. Click Calculate to calculate the hash value of the .jpg file.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

6. The calculated hash value will be displayed under the MD5 Value section. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
7. After checking the MD5 digest, minimize the tool.
8. If you want to compare the hash value of a file, enter the pre-existing hash value of that file under the Compare To section and calculate the file’s hash. In this lab, we shall compare hash values of multiple files to see if their generated hash values match with the pre-existing hash values.
9. Navigate to Forensics tools Image Files and open Hashes.txt. This file contains hashes of some of the image files located in Forensics tools Image Files.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

10. In this lab, we will be comparing hashes of two files Friends2.jpg and Model.png. 
11. To compare the hashes of Friends2.jpg, copy the hashes corresponding to the file.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
12. Switch to the MD5 Calculator window; click on Add Files and select Friends2.jpg file from Forensics tools Image in the Open window and click on Open.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
13. Once the image file is selected, click on Calculate to calculate the MD5 hash of the file
[image: A screenshot of a calculator

AI-generated content may be incorrect.]

14. The MD5 hash value will be calculated and shown on the Current MD5 Value section.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
15. Now, paste the hash value that you copied in Step 12 into the Verify MD5 Value field, and click on Compare to compare both the hashes.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

16. MD5 Calculator instantly compares both the hashes. If the hashes are equal, as shown in the following screenshot, the file’s integrity is intact.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
17. Click OK to close the Information window. 19. 
18. Our next task would be to compare the hashes of the file Model.png.
19. To compare the hashes of Model.png, copy the hashes corresponding to the file from Forensics tools Image Hashes.txt.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
20. Switch to the MD5 Calculator window; click on Add Files, select Model.png from Forensics tools Image in the Open window, and click on Open.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
21. Once the image file is selected; click on Calculate to calculate the MD5 hash of the file.
[image: A screenshot of a calculator

AI-generated content may be incorrect.]
22. The MD5 hash value will be calculated and shown on the Current MD5 Value section
[image: A screenshot of a computer

AI-generated content may be incorrect.]

23. Now, paste the hash value that you copied in Step 20 into the Verify MD5 Value field and click on Compare to compare both the hashes.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

24. MD5 Calculator instantly compares both the hashes and shows that the hashes do not match, as shown in the following screenshot:
[image: A screenshot of a computer

AI-generated content may be incorrect.]

25. If the hashes do not match, the file’s integrity is under question and it needs to be further investigated. The file might have possibly been modified to act as a payload for an attack (or) to hide data inside it, etc.
26. Investigation of this file Model.png is covered in CHFIv11 Module 05 Defeating Anti-forensics Techniques labs.
27. In this manner, you can check the file hashes using MD5 Calculator, and compare the hashes to verify the file/files’ integrity.
28. Close all open windows.




Lab Analysis 
Analyse and document the results of this lab exercise.

Task: tryhackme.com

Create a login account on www.tryhackme.com

The tryhackme.com website is a learning cybersecurity platform where you can develop your skills by working through hands-on guide tasks and supporting videos.  You can also learn and test your skills with gamified, real-world cybersecurity challenges.

Now that you have created your account.

1. Once you have sign in go to learn
[image: ]

2. To select a free walk through task, select 
a. Search
[image: A screen shot of a computer

AI-generated content may be incorrect.]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Chose any of the free walkthrough exercises and give it a go. 

If you want specific labs such as Forensics type forensics in the section “Search security terms or topics” see figure above and attempt a lab of your choice. Each week try to complete a different one. 

There are many other similar site.  If you are using a different one please share it to the class.  We will use a number of this site free walkthrough exercise but the option is yours if you want to subscribe (pay).
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