Switching, Routing and Wireless (ACCA6022_LON)



Lab1

Basic Router Configuration Challenge


Router>enable 
Router#show ip interface brief
Router#config t
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)#
Router(config)#hostname R2
R2(config)#enable secret c1sco1234
R2(config)#ip domain name ccna-lab.com
R2(config)#no ip domain lookup
R2(config)#service password-encryption 
R2(config)#username SSHadmin secret 55Hadm!n
R2(config)#crypto key generate rsa general-keys modulus 1024
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#exec-timeout 6 0
R2(config-line)#exit
R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#exec-timeout 6 0
R2(config-line)#transport input ssh
R2(config-line)#login local
R2(config)#banner motd $ Authorized Access Only$
R2(config)#ipv6 unicast-routing i
R2(config)#interface gigabitEthernet 0/0/0
R2(config-if)#ip address 10.0.4.1 255.255.255.0
R2(config-if)#ipv6 address 2001:db8:acad:4::1/64
R2(config-if)#ipv6 address fe80::2:a link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#interface gigabitEthernet 0/0/1
R2(config-if)#ip address 10.0.5.1 255.255.255.0
R2(config-if)#ipv6 address 2001:db8:acad:5::1/64
R2(config-if)#ipv6 address fe80::2:b link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#interface serial 0/1/0
R2(config-if)#ip address 10.0.3.2 255.255.255.0
R2(config-if)#ipv6 address 2001:db8:acad:3::2/64
R2(config-if)#ipv6 address fe80::1:c link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#interface serial 0/1/1
R2(config-if)#ip address 209.165.200.225 255.255.255.252
R2(config-if)#ipv6 address 2001:db8:feed:224::1/64
R2(config-if)#ipv6 address fe80::1:d link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#exit
R2#wr


Assign Ip Addresses t PC3 and 4 manually


Lab2

Configure the router.



a.     On the R2 router, open a terminal. Move to privileged EXEC mode.
Router>enable

b.     Enter configuration mode.
Router#config t
  

c.     Assign a device name of R2 to the router.
Router(config)#hostname R2 

d.     Configure c1sco1234 as the encrypted privileged EXEC mode password.
R2(config)#enable secret c1sco1234


e.     Set the domain name of the router to ccna-lab.com.
R2(config)#ip domain name ccna-lab.com

f.      Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were host names.
R2(config)#no ip domain lookup

g.     Encrypt the plaintext passwords.
R2(config)#service password-encryption

h.     Configure the username SSHadmin with an encrypted password of 55Hadm!n.
R2(config)#username SSHadmin secret 55Hadm!n


i.      Generate a set of crypto keys with a 1024 bit modulus.
R2(config)#crypto key generate rsa general-keys modulus 1024


j.      Assign cisco as the console password, configure sessions to disconnect after six minutes of inactivity, and enable login. To prevent console messages from interrupting commands, use the        logging synchronous command.

R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#exec-timeout 6 0
R2(config-line)#exit

k.     Assign cisco as the vty password, configure the vty lines to accept SSH connections only, configure sessions to disconnect after six minutes of inactivity, and enable login using the local database.

R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#exec-timeout 6 0
R2(config-line)#transport input ssh
R2(config-line)#login local
R2(config-line)#exit

l.      Create a banner that warns anyone accessing the device that unauthorized access is prohibited.

R2(config)#banner motd $ Authorized Access Only$

m.   Enable IPv6 Routing.

R2(config)#ipv6 unicast-routing i

n.     Configure all four interfaces on the router with the IPv4 and IPv6 addressing information from the addressing table above. Configure all four interfaces with descriptions. Activate all four interfaces.

R2(config)#interface gigabitEthernet 0/0/0
R2(config-if)#ip address 10.0.4.1 255.255.255.0
R2(config-if)#ipv6 address 2001:db8:acad:4::1/64
R2(config-if)#ipv6 address fe80::2:a link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#interface gigabitEthernet 0/0/1
R2(config-if)#ip address 10.0.5.1 255.255.255.0
R2(config-if)#ipv6 address 2001:db8:acad:5::1/64
R2(config-if)#ipv6 address fe80::2:b link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#interface serial 0/1/0
R2(config-if)#ip address 10.0.3.2 255.255.255.0
R2(config-if)#ipv6 address 2001:db8:acad:3::2/64
R2(config-if)#ipv6 address fe80::1:c link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#interface serial 0/1/1
R2(config-if)#ip address 209.165.200.225 255.255.255.252
R2(config-if)#ipv6 address 2001:db8:feed:224::1/64
R2(config-if)#ipv6 address fe80::1:d link-local 
R2(config-if)#no shutdown 
R2(config-if)#exit
R2(config)#exit


o.     Save the running configuration to the startup configuration file

R2#wr


Step 2: Retrieve important hardware and software information.
Open configuration window

Questions:
What is the name of the IOS image that the router is running?

Version 03.16.05.S 

How much non-volatile random-access memory (NVRAM) does the router have?
32768K bytes

How much Flash memory does the router have?
3223551K bytes

What is the boot process for the router on the next reload?
Configuration register is 0x2102

Step 3: Display the running configuration.

How are passwords presented in the output?
c1sco1234

 Use the show running-config | begin vty command.

Question:
What is the result of using this command?
line vty 0 4
 exec-timeout 6 0
 password 7 0822455D0A16
 login local
 transport input ssh
!
!
!
end

Step 4: Display the routing table on the router
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
       * - candidate default, U - per-user static route, o - ODR
       P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/8 is variably subnetted, 6 subnets, 2 masks
C       10.0.3.0/24 is directly connected, Serial0/1/0
L       10.0.3.2/32 is directly connected, Serial0/1/0
C       10.0.4.0/24 is directly connected, GigabitEthernet0/0/0
L       10.0.4.1/32 is directly connected, GigabitEthernet0/0/0
C       10.0.5.0/24 is directly connected, GigabitEthernet0/0/1
L       10.0.5.1/32 is directly connected, GigabitEthernet0/0/1
     209.165.200.0/24 is variably subnetted, 2 subnets, 2 masks
C       209.165.200.224/30 is directly connected, Serial0/1/1
L       209.165.200.225/32 is directly connected, Serial0/1/1

Step 5: Display a summary list of the interfaces on the router.
Interface              IP-Address      OK? Method Status                Protocol 
GigabitEthernet0/0/0   10.0.4.1        YES manual up                    up 
GigabitEthernet0/0/1   10.0.5.1        YES manual up                    up 
Serial0/1/0            10.0.3.2        YES manual up                    up 
Serial0/1/1            209.165.200.225 YES manual up                    up 
Vlan1                  unassigned      YES unset  administratively down down

Lab3

Implement EtherChannel

SWA

Switch>en
Switch#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)#hostname SWA
SWA(config)#do show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 0
Number of aggregators:           0

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

	
SWA(config)#interface range g0/1-2
SWA(config-if-range)#switchport mode trunk


SWA(config-if-range)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, changed state to up

SWA(config-if-range)#shutdown


SWA(config-if-range)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to down

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, changed state to down

SWA(config-if-range)#channel-group 1 mode ?
  active     Enable LACP unconditionally
  auto       Enable PAgP only if a PAgP device is detected
  desirable  Enable PAgP unconditionally
  on         Enable Etherchannel only
  passive    Enable LACP only if a LACP device is detected
SWA(config-if-range)#channel-group 1 mode desirable
SWA(config-if-range)#
Creating a port-channel interface Port-channel 1

SWA(config-if-range)#no shutdown


SWA(config-if-range)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, changed state to up

SWA(config-if-range)#exit
SWA(config)#interface port-channel 1
SWA(config-if)#switchport mode trunk
SWA(config-if)#end
SWA#
%SYS-5-CONFIG_I: Configured from console by console

SWA#show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 1
Number of aggregators:           1

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

1      Po1(SD)           PAgP   Gig0/1(I) Gig0/2(I) 
SWA#show interface trunk
SWA#
SWA#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
SWA(config)#interface range fa 0/21-22
SWA(config-if-range)#switchport mode trunk


SWA(config-if-range)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to up

SWA(config-if-range)#shutdown


SWA(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to down

SWA(config-if-range)#channel group 2 mode ?
% Ambiguous command: "channel group 2 mode "
SWA(config-if-range)#channel-group 2 mode  ?
  active     Enable LACP unconditionally
  auto       Enable PAgP only if a PAgP device is detected
  desirable  Enable PAgP unconditionally
  on         Enable Etherchannel only
  passive    Enable LACP only if a LACP device is detected
SWA(config-if-range)#channel-group 2 mode  active
SWA(config-if-range)#
Creating a port-channel interface Port-channel 2

SWA(config-if-range)#no shutdown


SWA(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to up

SWA(config-if-range)#exit
SWA(config)#
SWA(config)#interface port-channel 2 
SWA(config-if)#switchport mode trunk
SWA(config-if)#end
SWA#
%SYS-5-CONFIG_I: Configured from console by console

SWA#show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 2
Number of aggregators:           2

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

1      Po1(SD)           PAgP   Gig0/1(I) Gig0/2(I) 
2      Po2(SD)           LACP   Fa0/21(I) Fa0/22(I) 
SWA#show vlan

VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Po1, Po2, Fa0/1, Fa0/2
                                                Fa0/3, Fa0/4, Fa0/5, Fa0/6
                                                Fa0/7, Fa0/8, Fa0/9, Fa0/10
                                                Fa0/11, Fa0/12, Fa0/13, Fa0/14
                                                Fa0/15, Fa0/16, Fa0/17, Fa0/18
                                                Fa0/19, Fa0/20, Fa0/23, Fa0/24
1002 fddi-default                     active    
1003 token-ring-default               active    
1004 fddinet-default                  active    
1005 trnet-default                    active    

VLAN Type  SAID       MTU   Parent RingNo BridgeNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ -------- ---- -------- ------ ------
1    enet  100001     1500  -      -      -        -    -        0      0
1002 fddi  101002     1500  -      -      -        -    -        0      0   
1003 tr    101003     1500  -      -      -        -    -        0      0   
1004 fdnet 101004     1500  -      -      -        ieee -        0      0   
1005 trnet 101005     1500  -      -      -        ibm  -        0      0   

 --More-- 


SWB

Switch>en
Switch>enable 
Switch#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)#hostnameSWB
                       ^
% Invalid input detected at '^' marker.
	
Switch(config)#hostname SWB
SWB(config)#do show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 0
Number of aggregators:           0

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

SWB(config)#interface range g0/1-2
SWB(config-if-range)#switchport mode trunk
SWB(config-if-range)#shutdown


SWB(config-if-range)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to down

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, changed state to down

SWB(config-if-range)#channel-group 1 mode ?
  active     Enable LACP unconditionally
  auto       Enable PAgP only if a PAgP device is detected
  desirable  Enable PAgP unconditionally
  on         Enable Etherchannel only
  passive    Enable LACP only if a LACP device is detected
SWB(config-if-range)#channel-group 1 mode desirable
SWB(config-if-range)#
Creating a port-channel interface Port-channel 1

SWB(config-if-range)#no shutdown


SWB(config-if-range)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, changed state to up

%LINK-5-CHANGED: Interface Port-channel1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel1, changed state to up

SWB(config-if-range)#exit
SWB(config)#interface port-channel 1
SWB(config-if)#switchport mode trunk
SWB(config-if)#end
SWB#
%SYS-5-CONFIG_I: Configured from console by console

SWB#show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 1
Number of aggregators:           1

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

1      Po1(SU)           PAgP   Gig0/1(P) Gig0/2(P) 
SWB#show interface trunk
Port        Mode         Encapsulation  Status        Native vlan
Po1         on           802.1q         trunking      1

Port        Vlans allowed on trunk
Po1         1-1005

Port        Vlans allowed and active in management domain
Po1         1

Port        Vlans in spanning tree forwarding state and not pruned
Po1         1

SWB#en
SWB#enable 
SWB#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
SWB(config)#interface range fa 0/23-24
SWB(config-if-range)#switchport mode trunk
	
SWB(config-if-range)#shutdown


SWB(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to down

SWB(config-if-range)#channel-droup 3 mode ?
% Unrecognized command
SWB(config-if-range)#channel-group 3 mode 
% Incomplete command.
SWB(config-if-range)#channel-group 3 mode ?
  active     Enable LACP unconditionally
  auto       Enable PAgP only if a PAgP device is detected
  desirable  Enable PAgP unconditionally
  on         Enable Etherchannel only
  passive    Enable LACP only if a LACP device is detected
SWB(config-if-range)#channel-group 3 mode passive
SWB(config-if-range)#
Creating a port-channel interface Port-channel 3

SWB(config-if-range)#no shutdown


SWB(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to up

SWB(config-if-range)#exit
SWB(config)#interface port-channel 3
SWB(config-if)#switchport mode trunk
SWB(config-if)#end
SWB#
%SYS-5-CONFIG_I: Configured from console by console

SWB#show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 2
Number of aggregators:           2

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

1      Po1(SU)           PAgP   Gig0/1(P) Gig0/2(P) 
3      Po3(SD)           LACP   Fa0/23(I) Fa0/24(I) 
SWB#show interface trunk
Port        Mode         Encapsulation  Status        Native vlan
Po1         on           802.1q         trunking      1

Port        Vlans allowed on trunk
Po1         1-1005

Port        Vlans allowed and active in management domain
Po1         1

Port        Vlans in spanning tree forwarding state and not pruned
Po1         1

SWB#

SWC


Switch#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)#interface range fa 0/21-22
Switch(config-if-range)#switchport mode trunk
Switch(config-if-range)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to up

%LINK-3-UPDOWN: Interface Port-channel2, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel2, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to up

Switch(config-if-range)#shutdown


Switch(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to down

Switch(config-if-range)#channel-group 2 mode ?
  active     Enable LACP unconditionally
  auto       Enable PAgP only if a PAgP device is detected
  desirable  Enable PAgP unconditionally
  on         Enable Etherchannel only
  passive    Enable LACP only if a LACP device is detected
Switch(config-if-range)#channel-group 2 mode active
Switch(config-if-range)#no shutdown


Switch(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/21, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/22, changed state to up

%LINK-5-CHANGED: Interface Port-channel2, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel2, changed state to up

Switch(config-if-range)#exit
Switch(config)#intrface port-channel 2 
                  ^
% Invalid input detected at '^' marker.
	
Switch(config)#interface port-channel 2 
Switch(config-if)#switchport mode trunk
Switch(config-if)#end
Switch#
%SYS-5-CONFIG_I: Configured from console by console

Switch#show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 2
Number of aggregators:           2

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

2      Po2(SU)           LACP   Fa0/21(P) Fa0/22(P) 
3      Po3(SU)           LACP   Fa0/23(P) Fa0/24(P) 
Switch#show interface trunk
Port        Mode         Encapsulation  Status        Native vlan
Po2         on           802.1q         trunking      1
Po3         on           802.1q         trunking      1

Port        Vlans allowed on trunk
Po2         1-1005
Po3         1-1005

Port        Vlans allowed and active in management domain
Po2         1
Po3         1

Port        Vlans in spanning tree forwarding state and not pruned
Po2         1
Po3         none

Switch#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)#interface range fa 0/23-24
Switch(config-if-range)#switch mode trunk
Switch(config-if-range)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to up

%LINK-3-UPDOWN: Interface Port-channel3, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel3, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to up

Switch(config-if-range)#shutdown


Switch(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to down

Switch(config-if-range)#channel-group 3 mode ?
  active     Enable LACP unconditionally
  auto       Enable PAgP only if a PAgP device is detected
  desirable  Enable PAgP unconditionally
  on         Enable Etherchannel only
  passive    Enable LACP only if a LACP device is detected
Switch(config-if-range)#channel-group 3 mode active
Switch(config-if-range)#no shutdown


Switch(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to up

%LINK-5-CHANGED: Interface Port-channel3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel3, changed state to up

Switch(config-if-range)#exit
Switch(config)#interface port-channel 3
Switch(config-if)#switchport mode trunk
Switch(config-if)#end
Switch#
%SYS-5-CONFIG_I: Configured from console by console

Switch#show etherchannel summary
Flags:  D - down        P - in port-channel
        I - stand-alone s - suspended
        H - Hot-standby (LACP only)
        R - Layer3      S - Layer2
        U - in use      f - failed to allocate aggregator
        u - unsuitable for bundling
        w - waiting to be aggregated
        d - default port


Number of channel-groups in use: 2
Number of aggregators:           2

Group  Port-channel  Protocol    Ports
------+-------------+-----------+----------------------------------------------

2      Po2(SU)           LACP   Fa0/21(P) Fa0/22(P) 
3      Po3(SU)           LACP   Fa0/23(P) Fa0/24(P) 
Switch#show interface trunk
Port        Mode         Encapsulation  Status        Native vlan
Po2         on           802.1q         trunking      1
Po3         on           802.1q         trunking      1

Port        Vlans allowed on trunk
Po2         1-1005
Po3         1-1005

Port        Vlans allowed and active in management domain
Po2         1
Po3         1

Port        Vlans in spanning tree forwarding state and not pruned
Po2         1
Po3         none

Switch#

Lab4


Inter-VLAN Routing Challenge

R1>en
R1>enable 
R1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
	
R1(config)#do show ip interface brief
Interface              IP-Address      OK? Method Status                Protocol 
GigabitEthernet0/0     172.17.25.2     YES manual up                    up 
GigabitEthernet0/1     unassigned      YES unset  administratively down down 
Vlan1                  unassigned      YES unset  administratively down down
R1(config)#interface g0/1.10
R1(config-subif)#encapsulation dot1q 10
R1(config-subif)#ip address 172.17.10.1 255.255.255.0
R1(config-subif)#exit
R1(config)#interface g0/1.30
R1(config-subif)#encapsulation dot1q 20
R1(config-subif)#ip address 172.17.20.1 255.255.255.0
R1(config-subif)#exit
R1(config)#interface g0/1.30
R1(config-subif)#encapsulation dot1q 30
R1(config-subif)#ip address 172.17.30.1 255.255.255.0
R1(config-subif)#exit
R1(config)#interface g0/1.88
R1(config-subif)#encapsulation dot1q 88
R1(config-subif)#ip address 172.17.88.1 255.255.255.0
R1(config-subif)#exit
R1(config)#interface g0/1.99
R1(config-subif)#encapsulation dot1q 99
R1(config-subif)#ip address 172.17.99.1 255.255.255.0
R1(config-subif)#exit
R1(config)#interface g0/1
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.10, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.10, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.30, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.88, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.88, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.99, changed state to up

R1(config-if)#
R1(config)#interface g0/1.88
R1(config-subif)#encapsulation dot1q 88 native
R1(config-subif)#



s1

S1>en
S1>enable 
S1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#interface vlan 99
S1(config-if)#ip address 172.17.99.10 255.255.255.0
S1(config-if)#exit
	
S1(config)#ip default-gateway 172.17.99.1
S1(config)#no shutdown
	
S1(config)#vlan 10
S1(config-vlan)#name faculty/staff
S1(config-vlan)#vlan 20
S1(config-vlan)#name students
S1(config-vlan)#vlan 30
S1(config-vlan)#name guest
S1(config-vlan)#vlan 88
S1(config-vlan)#name native
S1(config-vlan)#vlan 99
S1(config-vlan)#
%LINK-5-CHANGED: Interface Vlan99, changed state to up

S1(config-vlan)#name management
S1(config-vlan)#exit
S1(config)#interface range fa0/11-17
S1(config-if-range)#switchport mode access
S1(config-if-range)#switch access vlan 10
	
S1(config-if-range)#interface range fa0/18-24
S1(config-if-range)#switchport mode access
S1(config-if-range)#switch access vlan 20
S1(config-if-range)#exit
S1(config)#interface range fa0/6-10
S1(config-if-range)#switchport mode access
S1(config-if-range)#switch access vlan 30
S1(config-if-range)#exit
S1(config)#interface range g 0/1
S1(config-if-range)#switch mode trunk

S1(config-if-range)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up

S1(config-if-range)#switch trunk native vlan 88
S1(config-if-range)#exit
S1(config)#interface range fa0/1-5, fa0/1-10, fa0/12-17, fa0/19-24, g0/2
S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/3, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively down


%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to administratively down
S1(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/6, changed state to down

S1(config-if-range)#

Lab5

Navigate the IOS

Question:
What is the setting for bits per second?  

9600

Question:
What is the prompt displayed on the screen? 

Switch Ports Model              SW Version            SW Image
------ ----- -----              ----------            ----------
*    1 26    WS-C2960-24TT-L    15.0(2)SE4            C2960-LANBASEK9-M



Question:
Which command begins with the letter ‘C’?

connect     Open a terminal connection


At the prompt, type t and then a question mark (?).

S1> t?

Question:
Which commands are displayed?

telnet  terminal  traceroute 

At the prompt, type te and then a question mark (?).

S1> te?

Question:
Which commands are displayed?

telnet  terminal

 At the prompt, type the question mark (?).

S1> ?

Question:
What information is displayed for the enable command?

enable      Turn on privileged commands

Type en and press the Tab key.

S1> en<Tab>

Question:
What displays after pressing the Tab key?

enable

What would happen if you typed te<Tab> at the prompt?

S1>te


How many commands are displayed now that privileged EXEC mode is active?
  
  clear       Reset functions
  clock       Manage the system clock
  configure   Enter configuration mode
  connect     Open a terminal connection
  copy        Copy from one file to another

S1# configure

Question:
What is the message that is displayed?

Configuring from terminal, memory, or network [terminal]? 

S1# show clock

Question:
What information is displayed? What is the year that is displayed?

*5:8:32.434 UTC Mon Mar 1 1993

S1# clock<ENTER>

Question
What information is displayed?

 % Incomplete command

S1# clock ?

Question:
What information is displayed?
 
clock

S1# clock set ?

Questions:
What information is being requested?

hh:mm:ss  Current Time

S1#show clock
15:0:8.352 UTC Wed Jan 31 2035

S1# cl<tab>

Questions:
What information was returned?

S1#cl

S1# clock

Question:
What information was returned?

S1#clock
% Incomplete command.


S1# clock set 25:00:00
% Invalid input detected at '^' marker.
S1# clock set 15:00:00 32
% Invalid input detected at '^' marker.

Lab6

Troubleshooting EIGRP for IPv4
Enhanced Interior Gateway Routing Protocol



Device - R1 

Identified Problem - Has not established any adjacencies

Proposed Solution - Remove EIGRP 11 and configure EIGRP 1 advertise the directly connected network and set the passive-interface g0/0 and disable automatic summarization

Resolved?
Configuration R1:

R1>en
R1>enable 
R1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#no router eigrp 11
R1(config)#router eigrp 1
R1(config-router)#network 172.31.10.0 0.0.0.255
R1(config-router)#network 172.31.40.224 0.0.0.3
R1(config-router)#
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 172.31.40.226 (Serial0/0/0) is up: new adjacency

R1(config-router)#network 172.31.40.232 0.0.0.3
R1(config-router)#
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 172.31.40.234 (Serial0/0/1) is up: new adjacency

R1(config-router)#passive-interface gigabitEthernet 0/0
R1(config-router)#no auto-summary
R1(config-router)#^Z

 

 
Device - R2  

Identified Problem - Is not forming an adjacency with R3

Proposed Solution - advertise the 172.31.40.228/30 network

Resolved?

Configuration R2:

R2>en
R2>enable 
R2#config t
Enter configuration commands, one per line.  End with CNTL/Z.
R2(config)#router eigrp 1
R2(config-router)#network 172.31.40.228
R2(config-router)#
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 172.31.40.230 (Serial0/0/1) is up: new adjacency
^Z
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#^Z
R2#wr

Device - R3 

Identified Problem - Is performing automatic summarization

Proposed Solution - Disable automatic summarization using the #no auto-summary EIGRP  subcommand

Resolved?
 
Configuration R3:

R3>en
R3>enable 
R3#config t
Enter configuration commands, one per line.  End with CNTL/Z.
R3(config)#router eigrp 1
R3(config-router)#no auto-summary
R3(config-router)#
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 172.31.40.233 (Serial0/0/0) resync: summary configured

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 172.31.40.229 (Serial0/0/1) resync: summary configured
^Z
R3#
%SYS-5-CONFIG_I: Configured from console by console

R3#wr

