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In order to install and configure the network and services required the following implementation was setup on top of the network created in task 1 of this assignment: -
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[bookmark: __RefHeading___Toc15729_699130923]Domain controller and Active Directory on Swansea Server to create gareth.noss domain and forest.
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London client connectivity IP
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Script for importing users from CSV file into London AD
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London File Share Group in AD with London Users for Share Permissions
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London DHCP
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RDS Web Access
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AD scripts provided give errors….
During the course of the semester and the development of the current network topology and networking services setup the described setup was possible. It was not without issues however, The implementation of certain services have interfered with the setup of other features. This is most prominently noticeable when installing the routing and remote services, and the remote desktop service as we require the network policy server (NPS).
After having make some mistakes trying to set up KFEv2 instead of PPTP. After the certificate was created from the certification server and enrolled on both servers I was unable to get the service to connect. When rolling this change back to the original PPTP the NPS was left unchanged (as an oversight I did not release it had rules added to it with the connection change).
This then caused later issues with the setup and enrolled certificates when setting up the Remote Desktop Service.
Another issue was also encountered, after a restart I was unable to start the terminal services, routing or RDS. This was caused by the NPS server being unable to write to the log file.
NPS bug on windows server 2019 - Microsoft Community 
Unfortunately, I was unable to sort this out and had to use the work around. The work around involves turning off the mechanism to deny all requests for connections from the NPS if logging is unavailable.
Another issue that constantly plagued my setup and work was my Oracle VM’s crashing, which I managed to make less frequent by installing the guest additions CD for oracle windows VMs and then updating the guest additions, as the guest additions alone was locking up my VMs. The guest additions was required to copy and paste to and from the server with clipboard.
With the knowledge gained from the course work and my own reading I was able to navigate and diagnose the errors and issues that I was faced with.
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In regards to the issues faced, partially it was the crashing of the VM’s that was leaving changes and services half installed, on occasion they needed to be re installed.
Guest additions always locks up the Windows 11 VM - virtualbox.org 
The worst moment was when I restarted the London domain controller to find that the NPS was denying access to all connections. This caused me to re install routing and remote services, NPS, and the RDS. This was devastating to the progress of the documentation.
However, I approach problems and issues as an opportunity to get some real experience and solidify current and new knowledge gain through the passage of solving the issue.
Updated Screen shots have been provided, and also a screen shot at the end with all of the machines in their final state with the Oracle Virtual box implementation and the time of the host machine which matches the VMs.
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+Fb6b:723b:53b6%11] with 32 bytes of data:
53b6%11: timecims
53b6%11: timecims
::4e19:fb6b:723b:53b0%11: time<ims
2e19:fb6b:723b:53b6%11: time<ims

ping statistics for fege::4e19:fb6b:723b:53b6%11:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
ppproximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Adninistrator>ping Win2622Server-LD

pinging Win2622Server-1D [feg0::8163:cbbo:811b:8fa2%11] with 32 bytes of data:
[Reply from fege::8163:cbb9:811b:8Fa2%11: time<ims
[Reply from fege::8163:cbb9:811b:8fa2%11: time<ims
[Reply from fege::8163:cbb9:811b:8fa2%11: time<ims

ping statistics for fege::8163:cbb9:811b:8fa2¥%11:
Packets: Sent = 3, Received = 3, Lost = © (6% loss),
ppproximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms
jControl-C
c

(C: \Users\Administrator>ping Win2022Server-SD
ping request could not find host Win2e22Server-sD. Please check the name and try again.

:\Users\Adninistrator>ping Win2e225erver-si

Pinging win2622server-su.gareth.noss [10.1.6.1] with 32 bytes of data:
[Reply from 16.1.6.1: bytes=32 time<ims TTL=128

2 time<ins TTL-128

2 timecins TTL-128

ping statistics for 16.1.6.1:

Packets: Sent = 3, Received = 3, Lost = © (6% loss),
ppproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

\Users\Administrators,
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Administrator:

:\Users\Administrator>ping 16.2.0.1

pinging 10.2.6.1 with 32 bytes of data:
Reply from 10.2.6.1: bytes-32 time<ims TTL-128
Reply from 10.2.6.1: bytes-32 time<ims TTL-128

53

ping statistics for 10.2.0.1:
Packets: Sent = 2, Received = 2, Lost = © (8% loss),

Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

ontrol-C

-c

:\Users\Administrator>ping 192.1.1.2
pinging 192.1.1.2 with 32 bytes of data:

Reply from 192.1.1.2: bytes=32 time<ims TT!
Reply from 192.1.1.2: bytes=32 time<ims TT!

ping statistics for 192.1.1.2:
Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms
ontrol-C
~c
:\Users\Administrator>ping 16.1.0.1

pinging 10.1.6.1 with 32 bytes of data:
Reply from 10.1.6.1: bytes-32 time<ims TTL-126

ping statistics for 10.1.8.1:
Packets: Sent = 1, Received = 1, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms
ontrol-C
-
:\Users\Administrator>ping 16.1.6.2

pinging 10.1.6.2 with 32 bytes of data:
Reply from 10.1.6.2: bytes-32 time<ims TTL-126

ping statistics for 10.1.8.2:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
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Prompt

:\Users\Administrator>ping SW-PC

Pinging SW-PC.gareth.noss [10.1.6.2] with 32 bytes of data:
Reply from 10.1.6.2: bytes=32 time<ims TTL=126
Reply from 16.1.6.2: bytes=32 time<ims TTL=126
Reply from 16.1.6.2: bytes=32 time<ims TTL=126
Reply from 16.1.6.2: bytes=32 time<ims TTL=126

Ping statistics for 10.1.6.2:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Adninistrator>ping Win2622Server-LD

Pinging win2e22server-1d.1d.gareth.noss [16.2.6.240] with 32 bytes of data:
Reply from 16.2.6.246: 2 timecims TTL-127
Reply from 16.2.6.246: 2 time<ims TTL-127
Reply from 16.2.6.246: 2 time<ims TTL-127
Reply from 10.2.6.240: 2 timecims TTL-127

Ping statistics for 10.2.6.246:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Administrators.
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C: \Users\Adninistrator>ping Win2622Server-Sk

binging win2622server-su.gareth.noss [192.1.1.1] with 32 bytes of data:

Reply from 192.1.1.1: byte:

Reply from
Reply from 192.1.1.1: byte:

ping statistics for 192.1.1.1
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C: \Users\Administrators,
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1 # Path to user import file
Suser_import_csv_path = "C:\temp\users_list_updated_full.csv"

# Path to test user import file

# Suser_inport_csv_path = "C:\temp\users_list_updated_partial.csv"

# Tnport csv to variable
Suser_list = Import-Csv Suser_import_csv_path

9 # Loop each Field in user_csv
10 # Name GivenName SurName SamAccount Password Email OFficePhone City Title Organization

12 foreach(suser in Suser_Tist) {

13
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