ACCA6029 - Industrial
Based Research

By Jonney Corner (1809784)




Azure Arc




Project Context




Problem Statement

» Flexibility & Scalability

» Compliance & Security

» Different Management Solutions
>

Hybrid Environment Manageability and Monitoring




Industrial Context

» Efficiency

» Cloud Adaptation

» Security & Governance
>

Digital Transformation




Solutions

» Improved Operational Efficiency
» Hardened Security & Compliance
» Centralized Management

» Flexibility & Scalability




Aims & Objectives of Delivering Azure Arc

Aims
» Implement hybrid server management onto a cloud facing solution.
» Enhanced security

» Centralised management

Objectives

» Exploring a suitable method to get on-premise infrastructure accessible
through the one pane of glass approach.

» Flexibility & Integration



Research and Analysis Methodologies

» Agile

» Kanban
» Lean

» Waterfall




Project Planning

Phase 1 - Planning (Weeks 1-2)

Week 1

Activity

Assess the scope of the project and set goals.

Look to bring in any stakeholders into the project team where required.

Assess the stature of the infrastructure by carrying out a full assessment.

Gather all requirements along with specifying criterion for projects success.

Look at what resources are required to help deliver the project

Put together a project plan detailing how the work is going be delivered further

Build pilot environment for extensive testing for onboarded servers.

Collate a list of servers that will be targeted as part of pilot testing.

Plan/schedule training or development time in relation to Azure Arc technology.




Project Planning

Phase 2 - Pre-Production Implementation (Weeks 3-4)

Week 3

Activity

Configure the initial compliance and connected machine-based policies

Roll out the Arc connected machine agent to servers that are part of the pilot list.

Thoroughly test server management functionality from console.

Log any issues encountered whilst testing into a raid log where they will be remediated.

Gather feedback from the infrastructure team on how they are finding managing the pilot servers

Carry out further evaluations by aggregating security and performance metrics.

Look to map ocut implementation to the production environment.




Project Planning

Phase 3 - Production Implementation (Weeks 5-8)

Week 5

Week 6

Week 7

Activity

Raise a high-change control detailing the plan of implementing to production servers
Schedule recurring meetings with stakeholders and the infrastructure team

Deploy the Arc connected machine agent to production server environment.

Gather telemetry on the deployment's progression

Continue to monitor implementation progression.

Verify that the connected machine agent has successfully installed on all servers

Further testing to ensure nothing has been missed in terms of configuration policies

Consult with Cyber Security team to verify if any additional compliance policies are required

Update any documentation and guidance on the technologies use and update the project task lists

Consideration in providing further training to key users if required.




Project Planning

Phase 4 - Post-Deployment Optimization & Enhancements (Weeks 9-10)

P

Carry out a thorough review of Arc estates overall posture.

Review areas that potentially require further improvements.

Implement improvements and performance enhancements where required.

Move all management and monitoring for servers from VMWare to Arc as the central operations center.

Look at the development roadmap from Microsoft and remain aware of any upcoming features that can be leveraged




Project Resources Required

» Network bandwidth capacity

» Guarantee adequate existing server infrastructure
» Licensing requirements
>

Consistent budget for ongoing and future support




Potential Impacts and Limitations

» Has the capabilities to potentially bolster management operations between a
number of environments centrally.

» Maintaining a consistent blanket of security policies across a diverse set of
server hardware and software can require specialist skills.



Thank you
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