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[bookmark: _Toc237168257]Abstract
Cybersecurity has become an important business concern for AeroLink Logistics because its daily operations rely on connected systems, cloud services, warehouse applications, fleet-tracking platforms and external suppliers. This report examines the organisation’s current cybersecurity position and identifies governance and compliance gaps that may place its services, information and reputation at risk. Its purpose is to recommend a practical security approach that protects essential operations, supports legal and contractual responsibilities, and remains suitable as the business continues to grow.
The discussion considers leadership, accountability, compliance monitoring, risk management, security controls, business continuity and supplier oversight. The findings show that the main concern is not simply a lack of technical safeguards. Security duties are spread across different departments, ownership is not always clear, supplier risks are managed inconsistently, and recovery arrangements may not be tested regularly. If these weaknesses are left unresolved, they could result in delivery delays, financial loss, legal difficulties and a decline in customer confidence.
To improve the present situation, the proposed changes should be introduced in realistic and manageable phases. Senior management needs to provide clear direction, assign risk and control owners, and review performance using reliable evidence. Early priorities include multi-factor authentication, privileged-access reviews, employee awareness, centralised monitoring and properly tested backups. Critical suppliers also require careful assessment throughout the relationship, supported by clear contractual requirements for data protection, incident reporting and service recovery. Regular exercises are needed to confirm that essential operations can continue during a serious disruption.
The report concludes that cybersecurity becomes more effective when people, processes, technology and suppliers are treated as connected parts of one programme. With consistent leadership, suitable resources and regular review, the company can reduce exposure, respond more effectively to incidents and support future growth with greater confidence, while protecting service reliability, stakeholder trust and long-term business value.

1. 
1. [bookmark: _Toc237168258]Introduction 
Digital technology performs a central role in modern logistics, supporting stock control, fleet tracking, customer communication and the exchange of information with business partners. Although these systems improve speed and efficiency, they also create wider exposure to cyber threats. A compromised account, unavailable cloud service or security failure within the supply chain could delay deliveries, expose sensitive information and damage customer confidence. For AeroLink Logistics, cybersecurity is therefore a business concern that requires attention beyond the IT department [1].
Strong governance is necessary to provide direction, assign responsibility and ensure that security decisions support operational priorities. Compliance is equally important, as the organisation must meet its legal, regulatory and contractual obligations and demonstrate that appropriate measures are operating effectively [2]. Technical safeguards and written policies may offer limited value when ownership is unclear, risks are assessed inconsistently, or supplier access is not controlled. An organised approach is needed to bring leadership, employees, processes, technology and external providers together [3].
The organisation’s current cybersecurity position and the challenges linked to its growing dependence on digital services. It evaluates recognised security frameworks and uses their relevant principles to develop a governance and compliance model suited to the business. The discussion considers organisational context, framework selection, accountability, compliance monitoring, risk management and security-control implementation. It also addresses business continuity, third-party vendor oversight and the need for continuing improvement. By exploring these areas in sequence, the report provides a clear basis for understanding AeroLink’s security needs before presenting practical recommendations in the later chapters.

2. [bookmark: _Toc237168259]AeroLink Logistics: Organisational context and Cybersecurity Challenges
AeroLink Logistics works in an environment where speed, accuracy and uninterrupted information flow are essential. Its everyday activities depend on cloud services, warehouse applications, fleet-tracking tools, customer portals and links with external suppliers. These technologies help the organisation coordinate deliveries and respond quickly to demand; however, they also create a closely connected operating model in which one failure may affect several services. Modern logistics networks gain value from digital connectivity, yet this same interdependence can make disruption spread across the supply chain [4].
[image: ]
Figure 1: Current digital operating environment
The present cybersecurity position appears to have developed gradually alongside business growth rather than through one coordinated plan. Security responsibilities are distributed across departments, making it difficult to identify who approves risk decisions, monitors controls or reports concerns to senior management. Technical measures may already be in place, but their effectiveness cannot be assumed when access reviews, monitoring and recovery testing are inconsistent. Information security depends on management, policy, people and technology working together, rather than on technical tools alone [5]. This is particularly relevant where operational staff, warehouse teams, drivers and contractors use shared digital services.
Third-party dependence adds another layer of exposure. Cloud providers, software vendors and logistics partners may process information or support systems that are essential for daily operations. A weakness within one supplier could therefore interrupt deliveries, expose customer data or reduce visibility across the fleet. Limited assurance over vendor access and recovery capability may leave the organisation responsible for consequences that originate outside its direct control.
Table 1: Key cybersecurity weaknesses and business effects
	Identified weakness
	Possible business effect

	Fragmented security ownership
	Inconsistent decisions and weak accountability

	Heavy supplier dependence
	Service disruption or data exposure

	Uneven access management
	Unauthorised access to sensitive systems

	Limited central monitoring
	Delayed detection and response

	Insufficient recovery testing
	Longer outages and delivery disruption



These conditions create operational, financial, legal and reputational concerns. A compromised account may allow unauthorised access, while poor monitoring could delay the discovery of suspicious activity. An unavailable warehouse or tracking platform could lead to missed collections, customer complaints and contractual penalties. The central challenge is therefore not one isolated vulnerability, but the absence of consistent ownership and oversight across an interconnected business environment. This chapter establishes the current context and key weaknesses that the later sections will assess through governance, compliance, risk and control perspectives.

Taken together, these issues clearly show how a local security weakness could become a wider business problem affecting service continuity, customer trust and organisational performance.


3. [bookmark: _Toc237168260]Security Framework Research and Evaluation 
Selecting a suitable security framework is important because the organisation needs more than isolated technical measures. It requires a repeatable way to connect business priorities, legal duties, risk decisions and day-to-day security work. A framework can provide this structure, but it must be assessed against the company’s size, digital dependence, supplier relationships and available resources. This chapter evaluates ISO/IEC 27001:2022 and NIST Cybersecurity Framework (CSF) 2.0 for that purpose.

[bookmark: _Toc237168261]3.1 ISO/IEC 27001:2022
ISO/IEC 27001:2022 provides requirements for establishing, maintaining and continually improving an Information Security Management System (ISMS) [6]. Its main value is the disciplined management structure it creates through leadership commitment, defined scope, risk assessment, documented responsibilities, performance evaluation and corrective action. This makes it particularly useful where the organisation must demonstrate accountability to customers, regulators and commercial partners. Certification can also provide independent assurance, although adopting the standard does not require immediate certification.

Its strength is also a possible limitation. Establishing an ISMS requires time, skilled staff, reliable evidence and regular internal review. If applied mechanically, it may create excessive documentation without improving operational security. Practical security-management guidance therefore supports keeping the scope, risk treatment and controls closely connected to business needs [7].

[bookmark: _Toc237168262]3.2 NIST Cybersecurity Framework 2.0
NIST CSF 2.0 takes a more flexible, outcome-based approach. It organises cybersecurity activity into six Functions: Govern, Identify, Protect, Detect, Respond and Recover [8]. Current and Target Profiles allow an organisation to compare its present position with its intended outcomes, while Implementation Tiers help describe the consistency of risk-management practices. This language is easier to communicate across management, technical teams and suppliers, making the framework useful for prioritising improvement.

However, the CSF does not prescribe exactly how each outcome must be achieved, and it does not provide a certifiable management system. Its flexibility may lead to inconsistent interpretation if responsibilities, evidence and review arrangements are not established. More broadly, security literature shows that a framework becomes effective only when governance, people, resources and technology support one another [9].
Figure 2: Proposed integration of the selected frameworks[image: ]

[bookmark: _Toc237168263]3.3 Comparative Evaluation
	Evaluation area
	ISO/IEC 27001
	NIST CSF 2.0

	Primary focus
	Auditable management system
	Cybersecurity outcomes and communication

	Main strength
	Accountability, assurance and continual improvement
	Flexibility, prioritisation and accessible language

	Main limitation
	Resource and documentation demands
	Limited prescription and no certification 

	Best use at AeroLink
	Governance and compliance foundation
	Gap assessment and improvement planning



For AeroLink, the strongest approach is to use the frameworks together rather than treating them as competing choices. ISO/IEC 27001 can provide the central governance and assurance structure, while NIST CSF 2.0 can support Current and Target Profiles, operational discussions and improvement priorities. Duplication should be avoided by using one risk register, shared owners and common evidence. This combined approach offers sufficient formality for compliance while remaining practical for a growing logistics business. For practical use, progress should be reviewed against service availability, supplier assurance, incident handling and compliance evidence. These measures would help management judge whether the chosen framework is improving real operations rather than adding unnecessary administrative activity alone. Its success will depend on phased adoption and measurable progress, not producing policies or seeking a certificate.


4. [bookmark: _Toc237168264]Proposed Security Governance and Compliance Framework
The proposed framework should turn security from a collection of separate activities into a managed business programme. ISO/IEC 27001 should provide the main structure for leadership, policy, assurance and continual improvement, while NIST CSF 2.0 can translate priorities through its Govern, Identify, Protect, Detect, Respond and Recover Functions [10]. Using one shared model will reduce duplicated records and give management a clearer view of progress.

[bookmark: _Toc237168265]4.1 Governance Structure and Accountability
The Board should retain overall accountability by approving security policy, risk appetite, priorities and resources. A senior executive sponsor should chair a Security Governance Committee involving IT, operations, data protection, human resources, procurement and business continuity. The committee would meet quarterly and following any major incident to review risks, compliance concerns, supplier issues and improvement activities.

An ISMS manager should coordinate the programme, but individual departments must remain responsible for risks arising from their work. Named risk, control, data and supplier owners would report through the committee. This arrangement prevents cybersecurity from becoming an IT-only duty and connects decisions with service reliability, customer commitments and business growth. Practical governance guidance supports clearly defined authority, measurable outcomes and reporting that enables leaders to make informed decisions [11].



[image: ]
Figure 3: Proposed governance and assurance structure 

[bookmark: _Toc237168266]4.2 Legal, Regulatory and Contractual Compliance 
A central compliance register should record every applicable legal, regulatory, contractual and internal obligation. For each requirement, it should identify the affected process or information, accountable owner, relevant policy, supporting control, required evidence and review date. This makes compliance traceable instead of relying on broad statements within policies.

For personal information, the company must address the UK GDPR and the Data Protection Act 2018 [12]. The accountability principle requires organisations to take responsibility for compliance and retain evidence demonstrating how obligations are being met. Management should therefore assign a competent data-protection lead and determine whether a formal Data Protection Officer is legally required. Customer agreements, supplier contracts, insurance conditions and internal standards should be included in the same register, although each should be assessed according to its specific requirements. 

Table 2: Example compliance mapping
	Requirement
	Accountable Owner
	Management response
	Evidence 

	UK data-protection duties
	Data-protection lead
	Maintain data inventory, retention and breach procedures
	Processing records, reviews and incident logs

	Customer security terms
	Contract owner
	Map agreed protection and notification duties
	Contract reviews and assurance reports

	Internal security policies
	ISMS manager
	Assign controls and scheduled reviews
	Approvals, training and audit records



[bookmark: _Toc237168267]4.3 Audit, Evidence and Compliance Monitoring
Compliance should be evaluated through evidence rather than the existence of policies alone. A quarterly dashboard could report overdue control reviews, unresolved audit findings, training completion, supplier-assurance gaps and recovery-test results. Internal audits should sample whether procedures are followed, while management reviews should consider incidents, changing obligations and resource needs. Each failure should receive an owner, corrective action and completion date, with serious concerns escalated promptly.

[bookmark: _Toc237168268]4.4 Phased Implementation
During months 0–3, the organisation should approve the governance terms, appoint owners and define the ISMS scope. Months 3–6 should establish the risk and compliance registers, map obligations and agree reporting measures. Months 6–12 should complete an internal audit, management review and formal improvement cycle. This phased approach creates early accountability while allowing evidence and assurance practices to mature without disrupting logistics operations.

5. [bookmark: _Toc237168269]Cybersecurity Risk Management 
Cybersecurity risk management should help the organisation prioritise exposures instead of treating every weakness as equally urgent. The process should cover systems, people and suppliers because disruption may affect deliveries. ISO 31000 provides a cycle of identification, analysis, evaluation, treatment and review [13], while ISO/IEC 27005 applies these principles to information-security risk [14].

[bookmark: _Toc237168270]5.1 Risk Identification and Assessment
Assessment should begin with critical services rather than a technical vulnerability list. Workshops involving operations, IT, procurement, data protection and business continuity can identify scenarios. Each concern should follow a cause-event-impact format.
“Because of weak contractor access, an unauthorised person may enter the warehouse scheduling platform, resulting in delayed dispatches and data exposure.”
This “risk story” gives managers a view of how a weakness may harm the business. Every scenario should be recorded with its owner, affected service, existing safeguards, likelihood, impact, treatment and residual rating. A five-point scale is suitable, provided impact considers operational, financial, legal, safety and reputational harm. For uncertainties, best-case, most-likely and worst-case estimates can improve judgement [15].

Table 3: Example risk-prioritisation register
	Risk scenario
	Likelihood
	Impact
	Rating
	Owner

	Critical cloud-supplier outage
	4
	5
	Critical
	IT and procurement

	Compromised contractor account
	4
	4
	High
	Operations and IT

	Ransomware affecting warehouse system
	3
	5
	High
	IT and continuity





[bookmark: _Toc237168271]5.2 Bow-Tie Risk Analysis
Bow-tie analysis can make risks easier to communicate. It places the central event between causes and business consequences, with preventive safeguards on the left and recovery measures on the right. This reveals whether recovery is receiving less attention than prevention.
[image: ]
Figure 4: Bow-tie cyber-risk analysis.

[bookmark: _Toc237168272]5.3 Treatment and Review
Each owner should choose whether to avoid, reduce, transfer or accept the exposure. Acceptance above risk appetite should require executive approval. Critical risks should be reviewed monthly and the register quarterly, or sooner after an incident, supplier change or recovery exercise. Monitoring overdue treatments, repeated incidents and risks above appetite keeps the register useful for decisions rather than satisfying an audit.



6. [bookmark: _Toc237168273]Security Control Selection and Implementation
Security controls should be selected from recorded risks, not copied from a generic checklist. Each must be proportionate to likelihood, business impact and risk appetite. ISO/IEC 27002 provides implementation guidance across organisational, people, physical and technological controls [16]. Layered safeguards are preferable because one may fail or be bypassed [17].

[bookmark: _Toc237168274]6.1 Risk-Based Control Selection
For every high-priority risk, the control owner should prepare a short control card showing the risk addressed, objective, responsible person, implementation action, evidence, success measure and review date. This creates a visible link between the risk register and daily work. 

Table 4: Priority controls and evidence
	Risk scenario
	Selected controls
	Evidence of effectiveness

	Compromised contractor account
	MFA, role-based access and quarterly review
	Access-review record and blocked-login report

	Ransomware affecting warehouse systems
	Segmentation, endpoint detection and immutable backups
	Alert record and successful restore test

	Cloud-supplier outage
	Contracted recovery, alternative connection and failover exercise
	Recovery-time result and supplier assurance



[bookmark: _Toc237168275]6.2 Phased Implementation 
Controls should be introduced in manageable waves. The first wave should secure privileged and contractor accounts, verify backups and address critical vulnerabilities. Central monitoring and supplier assurance can follow once these foundations are stable.

A pilot–measure–adjust cycle offers a practical implementation technique. A new control can first be tested in one warehouse, where the team measures false alerts, user difficulty and operational delay. Feedback should then be used to adjust the configuration before wider deployment. This reduces disruption and encourages staff acceptance. 
[image: ]
Figure 5: Control implementation cycle 

6.3 Testing and Assurance 
Purchasing or enabling a control does not prove that it works. Design and operating effectiveness should be checked through examination, interviews and technical testing [18]. Evidence may include approved configurations, logs, access reviews, incident results and recovery tests. A monthly dashboard should show control coverage, exceptions, failures and overdue actions. Controls creating unacceptable operational problems should be corrected, replaced or supported with training. This approach keeps implementation risk-led, measurable and suitable for a live logistics environment. 








7. [bookmark: _Toc237168276]Business Continuity and Third-Party Vendor Management
[bookmark: _Toc237168277]7.1 Business Continuity Planning 
Business continuity should protect delivery services, not simply produce a plan for auditors. A business impact analysis should identify time-critical activities, including warehouse scheduling, fleet tracking and customer communication. For each activity, AeroLink should agree a recovery time objective, acceptable data loss and the people, systems and suppliers required. ISO 22301 supports preparing for, responding to and recovering from disruption [19], while ISO/IEC 27031 connects ICT recovery with wider continuity needs [20].

A technique is a minimum-viable-service map. Instead of restoring everything at once, it defines the smallest safe service AeroLink must provide during an outage. For example, dispatch teams could use an offline manifest while the scheduling platform is recovered. Plans should state who activates the workaround, protects data and reconciles temporary records afterwards.

[image: ]
Figure 6: Minimum-viable-service dependency map 

Table 5: Priority continuity arrangements
	Critical service 
	Maximum disruption
	Continuity arrangement

	Warehouse scheduling 
	Four hours
	Offline dispatch list and tested restoration

	Fleet tracking
	Two hours
	Secondary connection and manual driver check-ins

	Customer update
	Six hours
	Alternative messaging channel



[bookmark: _Toc237168278]7.2 Third-Party Vendor Management
Third-party management must begin before a contract is signed. Procurement should tier vendors by service criticality and data access, then assess security controls, subcontractors and recovery capability. Contracts should define access restrictions, breach-notification times, audit rights, recovery targets, evidence requirements and secure data return or deletion. Business-continuity guidance also emphasises supply-chain risk, contractual responsibilities and exercising arrangements [21].

Each critical vendor should receive a dependency passport recording the service, owner, data handled, fourth-party dependencies, recovery commitments and exit route. Assurance should continue through annual reviews, incident reports and joint exercises rather than relying on a questionnaire completed once.

[bookmark: _Toc237168279]7.3 Exercising and Improvement
A supplier-exit rehearsal provides a test. AeroLink should practise moving one non-critical service or dataset to an alternative provider, measuring time, data integrity and disruption. Exercises should involve operations, IT, communications and suppliers. Failed recovery targets, lessons and overdue vendor actions should be reported to the Security Governance Committee, ensuring resilience is demonstrated through evidence rather than assumed from contracts [22].



8. [bookmark: _Toc237168280]Critical Evaluation and Future Improvement Roadmap
[bookmark: _Toc237168281]8.1 Critical Evaluation 
The proposed programme improves AeroLink’s fragmented approach by linking governance, risk, controls, continuity and supplier oversight. Combining ISO/IEC 27001 with NIST CSF 2.0 should strengthen accountability and communication [23]. However, success is not guaranteed. Limited skills, operational pressures and unreliable evidence could turn implementation into paperwork. Excessive controls may slow warehouse activity, while supplier dependence leaves exposure outside direct control.

Improvement should be phased and tested against business outcomes. The roadmap uses 90-day evidence gates: a phase advances only when proof shows that its changes work. This prevents unfinished controls from being reported as progress [24].

[bookmark: _Toc237168282]8.2 Future Improvement Roadmap
Table 6: Phased cybersecurity improvement roadmap
	Phase
	Priority
	Exit evidence

	0-3 Months
	Confirm ownership, scope and critical risks
	Approved roles, baseline profile and risk register

	3-6
Months
	Strengthen access, backups and monitoring
	Access review, restoration result and tested alerts

	6-12 Months
	Improve supplier assurance and incident readiness
	Contract evidence and joint exercise report

	12-24 Months
	Optimise, automate and independently review
	Trend improvement and assurance findings



Performance should combine leading indicators, such as overdue access reviews and untested backups, with lagging indicators, including incidents, outage time and data loss. Measures should support decisions, not be chosen because they are easy to count [25].



[bookmark: _Toc237168283]8.3 Evidence-to-Decision Loop
[image: ]
Figure 7: Evidence-to-decision improvement loop.

The evidence-to-decision loop provides a technique. Evidence is collected, compared with targets, discussed by the Governance Committee and converted into a funded action. Lessons should update the Target Profile, risk register and roadmap. This creates continual improvement while allowing AeroLink to stop ineffective controls, scale successful pilots and respond to changing technology, threats and supplier dependencies [26].



9. [bookmark: _Toc237168284]Conclusion 
AeroLink Logistics needs a cybersecurity programme that supports reliable operations, growth and customer trust. The assessment has shown that fragmented ownership, inconsistent controls and dependence on external suppliers could turn a local weakness into operational disruption. The proposed approach brings governance, risk management, compliance, security controls, business continuity and vendor assurance into one coordinated structure. Clear accountability will help leaders make informed decisions, while phased implementation will allow improvements to be tested without disrupting logistics activity. Most importantly, success should be judged through evidence, including access reviews, recovery exercises, supplier assurance and measurable risk reduction. By reviewing this evidence and learning from incidents, AeroLink can build a practical, resilient and continually improving security culture suited to its changing business environment.
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