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In this essay I aim to talk about first the change to cloud computing and the change to cloud networking, I will talk about the potential problems and or struggles that may come along from multiple angles. I will also go into detail about how these changed may affect network engineers currently and both in the future to come, whether that is the job being easier or harder. I will then go into detail about the architecture in the new cloud-based software and talk about how these are either easier or harder for both cloud software developers and or network technicians, I believe it may make the job easier and allow for potential streamlining opportunities.
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What is cloud computing?
Cloud computing is the ability to work on a certain software through the cloud (Internet) meaning if I were a network engineer and needed to adjust / update my network the traditional way would be to use the admin computer on that network then run the updates needed. Since the evolution of cloud this is no longer an issue if the system needs updating or tweaking this can simply be done over the internet from anywhere.  This has opened so much potential in the computing industry allowing a business to be much more flexible, save money, and save time [1].
Before cloud computing for a business to setup their network, they would first need to hire a team and most the time these people could be from all over the country and depending on the business potentially all over the world. So, this would set the company costs sky high. You then would have to store information, and that would require a server room which needs to be setup and ventilated put into a place above ground and needs to be secured. Then you would have to make a webpage which means you will have to separate the server and dedicate it to web services. And finally, you would need an IT administrative team to setup the infrastructure add all users to the infrastructure and, they would need to be there just in case any issues with user accounts happened.
Now with cloud computing it is as simple initially hiring all new recruits adding them into the cloud-based network then they can make adjustments and add users on that, then when it came to storage you could buy this online through the cloud, and maintenance costs and the need to have someone there 24/7 will also be removed as all the essential maintenance can be done online. Obviously, the physical network (Cables, PC setup, Infrastructure) would have to be done physically. And websites are now incredibly simple to make based on websites like wix.com simply storing all the webpages for you once again saving on costs. 
Advantages
Accessibility anywhere with any device [2]
Data backups are centralized meaning people do not have to do backups manually and store them on separate servers.
Costs
Potentially better for the environment
Ease of use
Disadvantages
Downtime, you are relying on a service over the internet to keep your business running. [3]
Security, anything of the internet is accessible to crackers.
Cost concerns, the initial startup of a cloud business can be very pricey.
Potential DDOS attacks 
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The role of network professionals has evolved to meet the new technical challenges that have presented themselves with cloud computing. There are a lot of different aspects of cloud computing to learn I will name a few.
An initial difference is the Architecture to fully run a working network you need to understand the architecture and cloud is different compared to standard, when it comes to cloud you have infrastructure as a service (Iaas), Platform of a service (PaaS) and plenty more infrastructure that needs to be learnt. 
There is also the obvious difference software defined networking (SDN), “SDN is characterized as “the decoupling of control and packet forwarding planed in the network” [4]. Initially you need to learn you can add applications onto the SDN meaning instead of having to install an entire network security firewall, you can simply load a security API onto the network, this is just one example you can add much more APIs to help the network. In terms of job role this is a massive adjustment to make in my opinion the cloud version is a much easier less tedious way to perform the task, it is also updated automatically unlike the traditional way of having to logon to the admin computer in the network, checking for all the updates then running them while having to be present. 
Overall, I feel like a networking going into cloud will have its struggles but once learned and perfected a cloud-based networks ease of use will makeup for it, also I feel like the new cloud-based networks is more modernised so I would not be surprised if there is an increase in people maybe pursuing this as a career.
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“A REST API (also known as RESTful API) is an application programming interface (API or web API) that conforms to the constraints of REST architectural style and allows for interaction with RESTful web services “[9]. REST is a program when used in a network that will webpages to communicate with one another and function as one. As an example, security, file transmission these two aspects will be linked and connected, for example your anti-virus software may be scanning the files from the Dropbox that are being sent across the network, this is one example how a RESTful web service (‘s) will work. 
When it comes to architecture “REST is a software architectural style that defines the set of rules to be used for creating web services.” [10] If a web page is using the REST architecture style it will allow for systems that are requesting to have an easier experience when it comes to manipulating the web resource and any rules are already predefined and understood by the computer.
So when it comes to RESTful API’s and your own personal network an example is having a webpage like Moodle the idea would be to allow for phones to also access Moodle through a mobile app is the most common way, you as the network admin will have to allow the phone users to be able to also see the courses, so the way to approach this is to create and API that will move all the information from the website also to the phone app and any decisions made on the phone to work also on the webpage and the way this would be done is with a RESful API allowing 2 separate pieces of software to link up and work.  
So overall when it comes to RESful web services allowing the change to cloud networking and example is being how it will allow all pieces of software using its architecture to communicate with one another, this is useful when it comes to networking as it allows for software like fire walls, security, files being transferred online to linkup. Allowing the network administrator to look at the software from a centralised location (A software that allows to see the stats of programs on the network) to see what is going on in the network. 
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Software defined networking has played a crucial role due to its ability to enhance ease of use, speed flexibility and agility. There is no denying SDN will bring changes to the job role but it’s advantages will outweigh its problems. 
Flexibility
SDN allows for the network to be in one centralised location allowing administrators to manage and make changes to the network from all over the globe allowing the network to be much more flexible and potentially cutting in costs of having to pay for the admins to fly to the central location and make changes. This is option is amazing for companies that are constantly on the change and need constant updating / tweaking. 
Cost and adoption
As stated above the cost will adjust significantly now that you are using another servers’ network you no longer need to buy an entire setup yourself potentially saving lots of money. Another way saving money is through operational expenses (Having a person on the network to keep an eye out) this process can now be automated and adjusted through an administrative computer / laptop. 
“Adoption has been relatively slow, especially among enterprises that have smaller networks and fewer resources. Many enterprises cite the cost of SDN deployment to be a deterring factor.” [5]
Development opportunities
SDN is a change in the classic traditional methods that the network engineers are used to this is a massive opportunity for the engineers build on their knowledge, and based on the fact most of the world is currently turning to cloud it will once again give engineers more opportunities.
Automation
SDN introduces programable interfaces that enable network administrators to automate the configuration and management of network devices. This will allow for greater flexibility, faster turnover time, and efficient use of the network. 
Overall, I feel like SND in the industry is needed, networks need to be quickly adjusted changed altered and software engineering will be streamline and make the process much simpler giving the admin an easier way to approach the network, like automation or general upgrades. This will require the engineers to adjust their skill set which will take time, but the time put into this will reward the engineers in the long run due to the flexibility, scaling, ease of software defined networking. 
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There are many reasons why the above have been selected utilities first you have simplicity, JSON is a very lightweight data interchange format. Meaning it is easy for us to understand and read. And, if any errors are made when “typing the syntax (Error display) is also easy to understand” [6].
Json also has plenty of uses when it comes to cloud computing, first it can be used with most modern programming languages. “Json is used in JS-based application, for example web browser extensions and websites” [7]. Also, most API’s will use JSON format when it comes to public data. 
But JSON does have its flaws, initially there is no error handling so when an error does happen there is not scrip insertion there to potentially assist the user or code. From a network standpoint you are also not able to makes comments using JSON meaning if you ever were to setup a network and then leave the company the other person may not understand what you were trying to do, this is also works the other way around. JSON can also be risky when it’s used with a new / untrusted browser. By this I mean JSON will always get a JSON response which the browser will use, so the issue is if the browser is potentially not secure then the JSON can be hacked with minimal effort, so when it also comes to scalability this issue may become a problem. 
When it comes to interoperability “A benefit of JSON is its compatibility and interoperability with different platforms, language, and frameworks [8]. JSON is very good when it comes to interoperability and there are many possible examples to talk about, when a company is needing information to import into their software accounting software for example JSON will perform this role and convert and both move the information with ease, and this is just one example JSON will do this a lot more in the background when data needs to go from computer to webpage. 
So overall JSON is a very good program when it comes to up-and-coming developers, the program is easier to use and learn and is also lenient. It is also sophisticated when it comes to transmitting structured data.
REST 
“REST (Representation state transfer) is a software architecture that imposes condition on how an API should work.” [11] The main purpose of REST is to set architectural standards for all API’s used by it to allow for APIs to communicate with one another and also for ease of use. 
A REST system should consist of a client who is requesting resources, and this should be followed up by a server who has said resources, as simple as it seems if the correct architecture is being followed and done correctly you could potentially have a network that required the absolute minimum input from administrators.
REST is incredibly useful for a network when it comes to adding data or accessing data, this is done by the actual structure of rest essentially using a “HTTP request to access and use data” [12] an API role is to target the webpage and update it from the HTTP source a real life example of this could be a supermarket needing it’s prices updating, a REST will ask for the address off the HTTP and then proceed to change / update the information and also in some cases will delete information. 
Overall, the role of REST it to essentially provide a framework and guidelines to allow development of RESTful API’s allowing for a streamlined ease of use experience for the end user. 
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Overall I feel as though I have learnt a lot from this essay and took multiple approaches from a traditional network point of view and also compared that to cloud networking, I have also talked about and understood potential problems for the technicians but on the other hand realised that they may have an easier less tedious process now when it comes to the setup or maintenance of a network. I also went into detail about API’s and the architecture and structure behind them and potential drawbacks of certain specific standards and the most used ones. 

