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[bookmark: _Toc45633888]Abstract
In this document the author will be tasked with two tasks. The first task will be to investigate and briefly explain the origin and history of the Internet of Things. The Author will research in to the early ideas in the 1980’s through to the early 1990’s while expanding further on the rapid expansion of IoT devices in the early 2000’s onwards. The Author will research in to the current types of IoT devices available and in use for home consumers through to business and general city planning use cases. The author will expand further based on research the advantages and disadvantages of IoT technology and device, this will include but not limited to areas such as complexity, Security and the potential impact on employment. In Task two the author will create a smart home concept based around improving the quality of life for allergy sufferers within their automated IoT home.
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1. [bookmark: _Toc45633890]Introduction
In this research report the author will carry out two tasks. The first task will be to conduct research on related work in the field of the Internet of Thing (IoT). The Internet of Thing has been around since the 1980’s, but has seen a huge increase in use and awareness in the general public domain over the last decade. The Author will expand on what exactly is the Internet of Things and what technologies uses are currently available for their application. The author will also look to expand on the security issues that may be a factor in their current form, also analyse the types of technologies available whilst understanding the pros and cons that come with these technologies. The second task the author will carry out will be to demonstrate via a diagram and example of a smart home, utilising the types of technologies available and discussed in the first task.


2. [bookmark: _Toc45633891]Task 1 – Research on the Internet of Things (IoT).
In this task the author will conduct research on the Internet of Things. This will include a brief history of the Internet of Things, then expanding in to what the IoT is today and what device types and use case scenarios we encounter in the modern world. Following on from this the author will look to research the IoT security issues and concerns with devices used currently, what are the pros and cons associated with the various technologies available in the current IoT Marketplace.
2.1. [bookmark: _Toc45633892]History of the Internet of Things (IoT).
[bookmark: _Toc45633893]2.1.1 IoT & 1980 – 1990’s Early Ideas.
The term the Internet of Things which is often referred to as IoT, refers to the billions of physical devices around the world that are connected to the internet. These devices are often collecting/sharing data, and in many instances programmed to carry out actions based on that data collected and analysed. These devices can be found pretty much anywhere, they can be carried by people on their person, they can be operated by people and can be found in pretty much every walk of life[1]. They can be found in cities, businesses, homes etc.
The idea of adding sensors and or actuators to basic objects which then allows them to collect share data is one of the main fundamental aspects of IoT devices[2]. This idea has been around since the 1980’s, but the progress of carrying out such tasks in the 80’s and 90’s was slow to implement and carry out, this was mainly due to the fact that the technology available wasn’t ready. The technology was often big and cumbersome, there was often also not an effective way for these devices to attempt to communicate between each other due to the limitations of the technology during this period.
One of the first recognised IoT devices was created by researchers at Carnegie Mellon University[3]. The Researchers connected a Coke drinks dispenser machines to the internet, with the ability to report its inventory status and when newly loaded drink were cooled down to a desired level ready to drink (Figure1.). Other early examples include the “Internet Toaster” (Figure2.) [4] In which an IT specialists named John Romkey and Simon Hackett connected and controlled the on switch of a toaster to the internet.
[image: ]
Figure1: Coke drink dispenser IoT Machine at Carnegie University 1982
[image: ]
Figure 2: Internet Connected and Controlled Toaster. John Romkey & Simon Hackett.

[bookmark: _Toc45633894]2.1.2 Late 1990’s – 2000’s IoT Terminology and Rapid adoption
In the late 90’s and early 2000’s the term IoT was coined by the technology pioneer Kevin Ashton[5]. There were other terms that had been suggested such as blogjects (an object that blogs and records data which is then published to the internet), but the term IoT has been adopted widely and become the mainstream terminology used for describing internet connected sensory driven devices. One of the early applications of IoT was to have expensive pieces of equipment tagged with RFID tags[6], this allowed for the equipment to be location tracked. 
This early adoption of RFID tracking equipment, soon became adopted in all sorts of areas of Business and Home IoT. For example many logistical companies such as DHL use RFID and other forms of connected devices to track and improve shipments of goods[7].
IoT Devices have garnered huge demand, they continue to become popular in both work and home environments, it is believe there are currently over 30 billion IoT devices in the world. When you consider there are approximately 7.6 billion humans living on the planet and the future growth expectations are that in the near future each individual would on average own 10 IoT devices[8] (Figure 3.)
[image: graph for demand of IOT devices in future]
Figure 3 – Expansion of IoT devices 2015 onwards including expected growth.

2.2. [bookmark: _Toc45633895]Types of IoT Devices
There are a wide array of IoT devices, simply by description of an IoT device it is almost possible to say that any device object that you can think of in use in your life, whether it be at home or work or anywhere in-between, can have a sensor and or an actuator attached or inbuilt, then connectected to a network to provide data and or functions based on software and become an IoT device. Some examples of the more common devices are listed below[8].

[bookmark: _Toc45633896]2.2.1 Devices in the Home

· Assistant Voice controllers:  Such as Google Home & Amazon Alexa. These devices act as home IoT Automation tools in the sense that you can link them to various other Smart devices and automate functions. But they also tie in to their own brand services such as online shopping and media platforms.
[image: Google Home Voice Controller][image: ]
Figure 4 – Google Home & Amazon Alexa Devices.

· Smart Buttons: Such as Amazon Dash that allow for programing to carry out functions. Originally these devices were designed to allow customers to essentially one click purchase items once they required them. Although these device have since been modified by the community to allow the buttons to be re-programmed to carry out other automated tasks.
[image: ]
Figure 5 – Amazon Dash

· Smart Home Security: Ring Doorbell and Yale smart Lock. These devices build on the normal day to day functions of doorbells and locks, but extend upon them to allow the Smart functionality. Whether this is answering the doorbell via video link from an internet connected device not in the location. Or in the case of smart locks the ability to lock and unlock doors based on schedules or Geo-location of devices such as phones/RFID sensors.
[image: ][image: ]
Figure 6 – Ring Doorbell & Yale Smart Lock.

· Smart Lighting: Philips Hue and Wemo Smart Light Switch. Another set of devices that built upon the traditional devices in the house. Manufacturers such as Wemo or Philips provide additional functionality such as automated lighting schedules or colour that can be customized based on a number of factors including but not limited to geo-location, time schedule or even linking to Smart TV’s to allow lighting based on TV display output.
[image: ][image: ]
Figure 7 – Philips Hue Smart Lighting Hub and Bulbs & Wemo Smart Light Switch.

· Environment Monitors: Air Quality Detectors such as Flow and Footbot, as well as modern smoke alarms and co2 alarms such as Nest Alarms. These devices can be used on their own to provide data functions, but can then also be tied to other smart devices to allow for automation of Windows/Air-Conditioning device’s etc. depending on the information being captured by the devices.
[image: ][image: ][image: ]
Figure 8 – Flow Air Monitor, Football Air Monitor & Nest Smoke Alarm.

· Smart Home Security: Bit Defender BOX IoT Security Solution. Due to some of the security concerns that many IoT devices now open and raised (which the author will discuss further later). Many companies are now creating IoT Devices specifically designed to enhance and protect these Smart IoT Devices.
[image: ]
Figure 9 – Bit Defender IoT Security Box. 

[bookmark: _Toc45633897]2.2.2 Devices in Business/Infrastructure

Smart cities are fast becoming a place where IoT devices are becoming more common. They are often used to aid in the management of cities making them more efficient and safe. Examples include but not limited to the following (Figure 10.)[9]:
· Transport: Transport can utilise IoT in many ways, from sensors monitoring and feeding back information parking spaces to allow citizens to find parking spaces more efficiently to the automation or traffic management such as road/lane opening closures and traffic flow.
· Environment: Smart Cities can utilise IoT devices to monitor Air pollution for example, potentially redirect commuters or citizen to use other areas of the city to help in reduce air pollution build-up. Other IoT uses are utilising sensors in city lighting to only turn on lights in areas where there is a need based on population or traffic flow and time.
· Safety: IoT devices are also being used to provide enhanced safety in cities or businesses. An example would be the use of CCTV for automated incident detection which can then be relayed to authorities. Sensors in buildings to detect abnormal activity such as earthquakes and carry out a defined set of automated tasks to warn employees or citizens based on the data, and potentially put actions in place to limit the damage that would be caused if unmonitored.
· Utilities: IoT devices are now also being utilised by utilities companies to manage their services more cost and environmentally efficient. Examples of these are Electric companies utilising smart meters to monitor usage whilst also enabling the customer to gain greater insight and control over their home utilities. Water Companies and Refuse companies also use IoT devices to monitor where there may be issues in their service or when refuse for example needs collecting, this allow for maximising efficiency within the business.
[image: ]
Figure 10 – Example of IoT Applications for Business & Smart Cities[9].


2.3. [bookmark: _Toc45633898]The Advantages IoT Devices & Technology.
There are many advantages to IoT devices and the functionality they can bring to all users from Home, Business all the way through to local authorities, Cities and even Governments. The author has explored some examples as shown below.
[bookmark: _Toc45633899]2.3.1 – Communication & Information
IoT in general encourages and requires communication between devices. This has also been referenced as Machine to Machine communication. Due to the ongoing communication between the physically connected devices, there is the ability to get a greater quality of information with less inefficiencies. In part due to the higher quality and volume of information this in turn helps better decisions to be made based on this data being captured.
[bookmark: _Toc45633900]2.3.2 – Monitoring
Monitoring with the help of IoT devices provide many advantages in many areas of daily life. Being able to know exactly what a certain situation is, for example air quality in a region of a city, traffic flow in regions of a city through to expiration dates on products. This allow for again greater efficiencies and better outcomes to be obtained in all walks of life including public health.
[bookmark: _Toc45633901]2.3.3 – Time & Efficiency
IoT Devices again in all walks of life from home to business help to provide great efficiencies in time for example. The automation of mundane or daily tasks that would previously require human interaction or gathering can now be tasked and dealt with in the background by IoT devices. As well as being able to carry out these automated tasks they can often carry them out with greater speed and efficiency than older manual methods. IoT devices carrying out such tasks also provide a uniformity in the outcome of the tasks/results.
[bookmark: _Toc45633902]2.3.4 – Money 
Due to the Time and Efficiency improvements this almost inevitably allows for a financial saving in the outcomes of the tasks and processes being carried out or aided by IoT devices. With Data and information being shared on such a large scale and being translated in to the required view for home/business it makes tasks and processes far more financially efficient.
[bookmark: _Toc45633903]2.3.5 – Quality of Life
Linked in with almost all of the other previous points, with the application of IoT devices and technology behind it, it can lead to improved comfort, convenience and improved management. This then in turn leads to a better quality of life for the end user of such technology.
[bookmark: _Toc45633904]2.4 The Disadvantages of IoT Devices and Technology.
As with anything that provides advantages it will also come with disadvantages. These can vary from security and privacy to complexity and safety. The author has explored some examples as shown below.
[bookmark: _Toc45633905]2.4.1 – Complexity 
IoT systems can become very complex due to the nature of integrating and creating multiple communication channels between many devices. This complexity can lead to larger issues if left unchecked. Examples would be if an IoT security system was left to lock doors and close windows in a house or business, if a sensor or software code fail it could lead to a home or business not having their properties and building properly secured for a period of time and lead to loss or damage. Other examples would the purchase of home food supplies, the IoT device or software could end up ordering more of an item(s) or none at all when they are required. This can also filter through to business relying on IoT Devices to monitor stock or supplies.
[bookmark: _Toc45633906]2.4.2 – Compatibility
In the home and business there is a lack of standard compatibility between devices and equipment being used. This leads to many IoT devices becoming redundant when trying to integrate in to newer systems or update. It would be advantageous if the manufacturers and authorities could agree on a broad set of standards to help facilitate the longevity and ease of integration between devices.
[bookmark: _Toc45633907]2.4.3 – Security and Privacy
Once of the big concerns with IoT devices is the security or lack of inbuilt to and between the various devices and systems. Questions such as how well encrypted is the data being stored and transmitted between the devices and systems. Consumers and business alike would no doubt be unhappy if neighbours or competitors were able to acquire information on things such as but not limited to finance, medical, personal and business sensitive information.
[bookmark: _Toc45633908]2.4.4. – Safety
Somewhat tied in to the Security and Privacy is Safety. If hackers were able to acquire information from IoT devices and systems, it could be utilised to endanger the lives of the public. For example automation of medical supplies could be altered and cause serious harm or death to the end user. 
[bookmark: _Toc45633909]2.4.5 – Employment
With IoT devices and automation in general, this now expands further and reduces more and more the unskilled or menial tasks that are carried out on a daily basis. In turn this can lead to unemployment for a large sector of society and in turn this leads to greater issues within society.

[bookmark: _Toc45633910]2.5 – Security Expanded.
The Author will look to expand on some of the array or security issues that can lay within IoT devices and their deployment/application[10][11]. 
[bookmark: _Toc45633911]2.5.1 Testing and Updating
A lot of the devices created and sold within the IoT sector are not tested enough and large tech companies are too careless when releasing the products to the marketplace. Coupled with this the devices are often not provided with enough updates[12], or the end users do not put enough emphasis on update. Some products will never get updates, and while the devices may at first be secure over time they will become unsecure and allow for data leakage and or misuse of the devices. They are often reported to be a lot of legacy unsupported Linux kernels within a large amount of IoT devices which no longer provides a secure method of protection.
To improve moving forward the tech companies and manufacturers need to carry out much greater testing before rushing products to the marketplace. They also need to provide a long term plan for firmware/software updates to provide assurance to the products moving forward for a timeframe. It will only take one large breach in data to potentially collapse a company supplying those products.
[bookmark: _Toc45633912]2.5.2 Brute Force Hacking & Ransomware/Malware
Many IoT device (but not limited to IoT) come with default usernames and or passwords. And the users are not actively encouraged or guided to change these upon receipt and deployment. Also in a lot of cases the devices come with very basic default password such as admin in the username and or password. This allow for brute hacking to be carried out on mass in a very efficient way. To aid in preventing brute force hacking, devices should come with randomized username and passwords and also encourage the user to change upon receipt of the device(s). This should be encouraged within the packaging and guides along with the software itself. There have been examples of Malware infiltrating known IoT devices with simple username and password combination upon manufacture and utilising these devices for botnets to carry out illegal activity. An example of this was the Mirai Malware[13].
[bookmark: _Toc45633913]2.5.3 Data Security & Privacy
With IoT device collecting and storing larger volumes of data from all walks of life and devices within home and business. It is becoming a growing concern as to how this data is being transmitted, stored and whom it is being shared with[14]. IoT Devices for example can be collecting information from an array of IoT devices such as Smart TV’s, Speakers and Environment Automation Systems. And this information can be shared or sold between various companies. Also the caching of data on the IoT devices and even the cloud storage itself can be compromised and misused by bad actors.
[bookmark: _Toc45633914]2.5.4 AI and Automation
With the huge increase in IoT Devices and the vast amount of data that comes with these devices. Companies are struggling to manage the data collection and management of such data. Companies have been looking to install AI systems to sift through all of the data and make autonomous decisions[15]. The issue is that an error in this automation could affect all kinds of outcomes in all kinds of industries such as healthcare, utilities infrastructure and even through to automation such as traffic control. To help in the aid of this companies need to be under strict legal and regulatory frameworks that are put in place to avoid future disasters.

[bookmark: _Toc45633915]2.5.5 Home & Business Security Access
As has been discussed previously with IoT becoming every present in the home, and taking a more automated approach to managing items such as home security. The fear is that criminals could utilise the low levels of security or patching in these systems and expose weaknesses to be able to bypass items such as smart locks or other security systems[16]. Leaving home owners at huge risk or criminal activity. Like with many other aspects the key is to provide high levels of testing to devices before coming on the market and provide ongoing patching and maintenance and best practise for deployment.

3. [bookmark: _Toc45633916]Task 2 – IoT Smart Home Concept Scenario.
[image: ]
The above smart home is designed to help improve air quality for allergy sufferer. The house contains sensors for air quality and temperature, Depending on those values the house can automate the following:
· Air conditioning system with built in filtering for allergens like pollen.
· Automate the Opening and closing of Windows & Doors based on Air Quality
· Automate the times as to which the smart hoover devices carry out their tasks (again with allergen filtering specifically in mind).
· The system also incorporates a solar/battery setup to aid with power consumption.

[bookmark: _Toc45633917]References

[1]	“What is IoT (Internet of Things) and How Does it Work?” https://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT (accessed Jul. 14, 2020).
[2]	S. Ranger, “What is the IoT? Everything you need to know about the Internet of Things right now,” zdnet.com, 2020. https://www.zdnet.com/article/what-is-the-internet-of-things-everything-you-need-to-know-about-the-iot-right-now/ (accessed Jun. 23, 2020).
[3]	“The little-known story of the first IoT device - IBM Industries Blog.” https://www.ibm.com/blogs/industries/little-known-story-first-iot-device/ (accessed Jul. 14, 2020).
[4]	“The Internet’s First Smart Device | Avast.” https://blog.avast.com/the-internets-first-smart-device (accessed Jul. 14, 2020).
[5]	“Kevin Ashton Named The Internet Of Things | Avast.” https://blog.avast.com/kevin-ashton-named-the-internet-of-things (accessed Jul. 14, 2020).
[6]	“Kevin Ashton, Father of the Internet of Things & Network Trailblazer | The Network.” https://newsroom.cisco.com/feature-content?type=webcontent&articleId=1558161 (accessed Jul. 14, 2020).
[7]	D. Express, “INTERNET OF THINGS IN LOGISTICS A COLLABORATIVE REPORT BY DHL AND CISCO ON IMPLICATIONS ANDUSE CASES FOR THE LOGISTICS INDUSTRY Powered by DHL Trend Research.”
[8]	“18 Most Popular IoT Devices in 2020 (Only Noteworthy IoT Products).” https://www.softwaretestinghelp.com/iot-devices/ (accessed Jun. 30, 2020).
[9]	“Internet of Things - One of the Building Blocks of a Smart City.” https://www.e-zigurat.com/blog/en/internet-things-one-building-blocks-smart-city/ (accessed Jun. 30, 2020).
[10]	“Internet of Things (IoT) security: 9 ways you can help protect yourself.” https://us.norton.com/internetsecurity-iot-securing-the-internet-of-things.html (accessed Jul. 14, 2020).
[11]	“10 Biggest security challenges for IoT.” https://www.peerbits.com/blog/biggest-iot-security-challenges.html (accessed Jun. 30, 2020).
[12]	“Internet of Things (IoT) Testing: Challenges, Tools and Testing Approach.” https://www.softwaretestinghelp.com/internet-of-things-iot-testing/ (accessed Jul. 14, 2020).
[13]	“Brute Force Attacks on IoT - Here to Stay? | Allot Blog.” https://www.allot.com/blog/brute-force-attacks-iot/ (accessed Jul. 14, 2020).
[14]	E. Commission, “Internet of Things Factsheet Privacy & Security,” Eur. Comm., pp. 1–9, 2013, [Online]. Available: http://ec.europa.eu/digital-agenda/en/news/conclusions-internet-things-public-consultation.
[15]	“Assessment of AI, Industrial IoT, and Smart Machines in Enterprise and Industrial Automation (2020-2025) - ResearchAndMarkets.com | Business Wire.” https://www.businesswire.com/news/home/20200603005334/en/Assessment-AI-Industrial-IoT-Smart-Machines-Enterprise (accessed Jul. 14, 2020).
[16]	“IoT: How I hacked my home | Securelist.” https://securelist.com/iot-how-i-hacked-my-home/66207/ (accessed Jul. 14, 2020).





image2.png




image3.png




image4.png




image5.png
Comecteddevkes inbillns

100

20

1501

2005

1768

2016

2017

2018

2020

3582

2021

s

2023

2008





image6.jpeg




image7.png




image8.png




image9.png




image10.png




image11.png
8777




image12.png




image13.png
my exposure

FRESH
air
18
ECI





image14.png




image15.png
IS LS I I LXK Y 58
Y )
BRI

535235955,
5252052,
CRS

5353,
323
0302

o
e

200
SRR




image16.png




image17.png
10T APPLICATIONS FOR SMART CITIES OF DIFFERENT SIZES

Traffic Monitoring
management  air quality

I .‘1
i s

Public safety
solutions

Smart
parking

Smart waste
collecting

Smart
lightning

T o





image18.png




image1.png




