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Sighting Background:
On the 1st of February 2023, a large spherical object that civilians referred to as a balloon was reported. This was the first initial sighting of the balloon, and was first documented by a commercial airliner. The first sightings took place over Billings Montana, South of the US/Canadian border by approximately 200 miles. On this same day, former Billings Gazette editor Chase Doak and photography friend Larry Mayer captured the first images using telephoto lenses [1].Figure 1. Image of the balloon captured by Chase Doak and Larry Mayer [1].

The images taken by Chase and Larry gathered a lot of attention in the press. Following the press outburst, on the 2nd of February the U.S Department of Defence and the Canadian Department of National Defence stated that North American Aerospace Defence Command (NORAD) was aware of the balloon and had been tracking it for several days. This tracking of the balloon recorded it to be at around 60,000ft (18,000m) [2].
The balloon was not shot down at this point due to the potential risk of falling debris posing a threat to civilians.
On the 3rd of February 2023, the balloon was then spotted near Kansas City. This led to questions raised over its future flight path, as well as its previous flightpath before its initial spotting on the 1st of February. Dan Satterfield, a U.S meteorologist calculated a possible flight path by using consistent data on prevailing wind directions from China to Montana [3].Figure 2. Theoretical trajectory calculated using reliable data on Jetstream’s [3].

Using this flight path with the combination of photos/videos captured by civilians, ideas can be speculated as to what the balloon was capable of and what it was in US airspace for. The press were quick to assume the balloon was a ‘spy balloon’ and that China were watching the US with high-tech cameras. US government officials said the balloon would loiter over areas of sensitive information, suggesting it was not completely directed by wind patterns. The areas of sensitive information where the balloon loitered included Malmstrom AFB and a site where the B-2 stealth bombers are kept [4].
Malmstrom AFB is a nuclear missile site in which 400 LGM-30 Minuteman III missiles are stored in silos. This is an area that would be of interest to China, as the missiles are inter-continental with a range of 6,200 miles. The B-2 stealth bomber is an American heavy strategic bomber, featuring low-observable stealth technology designed to penetrate dense anti-aircraft defences. These characteristics would perhaps be of interest to the Chinese.

Issue – What can they do?
When trying to understand the capability of modern high altitude balloons, it is important to understand the derivation of the technology from key historical learnings. The first use of high altitude balloons/spy balloons was during the French Revolutionary Wars, however they were most successful during WW1. The spy balloons in WW1 were filled with hydrogen gas in order to be less dense than atmospheric air, thus causing the device to ascend. These same balloons were often tethered to a steel cable and winch, allowing the balloon to be brought back down safely. These balloons would reach a maximum height of 1,500m, and would accommodate personnel with binoculars to see the enemy in the distance. These personnel would then give co-ordinates to artillery teams for accurate hits. However, as they were visible at 1,500m, they were often easily attacked. This meant personnel on-board would wear parachutes for a quick escape.
More recent examples of surveillance balloons include those used by the British Army in Afghanistan. Although these ‘barrage balloons’ are not to be considered high altitude, the technology behind them could be similar to that used in the Chinese balloon over North America.
The ‘barrage balloons’ used were 60ft in length and cost £5 million each. These balloons were capable of staying aloft for weeks at a time. The balloons were similar to those used in WW1, because they had a tether to a mobile ground point. This mobile ground point kept the balloon from drifting, but also provided the systems with power, allowing for communication between all the electronics. The electronics in question were high quality cameras, microphones and transmitters. Images and audio evidence captured by the electronics are then sent through secure systems to the mobile monitoring station operated by a Light Electronic Warfare Team (LEWT). The data is then encrypted and sent to GCHQ for analysis. This capability allowed the British Army to intercept the enemy, as well as detect planted IEDs [5].Figure 3. Diagram showing the operation of the barrage/aerostat [5].

Although no MoD spokesman can give detailed information on the cameras/audio/encryption methods installed on the balloons, there are certainly some assumptions that can be made using some basic knowledge on EMR and how it can work holistically between components. It is these assumptions that can help us assume what China had installed on their balloon.


Chinese Spy Balloon – What can/can’t it do?
Having seen what was capable both recently but also historically, we can now approximate the potential uses of the Chinese high altitude spy balloon.
How did it travel to its intended destination?
Firstly, without any confirmation from the Chinese government, we cannot 100% assume with accuracy the balloon was designed to fly over North America. However, using the accounts from professional governing bodies, a good approximation can be made. In order to gain such an altitude the Chinese balloon must have had a reinforced ‘bubble’. This is because flying at 60,000ft the wind speeds faced by the balloon; especially when ascending through the trade wind region (13,000ft), would exert quite a force on the outside edge. This would mean the balloon would have to be filled with a large volume of gas, in order to create a high pressure inside, which could prevent the wind from caving the balloon in on itself.
The balloon would have also have to of been launched from the ground, or a floating vessel out at sea such as an aircraft carrier. Because the balloon did not show up on radar systems until way into US airspace, the balloon was most likely floating at around 60,000ft for a prolonged period of time. Queries were raised into China’s Hainan Island where they have military sites capable of launching large balloons. 
In terms of how the balloon travelled to North America, could be via means of GPS. GPS uses radio waves to broadcast signals from space to transmitters on Earth. GPS uses two carrier frequencies L1, at 1575.42 MHz, and L2, at 1227.6 MHz. These two channels allow transmitters on Earth to detect the signals and calculate their live location. 4 satellites must be reached to determine an accurate location. A limitation of GPS is that above 18,000m (60,000ft) it is difficult to determine an accurate location. Therefore during the Chinese Balloons early days of flight, perhaps during ascent GPS could have been used. However, an accurate location once at 60,000ft would’ve been difficult to track and correct, unless the Chinese used modified receivers. GPS is blocked easily by large solid structures, for example mountains. At 60,000ft there would be no objects to block signals, a simple change in software would allow an accurate GPS to be calculated. This is a capability well within China’s bounds. Other assumptions like China relying on trade winds and prevailing winds to approximate a flight path are still feasible.
Finally, it was noted by several witness statements that the balloon would loiter over sensitive sights. Therefore, the balloon would’ve had to have propellers on it in order for the device to steer and counter strong winds [6]. This would imply the balloon could communicate to an end user.

How did the balloon communicate?
News reports from the US suggest that the balloon was able to communicate in real time back to its origin within China. Although the White House hasn’t confirmed this, we should not rule this possibility out. In order to communicate in real time, the balloon would’ve had to be equipped with specific technology. Images do show what appears to be high tech sensors and antennas. These antennas could have the capability to intercept communications and retrieve data meant for US ears only. Another claim from the US was that the balloon was examining the radar systems within the US [7].
Using existing knowledge on Radio Waves, it is indeed possible the Chinese balloon may have been intercepting communications either between US Satellites and US personnel on the ground; or by intercepting communications that took place directly beneath it. In order for this successful interception to occur, a radio tower like structure would have to be fixated onto or within the balloon. We know from reports that the balloon is 60m in height [7]. In order to receive a radio signal on the Satellites frequencies of 300MHz to 40GHz [8], a certain dimension structure would be required. If we assume the Chinese attempted intercepting satellite communications, then a ¼ wave radio tower would be required. For the radio tower to receive signals, the tower would have to be resonant to the frequency it is measuring. If the radio tower was not resonant, the power and signals would be reflected, this would probably end up being detected by the US. To calculate the size of radio tower needed to receive 300MHz requires some EMR knowledge. The wavelength of the antenna equals C (speed of light) divided by the frequency of 300MHz (300,000,000Hz). In order to receive the smaller end of satellite frequencies (300MHz) the towers structure would have to be a quarter wavelength, therefore a tower of 56.25m is required to receive such signals. Given that the balloon itself is 60m we can assume the Chinese were not absorbing radio waves via means of a large antenna [8].



Could the balloon be an EMP?
An EMP is a high energy weapon capable of producing a strong magnetic field. When triggered an EMP weapon/device produces a strong pulse of energy that creates a powerful electromagnetic field capable of short-circuiting a wide range of electronic equipment, particularly computers, satellites, radios, radar receivers and even civilian traffic lights [10]. If China had an objective of disabling electronic equipment with an EMP a certain power outage would be needed. Assuming the balloon had no internal power; because this space would be empty and filled with gas. It is safe to assume that the only power source of the balloon would be the solar panels fixated towards the bottom. In order to create enough energy to produce an EMP the solar panels would have to be much larger than 60m. From images of the balloon the solar panels are no bigger than the air-bag itself. Therefore, an EMP attack is highly unlikely. However, to fully understand this claim some knowledge on visible light, IR and Ultraviolet is required. Solar panels are capable of absorbing wavelengths from 400nm – 1100nm [11]. Although Solar Panels at ground level cannot produce enough energy to produce an EMP, they might be exposed to higher intensity at 60,000ft due to being closer to the source. They would certainly be absorbing more energy per second. As there are currently no reports on this, we would have to interpret our own existing knowledge on UV, IR and Visible light. Even if the balloon had enough of a power source to create a strong magnetic field, the height of the balloon would drastically affect the pulse. This is because the EMP decays very quickly, therefore at such a height it would lose its energy quickly. 
A study on nuclear weapons and the EMP they produce shows that an EMP can be coupled via electric induction, magnetic induction, and resistive coupling.  In electric induction a current is induced in a conductor by the component of the electric field in the direction of the conductor length. Magnetic induction occurs in conductors that form a closed loop; the component of the magnetic field perpendicular to the plane of the loop causes current to flow in the loop. The form of the loop is immaterial and any connected conductors, even the reinforcing bars in concrete, can constitute a loop in this respect. Resistive coupling can occur when a conductor is immersed in a conducting medium, such as ionized air, salt water, or the ground [12]. From this there could be a way China were able to ionize the air from the balloon. There have been studies showing China’s ability to alter weather by cloud seeding.

Recommendation:
[bookmark: _GoBack]As a small OME company, we do not have a lot of influence on the actions the US take against this balloon. However, we can provide advice to the US embassy, if they choose to ignore it that is out of our control. Because the US shot this balloon down with their latest fighter jet and sidewinder missile, it is very much possible the Chinese balloon pre-empted this tactic. Therefore, the Chinese could have planted thermal cameras such as Oncas into the structure. Thus meaning, they now have a depicted thermal output form the F-22 Raptor as well as the Sidewinder missile. In order to explain to the US how Oncas work it must be known how thermal imagers work. Thermal cameras work by detecting and measuring the infrared energy of objects. The camera converts that infrared data into an electronic image that shows the apparent surface temperature of the object being measured. Limitations of using a thermal camera on the F-22 Raptor would be the cockpit. IR cannot fully pass through glass, it is instead reflected. However, the camera would still be capable of seeing what goes on inside and around the engine. With this data the Chinese could then produce flares for their latest next gen fighters in order to successfully decoy Sidewinder missiles. Or even worse, produce a heat seeking missile that uses active IR sensing to solely detect an F-22 Raptor.
Timing:
As the events have already unfolded, there is no sense of urgency to inform the US about this. However, it should be mentioned to the US within the next month that shooting down these balloons could be giving China the thermal outputs of their latest next gen fighters. Thus meaning China could produce decoy flares to deter Sidewinder missiles, as well as heat seeking missiles that use active IR to hunt the output of a F-22 Raptor engine.
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