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– Introduction:

In this report, the author will be showcasing their ability to build, deploy, configure and manage a Type 2 Hypervisor platform-based virtualised network. The author will be showing screenshots and commenting on each screenshot detailing what is happening in each screenshots. The practical work showcased in this report will be demonstrating the author’s ability to build a virtual LAN using Type 2 Hypervisor Management Software and the author’s ability to deploy a network directory service and creating and understanding active directory network objects. After the practical work has been showcased and commented on, the author will then speak about the main differences between Type 1 and Type 2 Hypervisors, the use of Cloud Computing, DNS, critical roles in role or feature based installations and a description about different terminologies such as ping, server management, firewall etc… After that, the author will conclude on the practical tasks they’ve completed and the observational tasks they have spoken about. 
2.1 – Practical Work:
2.2 – Task 1:


Here is the author creating Server1.

The author set the memory size to 4GB.

The author picked “Create a virtual hard disk now”. 

The author then picked VDI as the hard disk file type. 

The author set the storage to be dynamically allocated.

The author set the size of the hard disk to 25GB.

The author then picked an ISO file for the virtual machine.


This is the same as the screenshot above, just for the Client1 virtual machine. 



The author enabled PAE/NX.

The author ensured the video memory was 128MB.

Here is the screenshot that shows the four virtual machines the author has created.

The author started the installation of the operating system. 

The author chooses “I don’t have a product key”.

The author then had to accept the license terms.

The author then chose Drive 0 to install the OS on.

The author then began installing Windows Server 2019 Essentials.

The author then created a password.

This screenshot shows that the account has been created.

The author enables adapter 1 and sets it to an Internal Network called PublicNet.

This screenshot shows PublicNet on Server1.

The author set the IP address for PublicNet.

The author enabled adapter 2 on Server1 and called it PrivateNet1.

Here is PrivateNet1 on Server1. 

The author set the IP address for PrivateNet1.

The author enabled adapter 1 for Client1 and called it PrivateNet1.

Here is PrivateNet1 on Client1.

The author set the IP address for PrivateNet1 on Client1.


Here is PrivateNet2 and PublicNet on Server2.

Setting IP address for PublicNet.

Setting IP address for PrivateNet2.

Here is PrivateNet2 on Client2. 


Setting the IP Address for PrivateNet2.

Here is a successful ping from Server1 to Client1.

Here is a successful ping from Server2 to Client2.

2.3 – Task 2:


Here is the IP Address for PublicNet on Server1.

Here is the firewall turned off on Server1.

Here is the Server1 PC being renamed.

This shows the PC has been renamed.

This shows the author setting the installation type to role-based or feature-based installation.

This shows the author choosing this PC.

This shows the author choosing Active Directory Domain Service.

This shows the installation completed.

This shows the author adding a new forest.

This shows the author’s domain controller options.

This shows the review options.

This shows the installation of the domain.

This shows that the domain has been installed.

This shows the domain that was created.

This shows that this PC is part of the domain.

This shows the author creating a new user in the domain.

This shows the new user in the domain.

This shows that a new non admin user has been added.

This shows that the author has restricted the new users logon times. 

This shows the new user’s password never expires. 

This shows there are no objects in the Computers folder. 

This shows that the Client1 computer has been added to the domain. 

This shows the Client1 PC is called WS1-NWT.

This shows the author added a preferred DNS server to PrivateNet1.

This shows the author signing in to the domain as an admin account made on Server1.

This shows Client1 has successfully been linked to the domain.

This shows that Client1 is linked to the domain.

This shows the author logging in to Client1 with a non admin domain account.

This shows the domain account logged in on Client1.

This shows the error you receive if you try and log on to Server1 with the same non admin domain account.


3.1 – Observational Tasks:
3.2 – Type 1 and Type 2 Hypervisors:

To begin the observational tasks, the author will be talking about Type 1 and Type 2 Hypervisors. The author will be identifying benefits and drawbacks for both Hypervisors. The author will be starting with Type 1 Hypervisors. 
“A hypervisor is an arbiter of resources.” [1] A hypervisor pretty much separates the operating system and all of the applications in a computer from the physical hardware. This is basically how virtualisation works. Hypervisors gives the physical machine the ability to open and run multiple virtual machines on one system. 
A Type 1 Hypervisor is often referred to as a “bare-metal” hypervisor. “Bare-metal” means the hypervisor runs directly on the physical hardware of the machine. It will not have to load an underlying Operating System before that. Type 1 Hypervisors have direct access to the hardware. Type 1 Hypervisors are considered to be the best performing and most efficient hypervisors. For an example, VMware ESXi and Microsoft Hyper-V are both Type 1 Hypervisors.
A Type 2 Hypervisor is similar to a Type 1 Hypervisor but is instead installed on an existing Operating System. This is called a hosted hypervisor. This is because it relies on the host machines Operating System to handle operations such as managing calls to the CPU, handling network resources and managing memory and/or storage. Type 2 Hypervisors can work on a wide range of hardware because it is installed onto the pre-existing Operating System. For an example, both Oracle VirtualBox and VMware Workstation are two Type 2 Hypervisors that the author has used. 
Type 1 hypervisors are typically more secure than Type 2 hypervisors because if the base Operating System is having problems, it affects the entire system including the hypervisor. Type 1 hypervisors are also quicker than Type 2 hypervisors because Type 2 hypervisors depends on the system it is being run on. Slow system can result in the hypervisor running slowly as well. For that same reason, Type 1 hypervisors are also better performance wise because Type 2 hypervisors are being run with a whole base Operating System being run in the background as well. To summarise, however you look at it, Type 1 hypervisors are better in most aspects than the Type 2 hypervisors with the exception being setup simplicity. Type 2 hypervisors are easier to setup than Type 1 hypervisors. 
The next topic to mention is Cloud Computing. “Cloud Computing is a technology that uses the Internet and central remote servers to maintain data and applications.” [2] Cloud Computing can be cheaper because it will save you a lot of capital cost considering you do not have to purchase physical hardware. Cloud Computing is good for backing up data. This is because Cloud Computing is stored in the Cloud, meaning it is a lot easier to retrieve a copy of the data. Cloud Computing is also good because of its unlimited storage capacity. Depending on how you obtain Cloud Computing, you can have unlimited storage capacity, of course, you may need to pay some money to upgrade the amount of storage capacity you have but you can have unlimited, nonetheless. This is because you do not have to store the data anywhere physically, meaning there is no limitation on storage capacity.  A downside of Cloud Computing is both downtime and security. The author has put these two points together because they can be related. Since the Cloud is online, it can be easily hacked which could mean sensitive data could be stolen relatively easily. Also, hackers could try and temporarily take down the Cloud, which is where downtime comes into it. Downtime can be generated from a number of different things, power loss, low Internet connectivity or even server maintenance. This is because the Cloud is hosted by third party service providers, so if they run into an issue, it is likely downtime will occur and all your files stored on the Cloud will be unobtainable until the Cloud is back up and running again. For a few examples of third party service providers, IBM, Google, Amazon and Oracle are all third party service providers. 
The next topic to mention on this report is DNS. “The acronym DNS stands for Domain Name System, although some use DNS to refer to Domain Name Servers.”[3] The DNS is essentially a phonebook for the Internet. DNS translates domain names to IP addresses so that browsers such as Google can load the webpages. Domain names are strings of text such as google.com or youtube.com. Those are both examples of domain names. Every device connected to the Internet will have its own unique IP address. DNS stops humans from having to remember IP addresses because it does the translation for us. Active Directory Domain Services (AD DS) requires DNS in order to work. “Active Directory Domain Services (AD DS) are the core functions in Active Directory that manage users and computers and allow sysadmins to organise the data into logical hierarchies.” [4] DNS is used by the Active Directory Domain Services as a domain controller location mechanism. When an operation is performed in the Active Directory Domain Services, such as updating or searching, the computer will use DNS to locate Active Directory Domain Controllers. If the Active Directory Domain Services didn’t use DNS, it simply wouldn’t work because the DNS does so much in the Active Directory Domain Services. DNS is even used by domain controllers to locate other domain controllers. 
The next observational task is providing a brief overview of 2 other critical roles in an enterprise network. The author has chosen to talk about DHCP Servers and Remote Access. To begin, “A DHCP Server is a network server that automatically provides and assigns IP addresses, default gateways and other network parameters to client devices.” [5] DHCP stands for Dynamic Host Configuration Protocol, and it enables you to centrally configure, manage and provide temporary IP addresses and related information to client devices.  A DHCP Server essentially helps network administrators do their job for them. Without a DHCP Server, the network admin would have to manually assign an IP address for every new client device. A DHCP Server does this automatically. A DHCP Server makes assigning IP addresses to client devices easier. The other role to mention was Remote Access. More specifically, Remote Access VPN. Remote Access VPN allows users who are working remotely to access and use applications or data that resides in a corporate network securely. Remote Access VPNs can be used to create secure connections between machines and networks. 
The next observational task was to provide in-detail descriptions of Ping, Server Management, Firewall and PAE/NX. Ping is a primary TCP/IP command that is used to troubleshoot connectivity and reachability. Ping is used in the command prompt and can be used to show the current PCs name and IP address. Server Management is a management software located in Windows Server and it helps admins manage local and remote Windows based servers. In Server Management you can configure the local server, add roles and features to the server, add other servers and even connect the current server to the cloud. You can do a lot with Server Management. Firewalls are network security devices that monitor incoming and outgoing traffic on the network. Firewalls can identify any dodgy data packets coming in or out and can block them to prevent further harm being caused to the machine the firewall is on. The firewall will also permit data packets to continue going to their destination if the data packets look secure. Lastly, PAE/NX is used to enable 32-bit operating systems to access more than 4GB of RAM. This is very useful for virtual machines that use 32-bit operating systems. Having more than 4GB of RAM can help make the virtual machines faster and overall the performance will increase. This is why PAE/NX is quite useful. PAE stands for Physical Address Extension and NX stands for no-execute. 
4.1 – Conclusion:

The conclusion will count towards the final observational task, which requires the author to write a brief reflection on the tasks completed. The author thinks a conclusion will match perfectly with the final observational task. So, to conclude, the author has created four virtual machines (2 servers and 2 clients), setup IP addresses and connections between the four virtual machines. The author then created a new forest called nosstask.msft on a server virtual machine and connected it to the client machines. The author then made two new user accounts, one with admin permissions, and the other one had standard permissions. The admin account was permitted to login to the server, but the secondary user account was not provided access to the server virtual machine because of the user settings outlined in the domain. The secondary user account was not allowed to login to the server because they did not have admin permissions. The author then demonstrated all of this with screenshots and annotations providing context as to what was happening in the screenshots. The author then wrote a little bit about Type 1 and 2 hypervisors, Cloud Computing, DNS, critical roles and descriptions of Ping, Server Management, Firewall and PAE/NX. 
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