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1. Introduction

In the modern world there are many tools at the disposal of a hacker. Among the many possible
methods, social engineering attacks are becoming increasingly common. These attacks create major
issues for businesses, cybercrime costs the UK economy £27billion annually [1]. This number globally
estimates at $10.5trillion [2] and causes financial damage and sensitive data loss, which harms the

organisation and customers [3].

In this experiment, | will analyse the way in which people and organisations react to social
engineering attacks. | will suggest mitigation strategies to avoid future real attacks.




2. Background to the proposed research

Social engineering attacks are attempts by an attacker to convince people to reveal sensitive
information, without alerting them of dishonest activity. Attacks are designed so the attacker(s)
remain anonymous, often impersonating a member of the organisation or a reliable external
organisation [4]. This gives victims false confidence and often reveal sensitive information such as
login details, financial data, or sensitive personal information. These attacks can be damaging to an
organisation, causing devastating effects, impacting brand loyalty and causing financial loss,
including fines for inadequate security practises [5].

These attacks work typically in four steps: [6] [7]

1. Investigation/Preparation
a. The attacker does the groundwork, identifying the target, gathering information on
the target, and deciding an attack method.
2. Deception
a. The attacker firstly deceives the target, whether it be an individual or multiple
employees of an organisation. The attacker begins to make contact, attempting to
develop trust.
3. Attack
a. The attacker exploits the trust gained, to gain whatever information possible, and
manipulate victims to get their goal, often money or sensitive data.
4. Exit
a. The attacker clears up whatever trail they have made, remove any malware
installed, to avoid detection for as long as possible.

What makes them effective?

These attacks can affect anyone, at any level, to any extent, users of a system are where most
vulnerabilities of a system lay [8]. These attacks rely on human elements like ignorance, habits, and
trust [6]. Attackers manipulate these traits, often directing these attacks at persons of interest in an
organisation (IT administrators, HR staff etc.) They can be effective as there is a lack of tools to
prevent attacks happening, companies rely on security training, strong security policies and various
email security programs like spam filters [9]. However, none of these methods on their own can stop
an attack. These attacks can be difficult to detect as the attacker often misrepresents their identity
and little is questioned by the victim, mostly the attacker has finished before realisation hits [10]. For
example, five employees at Sacramento County revealed their login credentials to cybercriminals
after receiving phishing emails. This attack was only discovered 5 months later when an internal
audit of staff inboxes had revealed the attack [11].




Attack methods

Within social engineering, there are various attack methods, as shown below. Each attack relies on
different information for it to be successful.

Methods: [12] [13] [14]

- Phishing — the most common attack when discussing social engineering as expressed by
the Project Manager at Aura. These attacks are usually emails sent in order trick the
recipient into sharing some type of information. Phishing attacks are generally broad
attacks on large quantity of people, generally at random.

- Spear Phishing —these are similar to phishing; however, they are more planned. These
generally target one or two people with carefully crafted emails, that have more specific
content to the individual.

- Whaling - like phishing, however usually an attack on a high-profile target in an
organisation, such as CEO or Director.

- Baiting —this method is generally when an attacker strategically leaves USB sticks with
enticing labels, encouraging victims to plug the infected USB into otherwise inaccessible
machines.

- Piggybacking —a more physical method, whereby the attacker will follow authorised
users into restricted area, gaining access to physical hardware.

- Pretexting — an attacker uses a fake identity to access sensitive data by convincing staff
of their role, then having them share the data.

- Business Email Compromise — legitimate email accounts of organisations are
compromised and used to scam the company or customers. Generally, attackers will use
this method to attack more email accounts, mostly as people will open attachments
from senders the recognise.

There are many other methods, however these above are more relevant and most likely to appear in
this experiment.




3. Aims and objectives

The aim of this experiment is to develop, plan and implement two attacks using social engineering
methods. Each attack will be aimed at separate organisations, with the goal of analysing the
response and analysing the differences within each organisation. This may determine if the volume
of staff, network size, and security policies will affect my attack success. | will use my findings to
write a detailed report for each business outlining the vulnerabilities (if any) | exploit. Considering
any security | encounter that slows down or prevents the attack, | will make recommendations how
to mitigate attacks, that the company could use to defend themselves in the future.

4. Project design

4.1 Qutline of project process

To obtain my findings, | will follow the below plan:

1. Preparation

- lwill outline to the organisation’s Director of IT and specified staff what my goals are, and
how | will measure the attacks success and failures.

- We will agree when these attacks take place and how we can mitigate any effect on the
running business.

- lwill explain my expectations of them during these attacks, for example | will expect them to
continue as normal and avoid overreacting to the impending attacks. | do not want them to
run more security training or drills than usual. This is to get a the most accurate, real-life
results.

2. Initial intelligence
- lwill start by gathering readily available information, using passive scanning tools, published
resources and public information. At this point | aim to be undetectable.

3. Deception
-l will begin more aggressive information gathering, such as phishing attempts and more in-
depth scans of the network. Here, most of the social engineering methods will be utilised.

4.  Attack
- lwill use information gathered/extracted to make a penetration attempt. | will use all tools
and methods at my disposal, gaining access to various areas of the network.

5. Exit
- laim to have successfully infiltrated the security of the organisation, | will take a (previously
agreed) file from their system and leave a .txt file on their system.

6. Report production
- The report will detail how | conducted my attack, what steps | took to gain access, outline the
level of access | achieved and offer steps to mitigate similar attacks in future.




7. Repeatsteps 1to 5, for the second organisation.

8. Produce an overarching report analysing each organisations’ attack and comparing the actions.

4.2 Data Collection

I will be collecting potentially sensitive data from both organisations. My reports will not breach the
rights of any person/organisation. Any data | collect will be deleted when appropriate, or upon the
end the academic year.

| will use various methods of data collection, such as:

- Video capture/screenshots

- .txt data outputs from various network scanning and social engineering tools
- Spreadsheets storing additional data gathered during any steps

- Word documents, documenting my progress

All will have sensitive data redacted to protect the person/organisation involved and all will be
stored securely in the University managed Cloud storage.

4.3 Risks and Limitations

There will be risks and limitations to my experiment. Primarily, the main risk is breaching data
protection rules when conducting my experiment. | will co-ordinate with each organisation about
what data | will come across, and how | will mitigate this risk, whilst keeping the experiment close to
a real-world attack as possible. Another risk is failure to produce a result, where | fail to bypass any
security and have no data to present the organisations. [15]

4.4 Ethical Issues

This experiment has the ethical dilemma of finding creative and intuitive way of exploiting people to
gain access to systems, while maintaining the dignity of those affected by the system. The
experiment will have to discover insecurities within the network, without the use of illegal and
unethical behaviour before, during and after the experiment. [16]




5. Resources

Regarding hardware, | do not anticipate the use of anything beyond my personal computer and
mobile.

I may travel to each organisation to carry out attacks on the system.
I will require these software-based tools:

- VMWare
- Virtual Box
- Kali Linux
- Email tools.
o DidTheyReadit
o eMailTrackerPro
o PoliteMail
o Zendio
- Footprinting tools.
BiLE-suite
Domain Name Analyzer Pro
DomainHostingView
FOCA
GMapCatcher
Google Hacks
Gooscan
MetaGoofil
Metasploit
NetScanTools Pro
OSRFramework
Janua
Ping-Probe
Janua
Prefix Whole
Recon-ng
SearchDiggity
SiteDigger
theHarvester
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Trellian

This is not an exhaustive list, more up-to-date, relevant tools may become available.
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