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Generate strong passwords by 
incorporating a combination of letters, 
numbers, and special characters.Steer 
clear of using easily predictable details
such as birthdays or common words.

STRONG 
PASSWORDS 

TWO-FACTOR
AUTHENTICATION

Use two-factor authentication.
Increase your protection by
requiring an additional verification
method besides your password.

Consistently keep your operating
system, application, and antivirus 
software up to date defend against
the latest risks. 

KEEP
SOFTWARE
UPDATED

BACKUP YOUR 
DATA

Consistently save important data 
to an external hard drive or cloud
storage for safekeeping.

LIMIT SHARING
PERSONAL

INFORMATION

Be careful when disclosing personal
 details on internet, particularly on 
social media platforms.

SECURE YOUR 
DEVICE

MONITOR YOUR
ACCOUNTS

Ensure device security with a
lock screen password, PIN, or 
biometric authentication. 
Install antivirus software and 
perform regular scans.

Make it a habit to inspect 
your financial and online 
accounts for any irregularities.


