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Abstract 

The objective of this report is to design an integrated information security governance 

framework for AeroLink Logistics (ALL) to meet the increasing challenges of cyber security, 

governance and compliance from Cloud computing, Artificial Intelligence (AI), Internet of 

Things (IoT) technologies, remote working and outsourcing to third parties. The study 

ultimately provides a critical evaluation of leading information security frameworks; it will 

include the NIST Cybersecurity Framework (CSF) 2.0, ISO/IEC 27001, COBIT 2019, ITIL 

4, and Zero Trust Architecture against strengths, weaknesses and organisational fit. A new 

integrated framework for enhancing governance, risk management, regulatory compliance, 

vendor security, business continuity, incident response capabilities is proposed based on these 

results. The scheme is expected to enhance cyber resilience, optimize efficiency of 

operations, enable regulatory compliance, mitigate security risks and enhance confidence of 

stakeholders by ensuring continuous improvement of security and good governance. 
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1. Introduction 

1.1 Background 

Utilizing cloud computing for digital transformation, organisations highlight the AI, and 

Internet of Things (IoT) technology to achieve operational efficiency across innovation [7]. 

Enhancing technology highlighting the attack surface for cybercriminals has been expanded 

through the cloud computing system. The risks of ransomware attacks, data breaches, and 

unauthorised access are increased [34]. With the laws and regulations, effective information 

security governance helps to protect the enterprise-critical information and digital assets 

cyber resilience, risk management. 

1.2 Problem Statement 

 

Figure 1: Key Security Challenges at AeroLink Logistics 

(Source: Self-developed) 

AeroLink Logistics (ALL) is an international logistics company that utilizes cloud 

computing, machine learning-powered analytics, connected devices for tracking, and 

third-party IaaS and SaaS providers for operations globally. The organisation faces immense 

challenges in cybersecurity, which includes repeated breaches of data, vendor security 
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management and governance weaknesses among others [52]. Similarly, the absence of formal 

compliance with GDPR, ISO/IEC 27001 and others has caused increased operational and 

regulatory risks. Thus, there is a need for a robust Integrated Security Governance and 

Compliance Framework to strengthen resilience, accountability and continuous risk 

management. 

1.3 Report Structure 

 

Figure 2:  Structure of Report 

(Source: Self-developed)) 

The report first reviews leading information security frameworks NIST CSF, COBIT 2019, 

ITIL, ISO/IEC 27001, before proposing an integrated security, governance, and compliance 

framework for AeroLink Logistics (ALL). Therefore, this report critically evaluates the 

significance of constant updating security standards and regulations to identify the emerging 

technologies, evolving cyber threats for meeting with the global compliance requirements 
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2. Organisation Background and Case Analysis 

2.1 Company Overview 

 

Figure 3: AeroLink Logistics Digital Operations Overview 

(Source: Self-developed) 

AeroLink Logistics (ALL) is a multinational supply chain and logistics company that 

provides real-time tracking, warehousing and distribution services to its global clients. The 

organization uses cloud computing through IaaS and SaaS to achieve operational efficiency 

and better customer service [48]. Around 88% of its IT infrastructure is third-party 

dependent. Monitoring of shipments is supported by IoT sensors lead to highlight the AI 

analytics has helped in demand forecasting, routing, and operational decisions. Consistent. To 

securely access business applications, operations help employees, suppliers and logistics 

partners from different geographic locations [44]. 

2.2 Current Security Challenges 

AeroLink Logistics has some governance and cyber security issues though it has a strong 

digital structure. Organizations expose themselves in data breaches, service disruptions, and 

misconfigured cloud environments when organizations are relied heavily on cloud platforms,  
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[45]. As IoT-enabled tracking devices can be exploited for unauthorized access, devices 

create additional attack vectors to the network [25]. Contract risk exposures have required 

heightened oversight which is relying on third-party vendors about supply chain and [21].  

2.3 Assumptions 

 

Figure 4: Problem Tree Analysis of AeroLink Logistics Security Challenges 

(Source: Self-developed) 

Assumptions have been made, which are all based on the information given in the case 

scenario to support the analysis and proposed security framework [refer to Appendix-A]. 

AeroLink Logistics (ALL) is assumed to be a large multinational organisation headquartered 

in the UK that has a moderate budget for cybersecurity  [12]. It also has a hybrid workforce. 

The organisation is assumed to use Microsoft Azure cloud services, have a developing 

security maturity, process personal data that is subject to GDPR and not yet obtain ISO/IEC 

27001 certification [10]. 
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3. Literature Review: Information Security Frameworks and Models  

3.1 Information Security Governance  

 

Figure 5: Security Governance Pyramid 

(Source: Self-developed) 

The governance of information security ensures that the organization’s cybersecurity 

strategies align with its processes, compliance, and risks [31]. Governance, Risk and 

Compliance (GRC) provides a structured approach to identify, assess and mitigate 

information security risks, and comply with relevant laws and standards such as the GDPR 

and ISO/IEC 27001 [24]. Effective governance requires that the Board of Directors actively 

oversee things to ensure security policy establishment, risk appetite definition, resource 

allocation, and monitoring organisational performance.  As depicted in Figure 5, security 

responsibilities flow down from strategic leaders to executive managers, operational teams 

and technical controls, creating accountability and building national cyber resilience. 
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3.2 NIST Cybersecurity Framework 

 

Figure 6: NIST Cybersecurity Framework (CSF) 2.0 

(Source: Self-developed) 

The NIST Cybersecurity Framework (CSF) 2.0 allows a flexible and risk-based approach to 

organisations’ cybersecurity [51]. The new Govern function mandates leadership oversight 

and accountability, along with a cybersecurity and risk strategy. The other functions such as 

Identify, Protect, Detect, Respond and Recover in an organisation guide it through cyber risks 

during the whole of the security life cycle. A framework’s flexibility, scalability and 

compatibility with other standards such as ISO/IEC 27001 standard) are some of its strengths 

[41]. However, the fact that the framework is not certifiable, and its implementation by an 

organization would require in-house expertise, are its weaknesses. After the Colonial Pipeline 

ransomware attack (2021), several organisations embraced the principles of NIST CSF to 

enhance their governance, incident response and cyber resilience [14]. The NIST CSF offers 

a sound basis for setting up a cybersecurity governance framework for AeroLink Logistics. 
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3.3 ISO/IEC 27001 and ISO/IEC 27002 

 

Figure 7: ISO/IEC 27001 PDCA Cycle 

(Source: Self-developed) 

An Information Security Management System (ISMS) is the establishment of ISO/IEC 27001 

which allows the information risk across the organizations in a systematic way [26]. Plan Do 

Check Act or PDCA cycle supports regular assessments of risks, application of security 

controls, and ongoing performance evaluation [42]. By covering access control, 

cryptography, asset management, incident management, the standard ISO/IEC 27002 

provides guidance on the implementation of the Annex A security controls [40]. AeroLink 

Logistics can implement a governance framework with the help of ISO/IEC 27001 which 

strengthens security and compliance and enhances organizational resilience. 
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3.4 COBIT 2019 

 

Figure 8: COBIT 2019 Governance System Components 

(Source: Self-developed) 

COBIT 2019 is a framework for enterprise IT governance, which ensures the information 

technology is in sync with the goals of the organization through governance and performance 

management [29]. This will help managers make more strategic decisions about the 

governance structure, allocation of responsibilities and performance measures. The 

framework strengthens organizational accountability, enhances IT investments, and mitigates 

risks [46]. As a foundation for governance the CobiT 2019 serves complements the AeroLink 

Logistics to enhance strategic management and organisational accountability.  
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3.5 ITIL 4 

 

Figure 9: ITIL 4 Service Value System 

(Source: Self-developed) 

In integrating governance and the complete value of their IT services, ITIL 4 is a service 

management framework which supports organizations to achieve secure and reliable IT 

service management [9]. To minimize service disruption and business continuity, the 

framework helps to gain effective incident management. The service value streams manage 

operations to help to give service delivery effectiveness and customer satisfaction [33]. With 

the different governance frameworks such as ISO/IEC 27001 and COBIT 2019, the ITIL 4 

Framework helps to improve operational resilience, service quality and stakeholder value 

[53]. ITIL 4 improves operational efficiency, incident response capability for AeroLink 

Logistics. 
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3.6 Zero Trust Architecture 

 

Figure 10: Zero Trust Architecture Model 

(Source: Self-developed) 

Before granting access, Zero Trust model validates every user, device, application and 

network request by contrasting the traditional perimeter [37]. The least privilege, multi-factor 

authentication (MFA), and micro-segmentation are recommended to minimise access [1]. 

Organizational resilience is enhanced by Continuous verification [23].  
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3.7 Shared Responsibility Model (Cloud) 

 

Figure 11: Cloud Shared Responsibility Model 

(Source: Self-developed) 

The Shared Responsibility Model defines the security jobs of cloud providers and customers. 

The security of the physical facility, networking and virtualisation is the responsibility of the 

provider, while the security of the identity, access control, application, and data and ensuring 

compliance with regulations is the responsibility of the customer [28]. By making security 

governance a shared responsibility, it closes security gaps, improves accountability, and 

strengthens risk management. For AeroLink Logistics, understanding these responsibilities is 

essential to securing cloud services. 

3.7 Critical Comparison of Frameworks 

Framewor

k 

Purpose Strengths Weaknesses Best Use ALL 

Suitability 

NIST CSF 

2.0 

Risk 

Management 

system 

Flexible, 

Risk-based 

system 

Not Certifiable 

system 

Cybersecurity 

Governance 

system 

Very High 
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ISO/IEC 

27001 

ISMS system International 

Standard 

system 

Resource 

Intensive 

system 

Compliance 

& ISMS 

system 

Very High 

COBIT 

2019 

IT 

Governance 

system 

Strategic 

Alignment 

system 

Complex 

Implementation 

system  

Enterprise 

Governance 

system 

High 

ITIL 4 Service 

Management 

system 

Continual 

Improvement 

system 

Limited 

Security Focus 

system 

IT Service 

Delivery 

system 

High 

Zero Trust Access 

Security 

system 

Least 

Privilege 

system 

High 

Deployment 

Cost system 

Cloud & 

Remote 

Access 

system 

Very High 

Table 1: AeroLink Logistics highlight leading information security frameworks 

comparative evaluation. 

(Source: Self-developed) 

Information Security Management System is established by ISO/IEC 27001 to highlight the 

risk management system which is provided by NIST CSF [6]. On the other hand, COBIT 

2019 strengthens governance, ITIL 4 improves service management, while Zero Trust 

enhances access security. Therefore, integrating these frameworks provides a comprehensive, 

defence-in-depth approach that improves cyber resilience, regulatory compliance, and 

organisational governance.  
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4. Design of an Integrated Security Governance Framework 

4.1 Framework Design Principles 

AeroLink Logistics’ operational and regulatory challenges as proposed integrated security 

governance framework is built on six key design principles. The alignment of business 

ensures that the Cyber Security Framework supports the strategic objectives. Further, 

adopting a risk-based approach to prioritize efforts focused on critical assets, emerging 

threats, and vulnerabilities.  A strategy based on compliance aligns security controls with the 

GDPR, ISO/IEC 27001 and other laws. Continuously authenticated as a zero Trust ensures 

access to cloud resources is controlling to maintain governance framework [50]. With 

constant monitoring, threats are discovered and dealt with as soon as they occur. Defence in 

depth applies various technical as well as administrative controls to the organisation. It 

strengthens the measures against the threats that are constantly evolving.  
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4.2 Proposed Integrated Framework 

 

Figure 12. Proposed Integrated Security Governance Framework for AeroLink 

(Source: Self-developed) 

The Integrated Security Governance Framework leverages the strengths of the leading 

cybersecurity standards to address AeroLink Logistics’ governance, security, and compliance 

issues. COBIT 2019 defines strategic governance and accountability [17]. ISO/IEC 27001 to 

control compliance across an Information Security Management System (ISMS) which helps 

to set up the integrated system [22]. ITIL 4 helps by operational resilience helps to balance 

risk across the NIST Cybersecurity Framework 2.0 with service management [18]. Zero Trust 

Architecture highlights the least-privilege access which improves identity verification to 

highlight the security system [50].  

17 
 



 

4.3 Governance Structure 

 

Figure 13: Organisation Security Governance Structure 

(Source: Self-developed) 

Approves security policies highlight the Board of Directors gives overall directions which 

lead to highlight the development. The CEO as the security strategy is responsible by the 

Chief Information Security Officer (CISO) which highlights the business alignment is 

assured by the system [38]. Security Operations Centre (SOC) is supported by the Risk 

Committee which led to describe the Data Protection Officer (DPO) across this maintaining 

system [13]. policies occur within business units within IT Operations highlight the 

implementation of technical controls by.  
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4.4 Risk Management Framework 

 

Figure 14: Organisation Security Governance Structure 

(Source: Self-developed) 

The designed risk management framework is to assist in developing a risk management 

framework which implements ISO/IEC 27005 and NIST RMF into a structured and 

continuous process. To minimize risks, cybersecurity threats are identified, assessed, treated, 

monitored, and reviewed systematically [20]. Regular monitoring in ongoing reviews of 

technology threatened by business risks across organizations to respond in external shifts 

which improve resilience (AL-Hawamleh, 2024). 
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4.5 Security Policies and Access Control 

 

Figure 15: Policy Review Schedule 

(Source: Self-developed) 

Ensuring comprehensive security policies lead to highlighting the information assets across a 

consistent level of protection [16]. AeroLink Logistics highlights the strong password 

policies which have adopted restrict access on MFA encrypting data [11]. These 

administrative across technical controls that protect sensitive information to identity 

management are strengthened for governance. Compliance audits are enough to withstand 

new adverse experiences which is a regular policy review, employee training system [32].  

4.6 Vendor Security Management 

It also balances vendor security in AeroLink Logistics' IT infrastructure which highlights the 

outsourced to mitigate third-party cyber risks. Service Level Agreements (SLAs) around 

security highlight the organization should establish strong third-party governance through 

clear, compliance and incident reporting audit support [36]. This way it offers greater 

accountability, strengthens supply chain security, reduces operational risks and improves 

resilience against breaches and service interruption in third-party security [19].   
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4.7 Business Continuity and Incident Response 

 

Figure 16: Incident Response Lifecycle 

(Source: Self-developed) 

AeroLink Logistics relies on Business Continuity Planning and Disaster Recovery Planning 

to maintain operations during cyber incidents and minimise downtime. The framework 

should be geared to ISO 22301 for business continuity management and the NIST Incident 

Response Framework for proper incident handling [4]. A Security incident must have a 

lifecycle, preparation, detection, containment, eradication, recovery and post-incident review. 

The testing of systems, validation of backups, rehearsing disaster recovery, and training of 

employees enhances the resilience of an organisation [3]. Further, it limits the time taken to 

recover and supports the continuous enhancement of its capabilities pertaining to 

cybersecurity. 

4.8 Data Protection and Compliance Mapping 

AeroLink Logistics needs to align its security controls with established law, regulations, and 

industry standards which ensure proper data protection [27]. Meeting the requirements of the 

UK GDPR, the Data Protection Act 2018 (DPA 2018), ISO/IEC 27001, Cyber Essentials 

Plus, and the Network and Information Systems (NIS) Regulations 2018 strengthens 

information governance and increases organisational resilience, [Refer to Appendix-C]. A 

structured compliance mapping approach that determines ownership, evidence requirements 

and facilitates monitoring. 
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5. Critical Discussion: Continuous Updates to Regulations and Standards 

It is a good practice to maintain updates continually as ensuring that security measures keep 

working well against dangers like attacks that use artificial intelligence, ransomware, 

unknown weaknesses in software and long-term hidden threats that stay in systems for a long 

time. Making sure that security measures keep working well against dangers like attacks that 

use artificial intelligence, ransomware, unknown weaknesses, in software and long-term 

hidden threats that stay in systems for a long time. It was happened because updated 

frameworks incorporate the latest monitoring techniques, automation tools and incident 

response best practices, reducing response and recovery times. 

 

Figure 17:  Continuous Compliance Improvement Cycle 

(Source: Self-developed) 

From a compliance necessity, a continuous adjustment, cyber laws and standards have 

impacted organisational risk to a strategic. By cybercriminals, the attack surface has 

expanded the introduction of artificial intelligence (AI), cloud computing, Internet of Things 

(IoT) devices as well as attacks [30]. A structured set of security requirements are provided 
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Similar compliance frameworks including ISO/IEC 27001, NIST Cybersecurity Framework 

(CSF) 2.0, UK GDPR, Cyber Essentials Plus and the Network and Information Systems 

(NIS) Regulations [39].  

Deepfake attacks highlight the AI integration which also lets attackers develop more 

convincing phishing campaigns to malware which identify threat detection across security 

automation improvement [47]. emerging regulation such as AI legislation the EU AI Act for 

this system highlight the organisations must change their governance policies [35]. One day 

weaken existing encryption methods lead to maintain the organizations to get ready for future 

encryption standards across the same time as quantum computing advancements. 

Recent cyber incidents show the dangers of lack of continuous compliance. The MOVEit 

vulnerability has been impacted by sensitive data at thousands of diverse organizations 

exploiting third-party software which highlights the shortfalls in supply chain governance and 

vulnerability management [2]. The SolarWinds attack compromise thousands of customers 

simultaneously have been shown how software updates could be used to maintain good 

development governance across the CrowdStrike outages [5] [15]. Timely implementation 

highlights the security controls for threat intelligence which act as incidents highlight the 

continuous need of updated, monitoring. 

Operational financial difficulties are associated with the frequent policy updates across the 

implementation of cost increases through the constant compliance across the security audits, 

employee training, technology upgrades, commissioning [43]. Cross-border data protection 

compliance as broader organisations may encounter resource shortages across multinational 

organisations face additional complexity across different regulatory requirements such the 

NIS2 Directive. AeroLink Logistics strengthen governance system to improve business 

resilience which can reduce regulatory penalties to enhance stakeholder confidence empower 

organisations. In emerging cyber threats, AeroLink Logistics responds effectively to ensure 

ongoing regulatory compliance and operational continuity (AL-Hawamleh, 2024). 

6. Conclusion and recommendations 

Conclusion 

It can be concluded that an integrated governance model has been proposed by this report for 

operating environment situations of AeroLink Logistics based on the leading information 
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security frameworks. By leveraging NIST CSF 2.0, ISO/IEC 27001, COBIT 2019, ITIL 4 

and Zero Trust Architecture is a comprehensive strategy to enhance governance and manage 

cyber risks for regulatory compliance.  The framework being put forward improves the 

vendor management, access control, incident response and business continuity. It also 

strengthens resilience. The continuous monitoring of threats and risk-based decision-making 

along with regular reviews of compliance enable the organisation to adopt a successful cyber 

security function while enhancing stakeholder confidence involving sustainable information 

security governance. 

Strategic Recommendations 

AeroLink Logistics needs to implement a Zero Trust Architecture that helps to strengthen 

identity verification and mitigate unauthorised access across a widely dispersed workforce 

[8]. A strong Information Security Management System will be established and governance 

maturity will improve by obtaining the ISO/IEC 27001 certification (Humphreys, 2025). 

monitoring AI-driven Security Operations Centre (SOC) is an automated incident across 

Cyber resilience as it has enhanced implementing a continuously response to ensure 

long-term business continuity [49]. 
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