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ANSWER THREE QUESTIONS

Q1. 

a. With reference to Access Control List (ACL):
i. Name and describe the two types of Cisco IPv4 ACL
(5 marks)
ii. Although IPV4 and IPV6 ACLs are very similar, there are three significant differenced between them, explain these differences.	
(6 marks)
iii. Refer to figure 1 configure IPV6 ACL R1:
· Name the access list
· Denies all IPV6 packets from 2001:DB8:CAFE:30::/64 destined for any IPV6 network
· Allow all other IPV6 packets
(5 marks)
		[image: ]
Figure 1: Configuring IPV6 ACLs

iv. Match the numbered ACL operation statements in figure 2 below from the provided ACL operation list.  Not all answers will be used. The first statement requires two words or phrases to complete it.
(9 marks)
[image: ]
Figure 2: ACL Operation




Q2. 

a. Point to Point Protocol (PPP) frame consists of six fields. Name and describe them.
           (12 marks)

b. PPP defines two protocols for authentication. Name and explain them 
								           (6 marks)

c. [bookmark: _GoBack]In figure 3 below, determine whether each characteristic describes Link Control Protocol (LCP) or Network Control Protocol (NCP).	
        (7 marks)
[image: ]
Figure 3: LCP and NCP characteristics




Q3.


a. Figure 4 below represent an International Oil Company. The central office is the main site which is connected to the Internet. The refinery, regional and branch offices are all connected to the central office via the Internet. However, there is a direct high-speed link between the regional and central office. Staff in Central and branch offices are allowed remote access and work from home. 

i. Choose appropriate WAN technologies for the design and support of this setup to provide fast, reliable and secured connection. The choices of WAN technologies are not limited. 
(15 marks)
ii. Upon the completion of the design, evaluate your system, e.g. why   you have chosen such a structure, benefits and limitations, etc. 
 (10 marks)
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Figure 4: International Oil Company



Q4.

a. Technology is constantly changing and network evolving. Discuss the following trends in today’s networks.
· Internet of things (IoT)					(6 marks)	
· Cloud Computing						(6 marks)
· Virtualisation							(6 marks)
· Software Defining Networking (SDN)			(7 marks)






Diwedd/End
Page 7 of 7

image3.jpg
ACL Operation List

m

© 0N O VA WNRK

ACL Operation

An Access Control List (ACL) controls whether the router wil ____or _____ packet irafic based
on packet header crieria

'ACLs are often used in routers between interal and extemal neworks to provide a —____.

A fouter with three interfaces and two network protocols (IPvd and IPV6) can have as many as

—__active ACLs.
For inbound ACLs, incoming packes are processed _____ fouting has been performed.
For outbound ACLS, incoming packets are processed _____ fouting has been performed.

For every ACL, there is an implied deny statement. I 2 packet does not match any of the ACL.
criteria, it willbe ____

'ACLs can fitr data traffic per protocol, per direction, and per ___

'ACLs can fitr raffc based on source/destination address, _____, and port numbers.
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Negotiate and set up control options on the WAN circuit

Manage packets from several network layer protocols.

Establish, configure, and test the data ink connection.

Terminate the link.

Bring network layer protocols up and down.

Determine whether the link s functioning properl.

Encapsulate and negotiate options for [PV, IPv6, and IPX.
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RI(config)# ipvé access-list NO-R3-LAN-ACCESS

RI(config-ipvé-acl)+ deny ipvé 2001:db8:cafe
RI(config-ipvé-acl)4 permit ipvé any any

RI (config-ipvé-acl)+ end

R1¢

/64 any





