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[bookmark: _Toc93062000]Introduction
[bookmark: _Toc93062001]Penetration testing on a live website
In this section of the assessment a penetration report will be produced to show how the writer attacked a website along with a professional standard penetration test report. [1]
[bookmark: _Toc93062002]Penetration Test Report
	Forensics Company
	Ceac Cybersecurity and Forensics Ltd (CCFL)

	Testers
	Lloyd Johnson

	
	Cyber Security Student at UWTSD 

	Subject
	Penetration Test Report  

	
	Penetration Test carried out on the HPC website 

	Penetration Testing Request Date
	10/11/2021
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[bookmark: _Toc93062004]Introduction
[bookmark: _Toc93062005]Helios Pharmaceutical Company approached Ceac Cybersecurity and Forensics Ltd to carry out penetration tests on the company website. This included attacking the website with various means such as sql injection, sensitive data exposure and Cross-site scripting, then producing a penetration test report to include explanations of all the attacks carried out on the website, then producing solutions to how the company can protect from these attacks along with the cost to implement the solutions. 
[bookmark: _Toc93062006]Contingency Policy
It is crucial for a company to include a cybersecurity contingency plan to outline what will happen on Zero-day, zero-day is the day an attack occurs on a company’s computer services or devices. Without a well-constructed contingency plan the company employees will have no guidelines in what to do in the event of a cybersecurity attack meaning that the time taken for the company and the company devices to get back to working order will be increased greatly. This section will outline the step-by-step process that the client company should follow if the website is ever attached by the attacks used in the penetration report. 
	Step No.
	Step Name
	Step Description

	1
	Chain of Command
	Assign members of the company to take control of the incident and carry out tasks to ensure the recovery time is lessened

	2
	Quarantine of Devices
	Disconnect effected servers and computer devices from the network to ensure that viruses and malware cannot be spread to other areas of the network

	3
	Keeping Back up Data
	Make sure that all crucial files are safely baked up to a backup file server and make sure the file server has no access to the affected area of the network

	4
	Reporting Incident to Authorities
	Report the hacking incident to the authorities such as law enforcement and cyber insurance policy provider 

	5
	Alert Shareholders
	Ensure that all shareholders in the company have been alerted that an attack has taken place and keep them informed of the steps the company is taken to control the event

	6
	Further Protect Servers and Devices
	Update or install any anti-hacking software on the devices to ensure that there is more protection in place to avoid further attacks occurring in future

	7
	Produce Documentation of events
	Document in order the chain of events to show authorities


[2]
This contingency plan must be followed to ensure that the services the company provides resumes to working order safely.
[bookmark: _Toc93062007]Penetration Testing Framework
The Framework used in the Report is OWASP Web Security Testing Guide. This framework provides the best steps to take when conducting penetration testing. The framework first discusses the penetration testing execution standard which determines the act of penetration testing in 7 phases these include. [3]
· Pre-engagement Interactions – this includes meeting with the company that wants penetration testing conducted on the website to understand what they want to achieve from the test
· Intelligence Gathering – this includes collecting information on the files and servers that the company want to test on
· Threat Modelling – this includes identifying threats then creating tests to detect and respond to the threats
· Vulnerability Analysis – this includes assessing how vulnerable the network or devices are in the company
· Exploitation – this includes attacking the website using the tests created in the threat modelling
· Post Exploitation – this includes documenting the steps taken in the exploitation phase
· Reporting – this includes creating a report that documents all that the penetration tester had done in the job this helps to show the company what area they are being charged in.
The Penetration Framework is also stated in the OWASP security guide, below is a list of the framework key areas of penetration testing, not all will be used in the penetration testing in this report. This is taken from the OWASP web security guide:
· Network Foot printing (Reconnaissance)
· Discovery & Probing
· Enumeration
· Password cracking
· Vulnerability Assessment
· Bluetooth Specific Testing
· Cisco Specific Testing
· Network Backbone
· Server Specific Tests
· VoIP Security
· Wireless Penetration
· Physical Security
· Final Report - template
[bookmark: _Toc93062008]Tools Used
The first tool that was used in the penetration testing of the HPC website is nmap, nmap allows to scan a website for vulnerabilities in the website ports, the tool can find such information such as active firewalls on ports and operating systems running on the website server. 
The second tool that was used was Kali-Linux this is a penetration testing system that can be used on virtual machines, it has a wide library of applications and tools that penetration testers can use to carry out attacks and find vulnerabilities in the services that are being attacked.
The next tool that was used is xsser, this tool allows the tester to check the website for cross-site scripting vulnerabilities by testing injections to see if the code will be initiated.
Intelligence Gathering
The first action to take was to check if the website could be pinged from the Kali Linux virtual machine, to do this the tool nmap was used on the Kali Linux machine. Below is the code entered to check if the website could be pinged.
┌──(kali㉿kali)-[~]
└─$ ping 217.160.0.116
PING 217.160.0.116 (217.160.0.116) 56(84) bytes of data.
64 bytes from 217.160.0.116: icmp_seq=1 ttl=50 time=70.9 ms
64 bytes from 217.160.0.116: icmp_seq=2 ttl=50 time=37.1 ms
64 bytes from 217.160.0.116: icmp_seq=3 ttl=50 time=42.5 ms
64 bytes from 217.160.0.116: icmp_seq=4 ttl=50 time=34.2 ms
As the code shows the ip address of the helios-pharma.com website was able to be pinged, therefore the investigator has access to the website to scan for vulnerabilities. The next steps taken in the vulnerability scan check the website for vulnerabilities.
The second action to take was to scan any open ports that are located on the https://helios-pharma.com website, these open ports are a vulnerability as then this can lead to them being used as open doors on the website for hackers to then gain access to the website servers. 
┌──(kali㉿kali)-[~]
└─$ nmap -p 80,443 helios-pharma.com
Starting Nmap 7.92 ( https://nmap.org ) at 2022-01-16 10:19 EST
Nmap scan report for helios-pharma.com (217.160.0.116)
Host is up (0.045s latency).
Other addresses for helios-pharma.com (not scanned): 2001:8d8:100f:f000::24d
rDNS record for 217.160.0.116: 217-160-0-116.elastic-ssl.ui-r.com

PORT    STATE SERVICE
80/tcp  open  http
443/tcp open  https

Nmap done: 1 IP address (1 host up) scanned in 0.20 seconds
To check if these ports can be used to enter the tester checked to see if there were any firewalls installed on the ports. From the code produced there are no firewalls installed on the system as they would be named underneath the port.
└─$ nmap -p 80,443 --script dns-brute helios-pharma.com
Starting Nmap 7.92 ( https://nmap.org ) at 2022-01-15 14:01 EST
Nmap scan report for helios-pharma.com (217.160.0.116)
Host is up (0.042s latency).
Other addresses for helios-pharma.com (not scanned): 2001:8d8:100f:f000::24d
rDNS record for 217.160.0.116: 217-160-0-116.elastic-ssl.ui-r.com
PORT    STATE SERVICE
80/tcp  open  http /*if the port had firewall software would be listed here 
443/tcp open  https /*if the port had firewall software would be listed here
Host script results:
| dns-brute: 
|   DNS Brute-force hostnames: 
|     www.helios-pharma.com - 217.160.0.116
|_    www.helios-pharma.com - 2001:8d8:100f:f000::24d
Nmap done: 1 IP address (1 host up) scanned in 3.10 seconds”
From this we can also see that the nmap code found the ipv4 and ipv6 addresses of the website. 
Next is to check the http code to see if there are any errors in the code that can be exploited using any attacks. To do this nmap was used in the Kali Linux software on a virtual machine. Below is the code to check for any http errors.
┌──(kali㉿kali)-[~]
└─$ nmap -p80 --script http-errors.nse helios-pharma.com
Starting Nmap 7.92 ( https://nmap.org ) at 2022-01-16 09:52 EST
Nmap scan report for helios-pharma.com (217.160.0.116)
Host is up (0.040s latency).
Other addresses for helios-pharma.com (not scanned): 2001:8d8:100f:f000::24d
rDNS record for 217.160.0.116: 217-160-0-116.elastic-ssl.ui-r.com
PORT   STATE SERVICE
80/tcp open  http
|_http-errors: Couldn't find any error pages.
Nmap done: 1 IP address (1 host up) scanned in 7.50 seconds
As you can see from the commands above there were no errors found on the helios-pharma.com website.
Then the investigator using nmap scanned the web server to check what operating system it is running; this would allow the investigator to produce an attack for the specific operating system.
                                                                                   
┌──(kali㉿kali)-[~]
└─$ sudo nmap -O helios-pharma.com                                           255 ⨯
Starting Nmap 7.92 ( https://nmap.org ) at 2022-01-16 10:30 EST
Nmap scan report for helios-pharma.com (217.160.0.116)
Host is up (0.022s latency).w
Other addresses for helios-pharma.com (not scanned): 2001:8d8:100f:f000::24d
rDNS record for 217.160.0.116: 217-160-0-116.elastic-ssl.ui-r.com
Not shown: 997 filtered tcp ports (no-response)
PORT    STATE SERVICE
80/tcp  open  http
81/tcp  open  hosts2-ns
443/tcp open  https
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: bridge|general purpose|switch
Running (JUST GUESSING): Oracle Virtualbox (98%), QEMU (93%), Bay Networks embedded (88%)
OS CPE: cpe:/o:oracle:virtualbox cpe:/a:qemu:qemu cpe:/h:baynetworks:baystack_450
Aggressive OS guesses: Oracle Virtualbox (98%), QEMU user mode network gateway (93%), Bay Networks BayStack 450 switch (software version 3.1.0.22) (88%)
No exact OS matches for host (test conditions non-ideal).

OS detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 8.77 seconds
From the scan the operating system discovered is the helios-pharma,com website is using a butrual machine on the oracle VirtualBox application.
The final step using nmap was to check vulnerabilities of the website using the ports and operating system software knowledge that were uncovered during the previous scans.
┌──(kali㉿kali)-[~]
└─$ sudo nmap --script vuln helios-pharma.com
Starting Nmap 7.92 ( https://nmap.org ) at 2022-01-16 10:39 EST
Nmap scan report for helios-pharma.com (217.160.0.116)
Host is up (0.0022s latency).
Other addresses for helios-pharma.com (not scanned): 2001:8d8:100f:f000::24d
rDNS record for 217.160.0.116: 217-160-0-116.elastic-ssl.ui-r.com
Not shown: 979 filtered tcp ports (no-response)
PORT      STATE  SERVICE
80/tcp    open   http
|_http-passwd: ERROR: Script execution failed (use -d to debug)
|_http-dombased-xss: Couldn't find any DOM based XSS.
| http-enum: 
|_  /logs/: Logs (401 Unauthorized)
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
|_http-csrf: Couldn't find any CSRF vulnerabilities.
81/tcp    open   hosts2-ns
443/tcp   open   https
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
|_http-dombased-xss: Couldn't find any DOM based XSS.
|_http-csrf: Couldn't find any CSRF vulnerabilities.
As shown in the code above it can be determined that there are no vulnerabilities in the https://helios-pharma.com website. The code shows no cross-site scripting vulnerabilities or password hacking vulnerabilities in the coding.
The next vulnerability check was to check that there were any vulnerabilities in the SQL that could be exploited. To do this the tester entered code to check for any vulnerabilities in the SQL Database on the website. This was done using SQLMap on Kali Linux virtual machine.
Below is the code the tester entered to check for any vulnerabilities
· Sqlmap url—http://helios-pharma.com
Here is a screenshot of the result of entering that command to find out the vulnerabilities.
[image: Text
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As you can see from the text created from the code the website can be shown to be to have WAF/IPS protection which can help stop any SQL injections from taking place. 
Threat Modelling
As there were no vulnerabilities able to be discovered by the network vulnerability scan of the website using nmap there were no attacks that could be produced to attack using the vulnerabilities in the webserver.
[bookmark: _Toc93062009]ExploitationAttacks Mounted
As there were no vulnerabilities of the website what were able to be scanned the investigator ran attacks to verify if the website was indeed protected from these threats although no vulnerabilities were found during the scans.
The first attack that was run was cross-site scripting using xsser. This tool on Kali Linux allows the user to test cross-site scripting injections to gain access to any username or passwords. From the code entered the investigator tested to see if access to the admin user account could be obtained. Below is the code used:
===========================================================================
[*] Final Results:
===========================================================================

- Injections: 2
- Failed: 2
- Successful: 0
- Accur: 0.0 %

As you can see from the results of the code a total of two cross-site injections were attempted and from the code both injection attempts failed. The reason these attacks could have failed is there is a firewall present on the web server, or the code entered on the website was scripted to avoid cross-site scripting to protect user accounts.
The next attack that was attempted on the website was to check if the firewall on the website could be bypassed using xsser. As found out from the vulnerability scanning it can be determined that there is a firewall present on the 80,443 ports so this next coding was checked to see if the firewall could be bypassed. Below is the code used:
──(kali㉿kali)-[~]
└─$ xsser -u https://helios-pharma.com -g --Xsr --Xsa                          2 ⨯
===========================================================================

XSSer v1.8[4]: "The HiV€!" - (https://xsser.03c8.net) - 2010/2021 -> by psy

===========================================================================
Testing [XSS from URL]...
===========================================================================

[Error] WARNING: Some internal problems running attack...

As you can see from the code, xsser was not able to run the code to show that the firewall was bypassed.
[bookmark: _Toc93062010]Recommend Solutions
Looking at the first threat to the website SQL injections can be easily carried out by attackers on websites. There are multiple ways to prevent SQL attacks, the first way to prevent SQL attacks is to use Input Validation this makes sure that the values entered into the boxes on the website are of the valid length and format, if the values entered into the text boxes do not match the valid format or length then the text in the boxes are not processed stopping the would be attacker using such terms as or 1=1 to default into the website login server. The next solution to stop SQL injections is to use parametrised queries this is a type of coding practice that helps the database to understand the code that is entered, this will help the database to understand when code is entered and not normal input data to stop the processing of the entered data therefore stopping SQL injection attacks.
Looking at the second threat the website cross-site scripting can be stopped from would be attackers by stopping the attackers from initiating scripts into text boxes that are housed on the website. To do this when creating the website, the programmer can use a XSS defenders toolbox such as CSP, what this does is it makes a header for the web server that will stop certain java scripts being initiated onto the website, even if the scripts are initiated on the website, it can stop the scripts from functioning correctly. [4]
The next step to secure a website is to lock down file permissions on the website, allow only the admin of the website to be able to alter files with the read, write and execute permissions and allow all other users of the website only to read on the webpage. Another way of securing the website is to keep error messages simple, this will stop hackers from gaining knowledge of the websites programming as detailed error messages can help to show a would-be hacker vulnerability in the website coding.
[bookmark: _Toc93062011]Risk Rating
[bookmark: _Toc93062012]Solution Cost
The first cost of the solutions would be to hire web programmers to analyse the websites code to check for any sql coding errors that would allow a hacker to use sql injection on the website. The cost of this is usually up to £1000 a year to constantly maintain the website coding. Included in the cost would be any certifications that show website users that the website is safe and secure.
[bookmark: _Toc93062014]Research into cyber security incident and defensive technique case study.
[bookmark: _Toc93062015]Data Recovery Methodology
In the case study an ex-employee of Helios Pharmaceutical Company deleted crucial files that were needed for research into a human vaccine for covid-19. The critical files were stored in pdf formats, the company need to retrieve these deleted pdf files, if these files are not retrieved then the company expects to lose 3 million US dollars.
The first step in the data recovery process is to investigate the incident where all the critical files were deleted, this process will help the investigator understand how the files were deleted which will in turn help the investigator produce a plan to retrieve these deleted files. In this step a chain of custody document must be created, the chain of custody form will help the investigator to identify the documents that have been deleted and which employees have accessed these files. 
The second step to recovering these deleted files is to research techniques that are used in industry to recover deleted pdf files and other word documents. This stage will help the investigator retrieve the deleted files, all programs and applications used must be recorded in the final forensics report.
The next step in data recovery is to use the techniques and applications found in the previous step to recover the lost files then document all the files recovered in the forensics report. Additionally in this step the investigator should inform the company of ways that the data can be protected in future.
The next stage is to create a forensics report to fully document the steps that have been taken to identify the data, then recover the data, any additional features that have been added to the company system to protect from this threat again and finally the steps the company will take to prosecute the individual who deleted the critical files.
The final stage is the post investigation process in this stage the investigator shall produce documents to become an expert witness for when the company decides to prosecute the individual who deleted the files. In this stage it is important for the investigator to present the documentation in a manner that all individuals in a court room setting have a clear understanding of the processes that occurred, this means no technical terminology should be used as it has the possibility to alienate individuals who are not trained in the digital forensics’ profession. [5] [6] [7]
[bookmark: _Toc93062016]Digital Forensics Report for Helios Pharmaceutical Company 
An example forensics report was used to complete this. [8]
[bookmark: _Toc93062017]Forensics Report
	Forensics Company
	Ceac Cybersecurity and Forensics Ltd (CCFL)

	Investigator
	Lloyd Johnson

	
	Cyber Security Student at UWTSD 

	Subject
	Digital forensics Report  

	Accused
	Nera Star

	Offence
	Deletion of Critical files needed for human covid-19 vaccination

	Data Recovery Request Date
	10/11/2021


[bookmark: _Toc93062018]Contents
1.Abstract
2.Case Background
2.1	Subject Summary
3.Principals and Procedures
3.1	General Principles
3.2	General Procedures
4.Tools and Processing
5.Chain of Custody
6.Data Search and Recovery
6.1	Analysis of Recovered Data
6.2	Recommendations
7.Evidence 
	7.1 Evidence Evaluation
	7.2 Presentation of Evidence
[bookmark: _Toc93062019]Abstract
The purpose of this forensics report is to document the procedures that were carried out to recover the deleted critical pdf files that were allegedly deleted by Nera Star after an argument with the company HPC over side-lining Nera to promote another Senior Scientist Napel. The report will contain the investigative process taken to identify the deleted files, then the steps and tools used to recover these deleted files and how the files were then stored in the file system. 
[bookmark: _Toc93062020]Case Background
HPC or Healios Pharmaceutical Company is a company that is involved in the research of a human covid-19 vaccination. A key research scientist called Nera Star was involved in researching this vaccine along with another scientist named Napel. All the critical documents were stored in the company file system using MS word or pdf formats. A week following Nera Star departing the company it was identified that all critical files that Nera had worked on had been deleted including a file that contained the final covid-19 vaccination formula, this file had not been backed up in the company system as the central backup machine had been under repair. Nera Star has been accused of deleting these critical files including the final formula file in rage after not receiving promotion for her work and instead it going to her colleague Senior Scientist Napel.
Subject Summary
	Subject No.
	Subject Name
	Subject Role
	Accusation

	1
	Nera Star
	Human covid 19 vaccination researcher
	Deletion of Critical files needed for human covid-19 vaccination


Principles and Procedures
General Principles
· Any Files Recovered shall not be tampered with
· Files should be stored while recovering and once all files that are able to be recovered are transferred to HPC they should be deleted off investigator hard drive
· Any non-useful information recovered should be documented however not retrieved
General Procedures
· Once files are recovered stored in a safe environment
· All files recovered to be documented in the forensics report 
· Company to be alerted when files have been successfully reported 
· Once business with HPC has been completed all files from the company should be deleted, only the invoice shall remain
· Tools in which the data was recovered shall be listed along with the recovery methods.
[bookmark: _Toc93062021]Tools and Processing
The tools that have been used to extract the deleted files from Nera Stars machine is a collection of data recovery tools that extract all the data that is on the hard drive, this will include deleted files and regular files. Only the recovered files will be extracted by the investigator using these tools. 
The tool used to recover the extracted files is called autopsy, the next tool that is used by the investigator is Microsoft excel this is used to record all the files that have managed to be extracted from the data. The next tool that was used is Microsoft Word, this tool was used to keep a step-by-step log of all the actions the investigator took and to make the forensics report.
The Process of recovering the data involved 5 steps, the first step involved extracting all files from Nera Stars computer hard drive, the next step involved extracting the important files from the hard drive this led to the 3rd step restoring and saving the recovered files. Then the next step involved was documenting the restored files in the excel worksheet then finally creating the forensics report.
This process was carried out in the company headquarters of Helios Pharmaceutical Company to extract the hard drive copy of Nera Stars computer. Then the copy of the hard drive was moved via secure transport to the company of Ceac Cybersecurity and Forensics. 
[bookmark: _Toc93062022]Chain of Custody
Below is a table showing the chain of custody of all the evidence that has been collected by the investigator. This is used to show who has had contact with the evidence to ensure that no tampering has been done to any pieces of evidence.
	Date and Time
	Name of Subject with evidence contact
	Location of Custody
	Media Type 
	Reason for custody 
	Evidence No.
	Evidence Description
	Name of File or physical evidence
	Subject Signature

	19/12/21
	Nera Star
	Helios Pharmaceutical Company 
	Hard Drive
	Work Hard Drive
	1
	This is the Hard Drive Nera Star deleted the formula file from
	Nera Star Hard Drive
	

	20/12/21
	Lloyd Johnson
	Helios Pharmaceutical Company
	Hard Drive
	To create a copy of the hard drive to then later extract the formula file
	1
	This is the Hard Drive Nera Star deleted the formula file from
	Nera Star Hard Drive
	

	21/12/21
	Lloyd Johnson
	Ceac CyberSecurity and Forensics
	Hard Drive copy
	Moved Hard Drive copy to Secure lab
	2
	This is a copy of the hard drive the formula was deleted 
	Copy of the Hard Drive to use to extract the Formula file data
	

	27/12/21
	Lloyd Johnson
	Ceac CyberSecurity and Forensics
	File
	Extracted Deleted Formula File
	3
	This is the retrieved formula file that was deleted from hard drive
	Formula file extracted from hard drive copy
	

	27/12/21
	Ceac
	Ceac CyberSecurity and Forensics
	File
	File stored in secure file system
	3
	This is the retrieved formula file that was deleted from hard drive
	Formula file extracted from hard drive copy
	

	4/1/22
	HPC
	Helios Pharmaceutical Company
	File
	Returned to Owner
	3
	This is the retrieved formula file that was deleted from hard drive
	Formula file extracted from hard drive copy
	

	5/1/22
	HPC
	Helios Pharmaceutical Company
	Hard Drive
	Returned to Owner
	1
	This is the Hard Drive Nera Star deleted the formula file from returned to the company
	Nera Star Hard Drive
	




[bookmark: _Toc93062023]Data Search and Recovery Explanation
The Process of the Data search included the investigator receiving the Hard Drive from HPC. The investigator then searched the company back up computer to check to see if the formula file had been backed up by the company backup system this was not the case the file had not been backed up. The investigator then created a copy of the Nera Star Hard Drive to take back to the Ceac Cybersecurity and Forensics Offices, the original hard drive was the kept in the secure network room in the Helios Pharmaceutical Company offices. 
Once the copy of the Hard Drive had been secured in the Ceac CyberSecurity and Forensics office the extraction of the deleted formula file could take place. The copy of the Hard drive file was placed in a file extraction application called autopsy which then was able to load all deleted files on the hard drive by hashing all the files and the investigator used keywords on the application to find the deleted file. 
Once the deleted file was recovered using autopsy it was then saved to Ceac company secure file system. All other files extracted were recorded in the Microsoft excel spreadsheet. The recovered formula file was then securely sent via encrypted email to Helios Pharmaceuticals Company along with the Hard Drive copy. Once the company received the hard drive copy and recovered file by request of HPC the hard drive copy was deleted along with any recovered files. 
[bookmark: _Toc93062024]Recommendations
It can be recommended that the company ensures that all data is securely backed up in a secure back up server or via a third-party backup server. Another recommendation that can be made to HPC is to issue access rights what this means is that all employees have read, write, or delete files where only high-level employees have the capacity to delete high level files this will ensure something like this never happens again. 
[bookmark: _Toc93062025]Evidence 
The sections below include listed pieces of evidence that will be used in a court to prove the actions taken by Nera Star that will help the prosecution case.
[bookmark: _Toc93062026]Evidence Evaluation 
	Collected By
	Evidence No.
	Evidence Description
	Date

	Lloyd Johnson Investigator
	1
	The piece of evidence shows the deleted file on the hard drive that was used by Nera Star
	10/1/22


The evidence collected by the investigator will help the prosecution case  as it shows that the file was deleted from the  hard drive that was used by Nera Star.  
[bookmark: _Toc93062027]Presentation of Evidence
The Evidence will be presented to the court using screenshots of the deleted file presented on Microsoft PowerPoint with a brief description of the evidence collected along with who discovered the evidence. Below is an example of how the evidence will be Presented. 
[image: Graphical user interface, application, Word
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[bookmark: _Toc93062028]Invoice for Data Recovery and Forensics Report
DATE: 17/1/22
RECOVERY COMPANY DETAILS: Ceac Cybersecurity and Forensics
INVESTIGATOR: Lloyd Johnson
CLIENT COMPANY: Helios Pharmaceutical Company
COST OF DATA RECOVERY: £1000
PAYMENT METHOD: Business Bank Transfer 
INCIDENT REPORT: An important file was deleted from an employee hard drive and HPC requested Ceac to recover this deleted file from the hard drive and safely stored and returned to the client company.
RECOVERED DATA REQUIRED: Covid-19 Formula File [9]
RECOVERED DATA SUMMARY: The formula file was successfully recovered.
RECOVERED DATA STORAGE METHOD: Ceac Company Secure File Server and Backup File Server.
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[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mut
ual consent is illegal. It is the end user's responsibility to obey all appli
cable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[+] starting @ 11:55:23 /2022-01-15/

[11:55:23] [INFO] testing connection to the target URL
got a refresh intent (redirect like response common to login pages) to 'defau
tsite’. Do you want to apply it from now on? [Y/n] Y

[11:55:24] [CRITICAL] previous heuristics detected that the target is protect
ed by some kind of WAF/IPS

[11:55:24] [INFO] testing if the target URL content is stable

[11:55:24] [WARNING] target URL content is not stable (i.e. content differs).
sqlmap will base the page comparison on a sequence matcher. If no dynamic no
T injectable parameters are detected, or in case of junk results, refer to us
er's manual paragraph 'Page comparison’

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] C

[11:55:24] [INFO] searching for dynamic content

[11:55:25] [CRITICAL] target URL content appears to be heavily dynamic. sqlma
p is going to retry the request(s)

[11:55:27] [WARNING] target URL content appears to be too dynamic. Switching
to '—text-only'
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Evidence No.1

Screenshot of the Deleted
file from autopsy
application

The Evidence was Collected by Investigator Lloyd Johnson and shows the deleted formula file
located on the copy of the Hard Drive that was in use by Nera Star before her departure from Helios
Pharmaceutical Company.
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