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[bookmark: _Toc101796645]Introduction 
In this essay I will be looking into the topic of cryptography in relation to data security, how to use cryptography, the ways that cryptography protects data and the possible complications with cryptography. I will also be looking at how useful cryptography is compared to other ways to protect data. I will also give my view on cryptography on how I found cryptography after competing my research and the research will hopefully explain to someone new to data security the cryptography is an option when implementing their security.
[bookmark: _Toc101796646]What is cryptography
When it comes to cryptography a person should know how cryptography works and what it is. Cryptography is multiple techniques to scrambling and then hiding data to make the data only available to the people that you want to give the data to these people will have a key that you and that person have made together this will allow that person to access the data after it is sent to them. Cryptography allows for a strong basis on making sure that the data is secret, and it will also allow for the verification of the data. [1] Here are two ways that you can use cryptography.
· Symmetric Cryptography [2]
· Symmetric cryptography is when the key between the users are the same key is used in both decrypting the data and encrypting data. When using this type of cryptography, the data is changed into a form that is unable to be read from others who don’t possess the key to decrypt said data form when it reaches the intended people the key that they have will decrypt the data form and it will show the data to said person. The key that the sender and the recipient have should be created either by the people it contains or a random selection of numbers that will have been created from a secure random number generator (RNG) for example in banks they typically use an RNG system that is certified by the FIPS 140-2. There are two types of symmetric cryptography:
· Block Algorithms – these are set number of bits that are encrypted in blocks of data, and these use a specific key. This type saves the data in its memory to wait for the blocks to complete its encryption
· Stream Algorithms – This type is when the data is encrypted in streams instead of being retained in the systems memory 
· Asymmetric Cryptography [3]
· Asymmetric Cryptography could also be known as public key Cryptography works by using a pair of keys that are connected one being the public key and the other being a private key these are used to encrypt and decrypt data and they also protect it from any unauthorized users. A public key is a type of encryption that anyone can use to encrypt data so that it can only be decrypted by the person with the private key, the privet key is the key that the receiver and the sender have and tis is the one that is used when decrypting any encrypted data. The way this works is the person who wants to send a piece of encrypted date they will get the receivers public key and then encrypted their data before sending it to them then the receiver will get the message and then decrypt it with the private key they made for that public key. To note that if the sender encrypts their data with their private key they can only decrypt the data with the senders public key this will authenticate the sender and this is typically done automatically and has little to do manually with the encrypting and decrypting.
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When searching for ways that cryptography is used, and I found that there are many ways that cryptography can be used to protect data here are a few:
· SSL/TLS Encryption (Secure Sockets Layer /Transport Layer Security) [4]
· SSL and TSL are a type of encryption that protects data that is either sent via the internet or internally in a network. This type of cryptography should stop potential attacker from seeing and/or changing the data that is being transported between 2 areas these are typically the users web browser and a webserver. Most website try to implement SSL/TSL encryption into their sites. The way this works is by using both asymmetric and symmetric cryptography to defend the secrecy of the data in transport. Using asymmetric cryptography to establish a safe activity between the client and the server and symmetric cryptography is used in the transfer of the data within the safe session that the asymmetric cryptography helps secure.
· Digital signatures [5]
· When it come s to digitals signatures, they are what some would call the “electrical Fingerprint”, A form of an encrypted data the digital signature labels a signer with the document in a reported transaction. Digital signatures Private Key Infrastructure (PKI), PKI is what most organizations use in their security as it covers the majority of the basics in encryption and allows for digital signatures to be created. You would use a digital signature to help identify and verify clients and then ensure that the data is correct. These have become more useful due to the world becoming more technological due to world circumstances many workplaces work via a computer or laptop to talk and confer with each other about things.
· Encrypted Emails [6]
· When it comes to encrypted emails, these are a way to protect sensitive data sent via emails. This has become a great problem for some people as they don’t know how to encrypt their emails and assume that they are safe once they send them out to the recipient. The way to encrypt your email(Gmail) is go to the bottom right on the email window and turn on  confidential mode (if already on click edit to double check) then you set an expiry data of the email and then decide between one of the 2 options:
· No SMS passcode – this will open straight away when the intended person open the email
· SMS passcode = this requires the person to receive a text to prove that the person reading the email is the intended person.
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When it comes to cryptography it does have its fair share of problems first, I looked a the potential problems with the ones I looked at that could protect data and then I looked at other problems, 
· SSL/TLS Encryption [4]
· The potential problems to this type of protection is that potential attacks know that many organizations have a challenge when it comes to decrypting and inspecting the traffic when sending data. These attackers use their knowledge of knowing the problems and find ways on how to attack those and bypass the inspection devices to then send in malware to the network. The reason why the attackers may be able to get through the inspection device is because the devices have trouble scaling to meet the amount of malicious traffic so this makes it hard to decrypt the data coming through so it gets through the device and allowing the attacker to get inside the way to help prevent this from happening the company/organization should secure their data and make sure the visibility of the devices are clear to allow it to see any problems and to allow the process to go through smoothly.
· Digital signatures [7]
· There are 3 problems when it comes to a digital signature these are:
· Risk of fraud and reliability – while these are typically done over a dedicated signatory platform these can help authenticate any issues there is still the problem with fraud and forging as these types of things can be hacked aby potential hackers.
· Risk of unauthorised Signing – similar to actual documentation signing there is the risk of an unauthorized person signing the document without their head/ department’s permission. There is a way for both the signatories and the organisation to know that everything is authorized and that is the “blockchain technologies” this allows organisations to effectively and safely manage the signing lists in real time this allows for both sides to see whats happening as its happening. 
· Risk of non-compliance – this problem is able to be dealt with legally as failing to comply to the electronic signature laws, the FCA and the MiFID the organisation that does fail to follow these rules will be fined and risk getting sanctioned 
· Encrypted Emails
· when it comes to encrypting emails, the possible problems are that you set the expiry time to early and you haven’t set a passcode the other possibility is that the recipient’s email could have been attacked and is controlled by a different person.
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So, when it comes to cryptography one thing you should keep in mind is that you shouldn’t try to make your own cryptosystem as it can get fairly complicated and is hard to try to implement new features that aren’t already created. Another thing to remember is that your system will always have an attacker weather that be an incompetent hacker or a hacker with high skills there will always be a hacker/ attacker on your system so be certain to constantly check your system. One thing to note when it comes to cryptography the only thing to be kept secret is your own private key, you should be careful with the steps of securing your keys and you should never keep your keys in clear text along side the data that they are trying to protect. Here are some ways you can protect your keys: [8]
· use a file system that has a strong Access Control list (ACL) to store your keys inside.
· A hardware Security Module (HSM) this is a tamper resistant appliance this can be used to store your keys in, you can get code that can make an API that calls the HSM that will provide the keys when they are needed or to perform any decryption of data on the HMS itself.
· You can encrypt the key with a second encryption this would make the first key secure the way the second key should be generated is by using the password base encryption this password should only be available to a select few in the company/ team otherwise it would be pointless to do this method as everyone would know and would make both keys a public key in a sense. 
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After completing my research, I found that cryptography is a tool that can help both secure data but also it can be used to secure a company network. I also found that there are many ways that cryptography can help protect data and how to complete said ways to protect my data, also found out that as much as there are ways to protect our data there are also many ways for the attackers to get into our data this concerned me as I thought that if you could secure your data strong enough you would be fine however I found that it is best to constantly check said systems to help succeed in defending the data 
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· CFO (Chief Financial Officer) [9]
· The CFO is responsible for tracking cash flow, financial planning and analysing the strengths and weaknesses of the company 
· Project manager [10]
· The project manager are responsible for any planning, organizing and directing the completion of specific projects for the organisation
· Data Security Manager [11]
· The data Security Manager is the person that controls and ensures the security assessment program that is designed to identify and mitigate any security risks related to data.
· CIO (chief information officer) [12]
· The CIO is the executive that manages, implement and controls the usability of information and computer technologies 
· Data Analysis manager [13]
· The data analysis manager will ensure that the accuracy and consistency of data reporting is followed and will create optimal processes and procedures for their teams to follow 
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· CFO
· Sales Team [14]
· The Sales team make sure that the company meets any sale goals they have 
· Finance Team [15]
· The Finance team manages the balance, financial and cash flow reports 
· Project manager
· Hardware team [16]
· The Hardware team are responsible for designing and installing any base hardware systems 
· Software Team [17]
· The Software team will prepare tools that will allow for the company to automating processes that verify the quality of ant other software that may or may not be used 
· Data Security Manager 
· Data Security Team [18]
· The data security team provides protective measures for company data and monitor sensitive data
· Data Control team [19]
· The data control team controls the procedures and what purpose for any data usages 
· CIO
· IT Consultant [20]
· The IT consultant will give advice on, plan, design and install ant technological systems for the companies clients 
· Support Specialist 
· The support Specialist manages, maintains and troubleshoots any it systems they have in the company 
· Databases manager
· Data Classification Team
· The Data Classification Team this team will rant the data given to them by the data collection team in how private that data needs to be 
· Database Data Collection Team
· The Database Data Collection Team are the team that collects the data the company will need 
· Data Analysis Manager 
· Data analysist team L1 and L2 
· The Data analysist teams complete the tasks that the Data Analysis Manager has created
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There are many things that the company should look out for and make sure to comply to these regulations that the GDPR. The main thing the company should know is what does the term “personal data [21]” means, personal data is the data that relates to the clients and staff info that can identify them. Personal data could contain the clients name, id number, IP address and addresses. Personal data is not to be confused with business info and public authority as these aren’t “personal data” when it comes to complying to the GDPR every business should set up a set of rules for them to follow:
1. Every piece of data should be processed Lawfully and reasonably
2.  The data should be collected legitimately and for specified purposes
3. Data should be sufficient, applicable and limited to what is essential
4. The data should be correct and recently updated
5. The data should have an allotted time frame
6. The data should be handled securely 
7. The data controllers should be responsible and accountable when handling the data 
When it comes to giving information and the same goes for receiving the GDPR requires you to be transparent this means that the people controlling the data will need to have a privacy policy this will set out what types of data is collected, if you plan to hand the data to a third party and you need to say how you plan to do with the data. Some organisations will need to have a data protection officer according to the GDPR for example any public authorities or if the company carries out large scale monitoring systematic monitoring of individuals or large-scale processing of special categories of data. The different legitimate purposes to processing data:
1. Performance of a Contract 
a. This is where the processing of the person data is necessary in order to fulfil/ complete a contract with the data subject this is a permitted legal basis
2. Consent 
a. When it comes to consent, it is always a permitted legal basis. Under the GDPR consent must be freely given by the person it shouldn’t be general data, they should be informed and be unambiguous. This isn’t supposed consent or a pre-ticked box
3. Legitimate interest [22]. 
a. According to the GDPR this is probably the most important legal basis. Legitimate interest is when it comes to processing any personal data that isn’t overridden by the interests of the data analyst and is processed via the security and privacy the company has decided to follow when it comes to the data.
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When it comes to a risk assessment many think that they only need it to comply with the GDPR were that may be true it is also important to dill out one as it will most likely help the company find any potential problems that may be a big problem if the company were to leave it out any of those things unchecked. Many organisations usually assume that they only have risks that relate to people that break into their systems with malicious intent. The GDPR makes it clear that data is also vulnerable to accidental leakage, destruction and loss. 
For a good risk assessment, the data security team should follow the basic 4 components:
Threat – with threats these are the type of events that could harm the company’s team or clients an example being corporate espionage.
Vulnerability – when it comes to vulnerability this is any type of weaknesses that the company may have these come in many forms and should be the first thing that the risk assessment should cover first an example is outdated antivirus.
Impact – The impact of the risk is how much the threat has effected the company weather that be cost wise or it being software destruction.
Likelihood – likelihood is how probable the risk is this means that if the company deems that a virus attack isn’t likely due the antivirus software being up to date then the company will only view this risk with small attention 
So, when it comes to making a risk assessment the data security team should always do these 4 steps when finding a potential risk (Risk = Threat * Vulnerability * Client [23])
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Every company needs to make and follow their own policies so they can be sure that the data that they are handling is safe and secure from any potential attackers. Our company is no different we plan to create a group of policies that our teams should follow. These are the policies that we have come up with: [24]
1. Constantly check updates on the firewall and any other security we have in place
a. This will ensure that our systems can be updated to any attacks that have happened hopefully failed attacks but if any succeed allows the company to fix the damage quickly
2. Make sure all employees have an encrypted profile inside the workplace.
a. This allows all employees to have their own section to complete their tasks, but it also allows for an internal system that can encrypt all messages throughout the company
3. Make sure that the companies data security equipment is constantly up to date 
a. This makes sure that the equipment that the company has doesn’t break down when managing a client’s data
4. Make sure the companies HMS is in working order and isn’t over loaded.
a. This allows for the HMS machine to work effectively and stops many attacks from being hidden 
5. Make sure all client data is confidential and placed into the correct system.
a. This allows for the data to be safe and secure while the company is managing it.
6. Make sure that all employees fairly check their emails to make sure its still under their control.
a. This stops any employees email being exploited and then leaking out any data that is sent that way 
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