
APPLICATION OF AUTOMATION IN WASTEWATER TREATMENT 



Executive Summary
This work investigates specific applications of Instrumentation, Control and Automation (ICA) within wastewater treatment, alongside the historical development and progression of automation in the industry. The evolution of automated systems is examined to provide context for current practices in modern wastewater treatment facilities. The benefits of applying ICA within these facilities are discussed, including improvements in operational efficiency, process reliability and system performance, and relevant methods of monitoring treatment processes are considered. Key components such as sensors, process controllers and actuators are examined in detail to highlight their roles within automated control systems. In addition, the use of PLC, SCADA and DCS systems for achieving effective and reliable autonomous operation is outlined. Applicable regulations and industry standards are reviewed to ensure compliance and best practice, and diagrams are included where possible to support and clarify technical explanations. Technological advancements within the field are also considered; however, this remains an area with significant potential for further investigation and future work.
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Introduction 
This report details what instrumentation, control and automation (ICA) is and how it can be used in the wastewater treatment sector. It also outlines how ICA have been used historically within the context of technological developments. An overview of the process of supervising the control of wastewater within treatment facilities will be discussed, as well as the equipment that makes this possible, such as sensors, process controllers and actuators.   


Historical Development of ICA (Instrumentation, Control & Automation) 
Ktesibios’ Water Clock (300BC)
Ktesibios was a Greek engineer who invented an autonomous water clock, the earliest known self‑regulating timing device. Earlier designs functioned like sand timers and relied on human observation, making them inaccurate because the water flow rate slowed as pressure decreased during drainage (WWW.HISTORYOFINFORMATION.COM, N.D.). To address this, Ktesibios introduced an upper supply tank that maintained constant water pressure, producing a near‑constant flow rate (DECONSTRUCTED, 2025). He also replaced human monitoring with a float mechanism that indicated time on a scale as the tank filled. Once the tank reached capacity, a siphon drained the water, resetting the clock, as shown in Figure 1 (ADMIN, 2024).



James Watt’s Flyball Governor 
Figure 2 illustrates James Watt’s Flyball Governor used for the automatic speed control of steam engines. As engine speed increases, centrifugal force causes the flyweights to move outward and rise, which closes the throttle valve and reduces the steam supply, slowing the engine. When the speed decreases, the valve reopens, allowing more steam to enter and increasing the speed. This negative feedback loop enabled effective speed regulation, and its principles are still applied today.

Figure 2 – (Generative AI, 2026)
Denis Papin’s Steam Pressure Safety Valve

Figure 3 – (Generative AI, 2026)

Philon of Byzantium’s Oil Lamp

Figure 4 – (Generative AI, 2026)
Cornelius Drebbels’ Oven (Feedback control system)

Figure 5 – (Generative AI, 2026)

Core ICA Technologies 
Instrumentation / Sensors 
Sensor Overview 
Below is a summary of the typical sensors used in each section of wastewater treatment facilities. 
Table 1 – Typical Sensor Types
Category	Typical Sensors
Flow	Electromagnetic, ultrasonic
Level	Radar, ultrasonic, pressure
Pressure	Gauge & transmitter
pH	Glass‑electrode online probes
DO	Optical or membrane DO sensors
Solids	Turbidity & TSS sensors
Nutrients	Ammonium, nitrate, phosphate
Conductivity	Contact or inductive
ORP	Redox electrodes


Flow Measurement Instruments 
Electromagnetic flowmeters are the most used flow measurement instruments as they are used in many of the treatment stages. Ultrasonic, and mass and vortex flowmeters are also less commonly used. Accurately measuring the flow of fluid through the treatment plant is vital for managing capacity of tanks and controlling the process. (Niazi, 2021), (Emerson.com, 2026).
Level Measurement Sensors 
To prevent overflow of fluid during the treatment process, level sensors are used to alert the operator to any process issues such as damage to pumps. (Niazi, 2021) (VEGA Grieshaber KG, 2025).
Pressure Sensors 
To ensure appropriate pump operation and therefore protection of the pipeline, sensors are used to monitor the pressure. (VEGA Grieshaber KG, 2025), (Emerson.com, 2026).
PH Sensors 
It is important to measure PH levels accurately for both chemical and biological treatment processes to avoid excessive bacterial growth, environmental changes in the ecosystem, and effective breakdown of the wastewater and contaminants. (Niazi, 2021), (Client Success, 2021), (Ysi.com, 2020), (KODUKULA, PRAKASAM AND ANTHONISEN, 2018).
Dissolved Oxygen (DO) Sensors 
DO sensors ensure the correct levels of oxygen can be maintained during treatment, which is especially important during the aeration control and activated sludge stages. (Emerson, n.d.), (ABB Group, 2025), (Mass Sensor, 2026).
Turbidity and Suspended Solids (TSS) Sensors 
The quality of the effluent, solid particles and clarification efficiency are monitored using TSS sensors. (Measurement Products, 2025), (www.hach.com, n.d.), (Xylemanalytics.com, 2020).
Nutrient Analysers 
The nitrate, ammonium and phosphate content is monitored to ensure compliance with health standards are correct nutrient removal during the treatment process. (Ysi.com, 2020), (Client Success, 2021).
Conductivity Sensors 
Conductivity sensors are used to check the salinity levels which could indicate whether the liquid is suitable for infiltration and thus safe to release. (Ysi.com, 2020), (Client Success, 2021).
Oxidation‑Reduction Potential (ORP) Sensors 
ORP sensors are used to monitor and adjust the chemical and biological reactions. (Client Success, 2021), (Ysi.com, 2020).
Sludge‑Specific Sensors 
Sludge blanket level sensors, Returned activated sludge monitors and Mixed liquor suspended solids (MLSS) sensors monitor the sludge concentration. (Ysi.com, 2020).
Integrated Online Monitoring Systems 
Each of the sensors in the treatment plant can be viewed and generally accessed on an online network which is usually connected to a SCADA system. (Ysi.com, 2020), (Emerson, n.d.).
Sensor‑to‑Treatment‑Stage Mapping 
Table 2 shows sensor type against the treatment process section where they are generally used.
Table 2 – Plant Sensor Mapping
Treatment Stage	Key Sensors	Purpose	References
Influent	Flow, level, pH, conductivity	Flow and level monitoring ensure there is capacity in each section of the process. Influent quality changes can be monitored with PH and conductivity sensors, a base reading before treatment.	(Niazi, 2021)	(Emerson.com, 2026)	(Client Success, 2021).	
Primary	Level, sludge blanket, turbidity	Sludge blanket monitoring reduces the risk of solids carry‑over. Hydraulic loading can be stabilised by monitoring the level and flow.	(Ysi.com, 2020)
(VEGA Grieshaber KG, 2025)
(Xylemanalytics.com, 2020)
Secondary (Bio)	DO, pH, MLSS/TSS, nutrients, ORP	Dissolved Oxygen is needed for microorganism growth. Large energy quantities are used during aeration. Biological nutrient removal (BNR) is assisted by nutrient sensors. The age of sludge and resulting process stability is aided by MLSS/TSS sensors.	(Emerson.com, 2026)
(Ysi.com, 2020)
(ABB Group, 2025)
Secondary Clarifier	Sludge blanket, turbidity	Compliance with regulations is ensured with constant solid monitoring. Biomass loss prevention and overall effluent quality are also positives.	(Measurement Products, 2025)
(Xylemanalytics.com, 2020)

Tertiary	Turbidity, UVT, chlorine, pH	The final product quality and compliance relies heavily on turbidity. Constant feedback of water quality are necessary for disinfectant systems.	(www.hach.com, n.d.)
(Ysi.com, 2020)

Effluent	Flow, pH, DO, turbidity	Environmental standards and product release permits rely on continuous monitoring and compliance.	(Emerson.com, 2026)
(www.hach.com, n.d.)

Sludge	Level, pressure, TSS, flow	Level measurement and sludge concentration are required for the dewatering and digestion processes. Dewatering means less solid waste to dispose of, cutting costs, and greater aeration during the digestion process allows for a higher nutrient content to be reached due to the microorganisms, and thus generating more effective renewable energy.	(Watertechnologies.com, 2025)
(Engineer Fix, 2025)
(Water and Wastewater, 2024)


Figure 6 is a visual representation of Table 2. 

Figure 6 – (Generative AI, 2026)


Plant‑Wide Monitoring & Control 
All of the above sensors are monitored using integrated systems, online analysing tools and SCADA-connected sensor networks. Sensors are constantly monitored to allow for compliance with regulations, alarm handling, and also allows for optimisation of the process in real time, and highlighting areas with energy reduction potential. (Ysi.com, 2020), (Emerson.com, 2026).
To comply with MCERTS, the facility must have a compliant management system, sufficient maintenance and calibration records, an inventory of equipment and undertake an independent site inspection every 5 years. (CSA Group, 2024).
MCERTS‑Aligned Sensor Mapping 
UK MCERTS is an environment agency that holds requirements for UK wastewater treatment. It is not for internal process control; these standards are regulatory where required. (GOV.UK, n.d.).
Table 3 – MCERTS Aligned Treatment Stage Summary Table
Treatment Stage	Sensor	MCERTS Status
Influent	Flow	✅ Mandatory
Influent	Level, pH	❌ No
Primary	Flow	✅ If permit‑required
Secondary (Bio)	DO, nutrients	❌ No
Secondary Clarifier	Sludge blanket	❌ No
Tertiary	Turbidity, pH	✅ If permit‑required
Final Effluent	Flow	✅ Mandatory
Final Effluent	Sampling	✅ Mandatory
Sludge	All sensors	❌ No




Process Controllers (PLCs, Control Strategies) 
Control System Roles: PLC vs SCADA vs DCS 
Programmable Logic Controller (PLC) 
PLCs receive input information from sensors situated around the plant and use that information to execute control logic which drives the appropriate actuators for the process output. PLCs follow safety logic without interruptions and do not require human intervention under normal operation. (Turner Integrated Systems, 2021).
Table 4 – PLC Overview
Aspect	Summary
Primary Role	Real‑time, deterministic control of plant equipment and processes
Core Functions	Read sensors → execute control logic → drive actuators
Typical Equipment Controlled	Pumps, blowers, valves, mixers
Control Tasks	PID loops (DO, level, flow, chemical dosing), interlocks, safety logic
Response Time	Millisecond‑level scan cycles
Operating Mode	Autonomous; runs independently of networks, SCADA, or HMIs
Reliability	Fail‑safe, ruggedised industrial hardware
Criticality	Lowest and most critical control layer – plant cannot run without PLCs
Key Characteristics	Deterministic timing, fast response, local autonomy
Guideline Use	If it must happen quickly and safely, it belongs in the PLC




Supervisory Control and Data Acquisition (SCADA)
SCADA allows for site-wide process visibility due to the data from sensors, alarms and operator logs. It is a supervisory software for process monitoring that does not give the user control over processes in real time. The software is dependent on PLC data arriving over network connection and as such, may be delayed or prone to failure. Should that event occur, PLCs continue to safely operate the site as they are not network dependent. (Downing, 2026).
Table 5 – SCADA Overview
Aspect	Summary
Primary Role	Monitoring, supervision, and operator interaction
Control Responsibility	Not a controller; supervises PLCs rather than replacing them
Core Functions	Collect data from PLCs, visualise, log, alarm, and enable operator interaction
Typical Functions	HMI graphics, alarm/event management, data logging, remote monitoring
Operator Actions	Setpoint changes, mode changes, acknowledgements
Response Time	Non‑deterministic (not real‑time control)
Dependency	Network‑dependent software layer
Failure Behaviour	PLCs continue safe operation if SCADA fails
Key Characteristics	Data‑centric, visual, operator‑focused
Guideline Use	SCADA shows what the plant is doing; it does not run the plant


Mapped SCADA architecture aligned to a typical UK wastewater treatment works

Figure 7 – (Generative AI, 2026)

Distributed Control System (DCS) 
DCS are designed to give centralised control to a continuous process with site-wide controllability. They are supplied as a complete package from a vendor including controllers, network and operator interfaces. DCS appear to be the logical choice, but in reality, a combination of PLC and SCADA systems are more commonly used in industry. (Amal et al., n.d.).
Table 6 – DCS Overview
Aspect	Summary
Primary Role	Integrated control platform for large, continuous process plants
System Scope	Combines controllers, networks, HMIs, and engineering tools into one vendor system
Architecture	Single, integrated control ecosystem (not PLC + SCADA layered)
Typical Industries	Refineries, power stations, large chemical and industrial plants
Functions in Water/Wastewater	Centralised continuous control, plant‑wide strategy management
Advanced Features	Built‑in redundancy, fault tolerance, historian, advanced control
Control Philosophy	Designed for continuous, coordinated process control
Typical Platforms	Emerson Ovation, ABB 800xA, Yokogawa CENTUM
Use in WWTPs	Rare; limited to very large or highly critical facilities
Guideline Use	DCS integrates and runs the whole plant as one control system



PLC, SCADA, and DCS Comparison 
Table 7 – PLC, SCADA, and DCS Comparison
(Hudson, 2025), (PLC Programming Expert, 2025).
Aspect	PLC	SCADA	DCS
Primary role	Direct control	Supervision	Integrated control
Real‑time control	✅ Yes	❌ No	✅ Yes
Operator interface	Optional	✅ Core function	✅ Built‑in
Typical scale	Machine / process area	Plant / network	Entire plant
Vendor lock‑in	Low to medium	Low	High
Common use in wastewater treatment facilities	✅ Universal	✅ Universal	⚠️ Limited


How PLC + SCADA Work Together in Wastewater Treatment Facilities 
The majority of wastewater treatment facilities prefer a combination of PLC and SCADA operating systems because it allows for greater flexibility in its modular setup and scalability. It costs less upfront if each process had a staggered completion date, as well as PLC card modules being cheaper to replace to the time of failure rather than having to replace the whole system. There is flexibility on vendor use and most operators are trained on and have an understanding of PLCs in general, whereas the DCS system will be specific to the plant and training will need to be provided for employees. 
The DCS system is the logical choice when the site is scaled at a regional level where advanced control is necessary. (Emerson.com, 2026), (Water and Wastewater, 2026).




Summary 
(Water and Wastewater, 2026), (Hudson, 2025).
Table 8 – Practical Control Allocation 
Function	Should Live In
Safety interlocks	PLC
PID control	PLC
Sequencing	PLC
Alarm presentation	SCADA
Historical trending	SCADA
Compliance reports	SCADA
Advanced process optimisation	SCADA / DCS layer




Cybersecurity for PLC, SCADA, and DCS Systems 
Table 9 – Comparison of Cybersecurity Approaches for PLC, SCADA, and DCS Systems
Aspect	PLC (Programmable Logic Controller)	SCADA (Supervisory Control and Data Acquisition)	DCS (Distributed Control System)
Primary Objective	Keep real‑time control safe, deterministic, and isolated	Protect visibility, operator control, and data integrity	Protect an integrated, plant‑wide control environment
Role in Control Architecture	Directly controls physical processes (field level)	Supervisory layer above PLCs	Integrated system combining controllers, HMIs, networks, and engineering tools
Main Cybersecurity Priority	Availability and safety over confidentiality	Availability and integrity of operational data	System‑wide resilience and consistency
Why High Risk	Direct physical impact if compromised (damage, spills, safety incidents)	Network‑connected and human‑operated, making it frequently targeted	Single platform compromise can affect the entire plant
Typical Threats	Unauthorized logic changes, weak credentials, network exposure	Ransomware, credential theft, alarm spoofing, misuse of remote access	Platform‑wide attacks, misconfiguration, complex patching failures
Operating Environment	Embedded, real‑time, deterministic	Usually Windows‑based	Vendor‑specific, highly integrated
Network Security Model	Strong isolation in control zone	Segmented security zones with controlled conduits	Vendor‑designed integrated security zones
Key Network Controls	• Not internet facing
• Isolated control network
• Controlled remote access gateways	• Separate SCADA security zone
• Firewalls with ICS‑aware rules
• Controlled PLC interfaces	• Centralised, vendor‑managed network architecture
Authentication & Access Control	• Role‑based programming access
• Firmware protections enabled
• Default passwords removed	• Operator / engineer / admin separation
• Strong authentication
• Logged operator actions	• Embedded role‑based access control
• Integrated authentication
Determinism / Performance Protection	• No antivirus on PLC CPUs
• No background processes
• No uncontrolled traffic	Not real‑time; tolerant of managed security software	Managed at platform level by the vendor
Patch & Malware Strategy	• Minimal patching
• Only with full testing
• Avoid frequent change	• Controlled patch cycles
• Antivirus/EDR allowed
• Offline testing first	• Complex, coordinated patching governed by vendor
What You Generally Do NOT Do	• Endpoint AV on PLCs
• Cloud‑connected programming
• Untested frequent patching	• Allow security controls to disrupt control availability	• Treat components independently
Security Strengths	Simple, stable, and predictable when isolated	Mature IT‑style security controls possible	Consistent security model, central logging, built‑in redundancy
Security Weaknesses / Risks	Weak credentials; exposure via poor network design	Credential misuse more common than malware	Vendor dependency; higher impact of configuration errors
Typical Use in Water Utilities	Universal — field‑level control	Most commonly attacked layer	Used mainly by large utilities where integration benefits outweigh risks
Core Security Rule	Protect by isolation and control, not by adding IT software	Secure it like industrial IT, but never jeopardise control	Defend the ecosystem, not individual components


Cybersecurity Goals and Risks
Table 10 – Cybersecurity Goal and Risk
Layer	Primary Security Goal	Main Risk
PLC	Availability & safety	Direct physical impact
SCADA	Visibility & control	Ransomware, misuse
DCS	System integrity	System‑wide compromise

(PLC Programming & Automation, 2024).


Defence‑in‑Depth for Water & Wastewater Plants
Field devices can be physically sabotaged, and PLCs can be given unauthorised commands if the saboteur can access the device. Corporate IT networks have firewalls but can be susceptible to phishing attacks and an employee may unknowingly give them access. SCADA networks a greater level of protection as they have an industrial firewall, but they too are susceptible to data breaches and human error. (Lubin and Tong, 2018)
Common Cybersecurity Mistakes
A common cybersecurity mistake would be to have multiple PLCs on a flat network where once breached, everything can be accessed and it at risk. (Industrial Water & Wastewater Treatment Solutions Provider, 2025).






Actuators (Pumps, Valves, VFDs) 
Actuators in Wastewater Treatment Stages 

Table 12, Table 11 and Figure 10 show how vital it is for pumps, valves and VFDs to integrate for reliable and efficient wastewater treatment. Pumps allow the fluid to move through each treatment process, valves give direction and provide isolation points, and Variable Frequency Drives allow for process stability whilst optimising speed and energy consumption. (IWS, 2025).
Table 11 – Actuator Role and Benefits Summary
Actuator	Main role in WWTF	Typical benefits
Pumps	Move wastewater and sludge	Enables treatment flow and capacity
Valves	Direct and regulate flow	Safe isolation and process control
VFDs	Control motor speed	Energy efficiency and reduced wear


Table 12 – Actuator Summary Table
Treatment stage	Pumps	Valves	VFDs
Inlet works	Influent & lift pumps	Isolation, check	Flow‑matched pumping
Primary treatment	Sludge pumps	Sludge/scum valves	Variable withdrawal
Secondary treatment	RAS/WAS pumps	Flow‑split/isolation	Sludge age control
Aeration	Blowers	Air distribution	DO‑based speed control
Tertiary treatment	Filter/backwash pumps	Sequencing valves	Pressure/flow control
Sludge handling	Transfer pumps	Routing valves	Anti‑clog speed control
Effluent discharge	Discharge pumps	Isolation	Permit‑based flow control



Figure 10 – (Generative AI, 2026)
Control Interaction (PLC → Actuator) 
Once a PLC has chosen a desired outcome a command will be sent to each of the relevant actuators. VFDs will alter speed, pumps will deliver the required output and valves will correct their path of flow. Sensors then feedback to the PLC and close the control loop which allows for the program to continue monitoring, altering and adjusting to feedback. (Precision Electric, Inc., 2025).


Autonomy, Regulations & Advanced Tech 
Plant Autonomy & Operational Benefits 
Figure 11 displays some of the benefits and shortfalls associated with autonomous wastewater operations. (Grigg, 2025)

Figure 11 – (Generative AI, 2026)
Regulations & Standards Compliance
Table 13 – Wastewater Compliance Matrix (UK‑focused, EU‑aligned)
Compliance Area	Key Regulation / Standard	Applicability Trigger	Core Legal / Compliance Requirement	Primary Authority / Reference
Wastewater collection	Urban Waste Water Treatment (England and Wales) Regulations 1994 (UWWTR)	Urban agglomerations above PE thresholds	Provision and maintenance of collecting systems to convey wastewater to treatment	DEFRA / EA 	(GOV.UK, 2011)	
Primary treatment	UWWTR	All urban wastewater treatment works	Mechanical treatment to remove settleable solids and protect downstream processes	DEFRA / EA	(GOV.UK, 2011)	
Secondary (biological) treatment	UWWTR (retained EU law)	>2,000 PE (freshwaters/estuaries); >10,000 PE (coastal)	Mandatory biological treatment with secondary settlement to meet BOD and solids standards	DEFRA / EA 	(Environment Agency, 2018)	
Tertiary (nutrient) treatment	UWWTR via permitting; EU UWWTD influence	Discharges to sensitive or eutrophic waters	Nitrogen and/or phosphorus removal where required to prevent eutrophication	EA / NRW / SEPA 	(for, 2024)	
Quaternary / advanced treatment (micropollutants)	EU Urban Wastewater Treatment Directive (EU) 2024/3019	EU plants ≥ specified PE; UK best‑practice driver	Monitoring and removal of selected micropollutants (e.g. pharmaceuticals, PFAS)	European Commission (influential in UK) 	(Europa.eu, 2024)	(Team, 2025)	
Effluent discharge limits	Environmental Permitting (England and Wales) Regulations 2016	Any discharge to surface waters or groundwater	Numeric permit limits (e.g. BOD, COD, ammonia, phosphorus), flow limits, compliance conditions	Environment Agency / NRW / SEPA	(Environment Agency, 2018)	(Gov.uk, 2016)	
Monitoring and sampling	Environmental permits; ISO analytical standards	All permitted works	Routine sampling, accredited laboratory analysis, record keeping, regulator reporting	EA / ISO 	(Gov.uk, 2016)	(ISO, 2019)	
Laboratory competence	ISO 17025	Where compliance testing is undertaken	Demonstrated competence, traceability and quality assurance of analytical results	ISO 	(ISO, 2019)	
Sludge treatment & disposal	Waste and sewage sludge regulation (permit‑based)	All sludge‑producing works	Controlled treatment, storage, reuse or disposal; limits on pathogens and metals	EA / DEFRA	(for, 2024)	(Gov.uk, 2016) 
Public health & reuse protection	WHO Guidelines for Safe Use of Wastewater	Where reuse or sensitive exposure occurs	Risk‑based pathogen control and health‑based targets	WHO (guidance) 	(World Health Organization, 2006)	
Environmental management systems	ISO 14001	Voluntary, regulator‑expected	Identification of legal obligations, operational control, continual improvement	ISO (best practice)	(advisera.com, n.d.)	
Energy & carbon performance	EU UWWTD 2024/3019 (trend driver)	Large works (EU); UK planning influence	Progress towards energy neutrality and reduced GHG emissions	European Commission (policy driver) 	(Europa.eu, 2024)	(Team, 2025)


Figure 12 – Regulation Summary

Advanced / Emerging Automation Technologies 
Table 14 – Technology Status & Benefit
Technology	Maturity	Primary Benefit
Advanced Process Control	High	Energy & compliance optimisation
AI / Machine Learning	Medium	Prediction & adaptive control
Digital Twins	Medium	Strategic optimisation
Advanced Sensors	High	Real‑time control enablement
Robotics	Medium	Safety & asset insights
Predictive Maintenance	High	Reduced downtime
Integrated Automation Platforms	High	End‑to‑end optimisation

(SHEIK, RODRIGUEZ-COUTO AND PANDEY, 2026), (International Water Association, n.d.).

Wastewater Treatment Automation & Digital Technology Roadmap 

Figure 13 – (Generative AI, 2026)


Conclusion 
Specific applications of ICA to wastewater treatment and the evolution of historical automation have been investigated. The benefits of ICA in wastewater treatment facilities have been discussed, and methods of monitoring have been considered. Sensors, process controllers and actuators have been researched and PLC, SCADA and DCS systems for successful autonomous operation have been discussed. Regulations and standards have been researched, and diagrams have been generated where possible to aid in explanations. Technological advancements have been considered yet this is an area that could be explored for further work. 
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