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Abstract- In the I.T world, security is one of the cornerstones of keeping data and information safe. Data security has been created for all technologies across the globe to keep public and personal data safe. Without secured data, businesses wouldn’t be able to function properly, personal accounts would also become irrelevant without security to stop your data from being taken. Over the years, technology has been developed to prevent this, such as: Anti-virus software, firewalls, VPNs ETC. it is part of a company’s job to make sure that there are things in place to prevent, protect and react to the safety of their applications and data.
Task 1: Research in data security and compliance
A) Security technologies
Security technology is an important component in keeping applications safe and secure. But knowing what security technology to use can be quite daunting, especially with new threats being created. If your systems/networks are unprotected or use out of date security, you run the risk of having your data stolen, hackers have a higher chance of entering your system, viruses can easily infect your system too. Data is the cornerstone for a lot of businesses, making security a top priority. There are multiple components of security that you should take under consideration, they are:
1) Deterrence: They are some strategies that are used to stop or minimise the risk of breaches from happening. For physical security, they could be walls, fencing, keypad doors, security cameras [1] ETC. as for cybersecurity, password protected technology is enough to stop unauthorized access to applications on a basic level
2) Detection: this is a strategy of being able to discover any possible threats as quick as possible, it depends on what exactly you want to detect, for example, if a keypad using access control has been entered a wrong pin too many times, or is being forced open [1], a computer or application locking its self because too many passwords were used, the use of cameras to check for suspicious activity, possibly with microphones to capture any audio that is suspicious [2] ETC.
3) Prevention: Prevention is on the same page with deterrence, the difference is that with prevention, it only slows down the problem. Some strategies include layering multiple security types. For cyber-attacks, all data should be encrypted and backed up in another facility, passwords should be changed monthly, Multiple authentication for access, all software to be up to date E.G. anti-virus software, firewalls [3] ETC. it could take hackers minuets if not seconds to hack your network if unprotected. As for physical security, add more access control doors, more personnel on duty, doors must require a passcode and a key card for access [1] ETC. 
4) Response: this is how you would respond to an incident like a breach or a DoS (denial of service). If a breach was to occur and someone has unauthorised access to all of the companies data, there would need to be a company wide response, this could range from alarms, total lockdown, all computer and applications are forced locked ETC, of course you need to make sure what you are dealing with first, only then can you determine what response you need to use. For cybersecurity, you need to establish this and understand the end goal like returning the systems and network to normal and kick any unauthorized users out [4].
B) Cryptography
Cryptography is a form of encryption. It has the ability of coding data or information to the point that only the person that is meant to see it can see it. This can also be known as end-to-end encryption, where both the recipient and sender can see the messages but anyone that is to intercept the messages will not be able too. Modern cryptography uses algorithms and ciphers that allow the encryption and decryption of data and information. Ciphers such as AES are considered unbreakable. [5] Using cryptography in a business can allow you to communicate both from the inside and outside of the business, this is because you will have the right keys for the cryptograph to read, ensuring that you can read the message.
1) Privacy and confidentiality are or should be one of the businesses polices, using cryptography provides daily protection between messages and keeps data safe. [5] Cryptography can also secure internet browsing which can encrypt your data and make it harder for websites to track your data. 

2) Integrity of the message is very important for end-to-end communication. Cryptography makes sure that the message that is being sent to the recipient cannot or is not altered while being in storage or while in transit. It also ensures that the information is completely confidential, and that the data is valid. [6]
3) Why should this be implemented into businesses? Cryptography as mentioned can makes sure that all messages between sender and recipient are secured, that message can only be seen by both parties, no third parties is able to do so. Essentially this makes it so that data leaks from intercepting messages would be near impossible and protects all parties when it comes to fraudulent data.

C) Intrusion detection and prevention system
Intrusion detection and prevention system is known as a system that can watch a network and scan it for any threats that could harm the network, it will send the admin of the network a type of alert if a threat is found so that it can be dealt with before any damage can be done. There are at least 4 basic functions of an IDPS [7], such as:
1) Secures infrastructure and data: the IDPS can work in two parts, it first detects any incidents or any problems that may be in the network at any given time and alerts the security team of the problem. the second part of the system is the prevention of the problem or rather the getting rid of the problem. The prevention team or security team mitigates the attacks that could cause data leaks, which is financially damaging. [7]
2) Reviews security policies and users
All individual security companies have their own security policies and regulations, separated polices like data access is separated as this would depend on the sensitivity of the data, whether this would be public data or company data. The policies that are made keep the number of attacks at a reduced number, this is because that the policies states that only a select few can have access to sensitive data, which would likely be the admins and owners. The system continuously monitors the network and users on the network for discrepancies with the policy, this will allow admins to be able to find any loopholes within the policy and change them accordingly. [7]

3) Information about network resources
By implementing an IDPS, it allows you to view the flow of a network. You can see where the data is being sent and who is receiving. It gives a chance for the network admins to keep track of the traffic in the network and can make changes to the network if needed to prevent overload, in which will slow the network down and, in some cases, can crash the network. [7] in this case it, the network admins could redirect some of the traffic to another server that is under used, this will take the weight of the overloaded server.

4) Helps with compliance regulations
As policies can be updated with the help of the IDPS, it can also help make sure that compliance regulations are met. This is extremely important as it secures the consumers data and gives them peace of mind that their data isn’t being used or taken. The compliance regulations make it so that the business cannot take consumer data without being consented to, and if consented, that data can only be used for marketing purposes and advertisement to befit the consumer, these regulations affect businesses that work with assets, consumers data, health and safety regulations and communications are subject to the compliance regulations. [8]
The data that is protected under the compliance regulations is prime data for hackers to try and steal. The regulations allow people to understand the that the data can be a target for hackers, and that the regulations tell what must be done to protect the data [8].
While business have a set of rules depending the country you are in, the regulations or standards are different for every business, if businesses do not follow the these regulations, it not only could cost them a lot of money in fines, and potential consumers and vendors could also cut ties with your business which wouldn’t be the best in the long run [8].
D) physical stuff

What does physical security mean? What it means is to protect consumers, property and or assets from being damaged or stolen. Physical security allows a layer of protection that cybersecurity cannot offer, as to why both are needed for a functioning business.
1) What are the differences between physical and cyber security?
Physical security is more hands on, by using equipment and facilities to stop or at least minimise any damage to property and limit unauthorized access. The use of security teams and personnel make sure that not just anyone is able to enter a business without authorization.
Cyber security is used to protect systems and multiple networks. It also protects devices by making sure that each device is password protected and has up to date protection software to make sure that hackers cannot penetrate the system [9].

2) What types of physical security are there?
Physical security details anything that is physical, such as CCTV, security guards, access control, fire protection, intrusion prevention and detection ETC. all these are physical security. These security types are designed to protect people and property. If customers/consumers are entering a business building, it would be part of the businesses polices and regulations to safeguard the consumers from any threats that may occur to them. [9]

3) Why is physical security using in cyber security?
Cyber security can only defend technologies like networks and systems using protocols and systems to maintain them, the physical side of security defends what cyber security cannot. Physical security makes sure that only people with the right access is able to enter the business building or areas. Usually, access control is used on doors with the use of key cards or passcodes to limit the amount of personnel is used. The use of security teams is a must as if a unauthorized person has entered a sensitive area or is disrupting work, the security team is legally allowed to force the person out, of course they are under regulations too. [9]


Task 2: case scenario
a) Organization structure/chart
1) All businesses have and organization structure, without them the business wouldn’t be able to know who to report to or where to send information. An organization structure sets clear boundaries that make up the business, it is also used to determine the level of access a personnel could have, for example, if you are at the top of the chart, you are the manager of that business or CEO you have the top level of access, where as an employee that just started will only have limited access to resources as they are unneeded and are not trust worthy yet. I have created an organization structure to clearly show how the organization should be laid out.
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Description automatically generated]
This is a small screenshot of my organization chart. Here I have made it very clear how the organization should be structured. The CEO or Director of business will be at the top as they control every aspect of the business, each department will have a manager which makes sure that everything is being done and produced exactly as it should. Under the manager, are sub managers which directly communicate with the employees and the manager, they will be the first line of contact for the employees.

b) Risk management
1) There are countless risk factors when it comes to running and organization. It is important to be able to manage the risks that happen no matter how small or big they are. Being able to record the risks that have happened will allow the organization to prevent the same risks from happening in the future. 
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This is a risk assessment sheet that I have designed. This risk assessments main job is to record the risks as they happen. The type of data that this can contain would be: risk type, assets affected, desrtiption of risk, severity, likelihood, impact on systems, user impact and what triggered the risk.
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In response to making a risk assessment, I have also designed a likelihood assessment to help assess how severe the risk is. what this table shows is the likelihood and the severity of risks that can or have occurred, the scale starts from a 1 – 10, in which 1 being very unlikely and 10 being extremely likely. 
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I have created a risk response assessment. This assessment has been designed to log the response to the risk, as in, what was done to fix the risk/problem. Within this assessment, you have space for contingency, It is very similar to the main risk assessment, but this is specifically for what you responded with against the risk.
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I have made one last risk assessment, and this is for control. For example, after filling out the response assessment, you would fill the control assessment. The control assessment is used to show how controlled the risk was, meaning, was the situation under complete control or was it a walking disaster. The reason for this is that if the same risk was to happen again even after knowing the trigger, you could get an understanding of how sever is it if it has been placed in the control assessment. 

c) Contingency planning
Contingency planning is very important as it allows you to plan ahead of risks. Even if the risk has never happened, it is always good to take measures for something that can happen. For example, if your business was to have a power cut, does the contingency plan say what measures you should take to fix the problem. Do you have a back up power, does the data and information have a back up server ETC. it is very important to have a contingency plan as you are planning ahead in the future for risks and problems that could potentially risk destroy everything. The contingency plan can also be used as a routine, for example, if you have “faulty wiring” on the contingency plan, it would make sense to regularly check the wiring to make sure that it is fine and within standards. Health and safety can also be on the plan, making sure that the environment and surroundings are fit for work can reduce the risk of an accident a lot.
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This is my design of a contingency plan which I used excel to create. I used excel as it is a great software tool to store values and information with ease, its extremely easy to input and format data as well. In the design, I have made sure that as much data needed can be found on the plan. Not only is the contingency plan used for future risks, it can also be used for present risks, for example, if a computer is faulty and needs repairs it can be put on the contingency plan so that everyone can see that it is a problem. 
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