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Abstract ⎯ The increasing reliance on Software as a Service (SaaS) and web applications has expanded organisational attack surfaces and weakened the effectiveness of perimeter-based security models. In parallel, European Union (EU) and United Kingdom (UK) regulatory expectations increasingly emphasise security measures that are proportionate to risk, supported by operational resilience, continuous monitoring, and timely incident response.
Objective ⎯ This paper critically examines how a risk-based approach can structure the adoption of Zero Trust Architecture (ZTA) in SaaS environments. It analyses whether ZTA design principles, including removal of implicit network trust, identity centric access control, least privilege, and continuous verification, provide an effective architectural response to dominant SaaS threats such as credential compromise and unauthorised access.
Method ⎯ The study applies a structured analytical approach that maps risk identification, risk appetite, and residual risk to ZTA implementation choices. It then evaluates how continuous monitoring and automated response can reduce incident dwell time and limit blast radius, while recognising operational trade-offs such as telemetry gaps, alert fatigue, and usability impacts.
Conclusion ⎯ The findings indicate that aligning ZTA implementation depth with risk appetite and governance constraints can strengthen confidentiality, integrity, and availability in EU and UK contexts without imposing disproportionate operational burden.
Keywords: Zero Trust Architecture; Risk-Based Security; SaaS Security; Identity and Access Management; Continuous Monitoring; Automated Incident Response
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[bookmark: _Toc217872900][bookmark: _Toc217873123][bookmark: _Toc217873305][bookmark: _Toc217877498][bookmark: _Toc217949157]The rapid adoption of Software as a Service (SaaS) and web-based applications has transformed how organisations store, process, and access information assets. Although these technologies provide scalability, flexibility, and operational efficiency, they also expand organisational attack surfaces and expose the limitations of perimeter-based security models that extend implicit trust once network access is granted [1]. In highly distributed environments, where users, devices, and services operate beyond fixed network boundaries, become increasingly unreliable identity compromise.
Within the European Union and the United Kingdom, this technological shift coincides with heightened expectations for cybersecurity governance, operational resilience, and accountability [1], [4]. Organisations are expected not only to protect sensitive information but also to demonstrate proportionate, risk-based decision-making [3], [4]. In regulated sectors, operational resilience requirements further reinforce the need to detect, respond to, and recover from ICT related incidents [1].
Risk management provides a structured basis for this approach by enabling threat identification, risk assessment, control selection, and explicit residual-risk treatment [5]. In SaaS contexts, security decisions directly shape user experience and software delivery, therefore trade-offs between protection, usability, cost, and performance must be justified rather than assumed. This is particularly relevant in shared responsibility environments with third-party dependencies, where accountability boundaries can blur risk ownership.
Against this backdrop, Zero Trust Architecture (ZTA) has emerged as a practical alternative to traditional models, prioritising identity centric access control, least privilege, and continuous verification, ZTA aligns closely with risk-based protection and resilience objectives [1]. However, effectiveness depends on consistent integration with monitoring telemetry and incident response capabilities. Accordingly, this paper examines how a risk-based approach can guide ZTA implementation in SaaS and web application environments, identifying risks and assessment as the foundation for subsequent architectural, monitoring, and response decisions [1], [4].
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[bookmark: _Toc218600673][bookmark: _Toc218601248][bookmark: _Toc218601869][bookmark: _Toc218601935]2.1. Risk Identification and Assessment 

[bookmark: _Toc217872902][bookmark: _Toc217873125][bookmark: _Toc217873307][bookmark: _Toc217877500][bookmark: _Toc217949159]Effective cybersecurity in SaaS and web application environments begins with a structured process of risk identification and assessment , based on information security risk management guidelines [5]
In contrast to traditional on premises systems, SaaS delivery distributes information assets across cloud platforms, third-party services, and geographically dispersed users. This distribution alters both threat exposure and incident impact, rendering non-systematic or purely control-driven approaches insufficient for defensible decision making.
In SaaS contexts, these assets commonly include personal data, proprietary business logic, authentication artefacts, and API endpoints supporting service-to-service connectivity. Such assets are frequently accessed through web interfaces and APIs, which increases exposure to identity-based attacks, credential compromise, session hijacking, and unauthorised API access [6], [11], [12]. 
Risk identification must also incorporate internal and socio-technical vulnerabilities. The routine use of remote access, third-party integrations, and contractor accounts introduces complexity, particularly where access provisioning and deprovisioning are inconsistently governed. A risk-based approach evaluates these weaknesses in terms of likelihood and potential impact on confidentiality, integrity, and availability, rather than treating vulnerabilities as equivalent or isolated [5].
Risk assessment then examines the probability of threat realisation and the severity of consequences. In SaaS ecosystems, a single compromised identity may cascade across multiple services, amplifying systemic risk and increasing the likelihood of data breach and service disruption [11], [12]. This reinforces the need to assess interconnected services and dependencies rather than focusing exclusively on isolated technical weaknesses. In EU and UK contexts, such assessments support proportionate measures aligned with regulatory expectations for risk-based protection and accountability [3], [4].
Consequently, risk identification and continuous reassessment are necessary to ensure that controls remain proportionate to current risk and aligned with operational resilience objectives [1], [5].
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Once risks are identified and assessed, organisations should define risk appetite, which refers to the level and type of exposure they are willing to tolerate in pursuit of business objectives, taking account of operational priorities, regulatory obligations, and resource constraints [5]. This entails explicit evaluation of trade-offs between incident impact, cost, and operational burden. For example, stronger authentication and continuous verification may reduce the probability of unauthorised access, yet overly restrictive implementations can introduce friction that encourages insecure workarounds or reduces productivity. A risk-based approach supports defensible decisions by evidencing why selected controls are proportionate to assessed risk and aligned with governance expectations [3], [4].
Residual risk is the exposure that remains after controls are implemented and is inevitable where organisations rely on third-party services, face evolving threats, and operate rapid configuration and release cycles. Recognising and documenting residual risk supports due care and transparency, particularly where organisations must demonstrate that appropriate technical and organisational measures have been selected and maintained [3], [4]. 
By explicitly defining risk appetite and acknowledging residual risk, organisations establish a decision-making framework that shapes architectural choices, supports accountability and continual improvement, and reduces the risk that Zero Trust initiatives become either over engineered or under-implemented [1].
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[bookmark: _Toc217872905][bookmark: _Toc217873128][bookmark: _Toc217873310][bookmark: _Toc217877503][bookmark: _Toc217949162]Zero Trust Architecture (ZTA) represents a fundamental shift in how organisations conceptualise trust within digital environments. Rather than assuming that users, devices, or systems operating within a network boundary are inherently trustworthy, Zero Trust (ZT) is founded on the principle that no entity should be trusted by default and that access decisions must be continuously evaluated [5], [8]. 
A defining characteristic of ZTA is its emphasis on identity-centric access control, which in SaaS and web application environments becomes the primary security perimeter, as users operate across multiple locations, devices, and services [5], [9]. This model enables granular and contextual authorisation aligned with assessed risk, while the principle of least privilege reinforces this approach by restricting users and services to the minimum access required, reducing excessive permissions, limiting lateral movement across interconnected services, and, critically, mitigating the impact of credential compromise.
Continuous verification extends beyond initial authentication. Instead of assuming session trust, access is reassessed using contextual signals such as device posture and behavioural indicators. While this strengthens security, it introduces operational complexity that must be justified through risk-based decision making.
Importantly, ZT is not a single technology but an architectural framework integrating policies, controls, and processes. Its effectiveness depends on consistent enforcement, reliable identity governance, and monitoring capability [5], [10].

[bookmark: _Toc218600677][bookmark: _Toc218601252][bookmark: _Toc218601873][bookmark: _Toc218601939]3.2. Applying Zero Trust to SaaS and Web Applications 
[bookmark: _Toc217872906][bookmark: _Toc217873129][bookmark: _Toc217873311][bookmark: _Toc217877504][bookmark: _Toc217949163]Applying Zero Trust(ZT) principles in SaaS and web application environments requires a shift towards identity- and context driven access decisions. Traditional perimeter-based models rely on firewalls and Virtual Private Networks (VPNs), implicitly extending trust once a user gains network access. In highly distributed SaaS environments, authenticated connectivity can grant broader visibility and reach than is necessary or appropriate for a user’s role [5]. In contrast, ZT enforces access decisions at the level of individual applications and resources rather than at the network boundary. Each access request is evaluated independently, reducing reliance on location-based trust and constraining lateral movement, thereby limiting the potential impact of compromised credentials even after successful authentication [5].
The adoption of Zero Trust Network Access (ZTNA) operationalises this approach by replacing VPN style network exposure with per-application access decisions based on verified identity, device posture, and contextual risk signals [6]. By granting access only to explicitly authorised applications, ZTNA enforces least privilege by design and enables proportionate risk treatment, such as stronger verification or narrower access scopes for higher risk services.
Despite these advantages, implementing ZT presents practical challenges, including integrating identity providers, enforcing consistent policies across multiple services, and collecting sufficient telemetry to support monitoring and incident response. Addressing these challenges requires careful architectural planning and organisational maturity. For software development teams, this may necessitate changes to authentication flows, application architecture, and deployment pipelines, with potential impacts on delivery velocity and operational efficiency [9].
Nevertheless, when guided by a risk-based approach, ZT can be implemented proportionately to avoid unnecessary complexity. Aligning access controls with assessed risk enables organisations to strengthen security while preserving usability and scalability, thereby supporting a resilient security posture within evolving SaaS and web application ecosystems.
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[bookmark: _Toc217872907][bookmark: _Toc217873130][bookmark: _Toc217873312][bookmark: _Toc217877505][bookmark: _Toc218600679][bookmark: _Toc218601254][bookmark: _Toc218601875][bookmark: _Toc218601941][bookmark: _Toc217949164]4.1. Role of Continuous Monitoring 
[bookmark: _Toc217872908][bookmark: _Toc217873131][bookmark: _Toc217873313][bookmark: _Toc217877506][bookmark: _Toc217949165]Continuous monitoring is a critical component of a risk-based security strategy, particularly in SaaS and web application environments characterised by rapid change. Unlike static controls configured at a single point in time, continuous monitoring enables organisations to maintain ongoing visibility into system activity, user behaviour, and security posture. This visibility supports the timely identification of deviations from expected patterns and the early detection of security incidents before escalation occurs [7], [10].
Within Zero Trust Architecture, monitoring directly supports continuous verification by enabling trust decisions to be reassessed throughout a session using telemetry from authentication events, application access logs, and behavioural indicators [5]. In SaaS ecosystems, where infrastructure is shared and operational control is partly delegated to service providers, organisations rely heavily on application-level logging and identity-related signals to detect anomalous access. Indicators such as unusual login locations, abnormal session duration, and atypical API usage patterns can therefore be decisive in identifying credential misuse and automated attacks [13].
Ongoing security monitoring also underpins EU and UK expectations for situational awareness, incident detection, and evidence of security operations, thereby supporting governance and accountability requirements [1], [3], [4]. 

[bookmark: _Toc218600680][bookmark: _Toc218601255][bookmark: _Toc218601876][bookmark: _Toc218601942]4.2. Limitations and Challenges of Detection Mechanisms 
[bookmark: _Toc217872909][bookmark: _Toc217873132][bookmark: _Toc217873314][bookmark: _Toc217877507]Despite its importance, continuous monitoring and threat detection are subject to limitations that must be acknowledged to avoid overstating effectiveness. A primary challenge arises from the widespread use of encryption, which reduces the visibility of security tools and restricts the inspection of traffic content for malicious activity [4], [7]. While encryption strengthens confidentiality and integrity, it shifts detection towards metadata, behavioural indicators, and identity related signals, which may be less definitive and therefore require careful interpretation.
Detection accuracy is a further constraint. Anomaly based techniques rely on baselines of “normal” behaviour, which can be difficult to define in dynamic SaaS environments where usage varies by role, location, and time. This increases false positives and contributes to alert fatigue, potentially delaying response to genuine incidents [7].
Operational complexity also limits detection. SaaS ecosystems integrate multiple services with inconsistent logging formats, retention periods, and levels of granularity. Achieving coherent visibility requires ongoing integration effort, and gaps in telemetry or delays in log delivery can reduce confidence in detection outputs [13]. Moreover, poorly tuned detection rules can introduce additional risk. Overly aggressive logic may trigger unnecessary automated responses, while permissive configurations may fail to identify high-impact threats.
These constraints reinforce the need for proportionate, risk led monitoring strategies that prioritise high-impact scenarios and continuously refine detection logic.
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[bookmark: _Toc217872910][bookmark: _Toc217873133][bookmark: _Toc217873315][bookmark: _Toc217877508][bookmark: _Toc217949167][bookmark: _Toc218600682][bookmark: _Toc218601257][bookmark: _Toc218601878][bookmark: _Toc218601944]5.1. Automated Response as a Risk Mitigation Strategy 
[bookmark: _Toc217872911][bookmark: _Toc217873134][bookmark: _Toc217873316][bookmark: _Toc217877509]Automated response has become an increasingly important component of modern security architectures, particularly in SaaS and web application environments where the speed and scale of attacks often exceed the capacity for manual intervention. From a risk management perspective, automation functions as a mitigation strategy by reducing the time between detection and containment, thereby limiting incident impact and supporting operational resilience objectives [1], [9].
In identity centric threat scenarios such as credential compromise or session hijacking, delayed response can enable privilege escalation, data exfiltration, or service disruption. Automated actions, including session termination, credential revocation, and access restriction, can contain threats rapidly and consistently. When aligned with assessed risk levels, these measures support proportionate response by ensuring that high-impact incidents trigger immediate containment, while lower-risk events are managed with minimal operational disruption.
Within Zero Trust Architecture, automated response complements continuous verification by dynamically adjusting access conditions in response to emerging risk signals, thereby reinforcing the principle that trust is conditional and continuously reassessed [9]. However, effectiveness depends on detection accuracy and the quality of response logic. Poorly tuned automation may trigger unnecessary access revocation or service interruption, thereby harming user experience and business continuity. These risks reinforce the need to govern automated response through defined thresholds, testing, and periodic review aligned with organisational risk appetite.

[bookmark: _Toc217949168][bookmark: _Toc218600683][bookmark: _Toc218601258][bookmark: _Toc218601879][bookmark: _Toc218601945]5.2. Integration with Incident Response Processes 
[bookmark: _Toc217872912][bookmark: _Toc217873135][bookmark: _Toc217873317][bookmark: _Toc217877510]While automated response mechanisms provide clear benefits in speed and consistency, they must be integrated within established incident response processes to ensure accountability, traceability, and effective recovery [1], [3]. Automation alone cannot address the full scope of incidents, particularly those involving personal data exposure, complex technical failure, or regulatory reporting obligations.
Incident Response Plans (IRPs) provide the procedural framework through which incidents are identified, assessed, contained, and resolved. In a risk-based model, automated actions should be mapped to predefined incident categories and severity thresholds. Lower-impact events may trigger enhanced monitoring and escalation, whereas high-confidence indicators of compromise may initiate immediate containment actions, such as access revocation or session termination.
In regulated environments, integration with resilience and continuity arrangements is critical. Although automation can support availability by limiting attacker dwell time, poorly governed containment may disrupt critical services or hinder root-cause analysis. Effective integration therefore requires explicit handover points between automated containment and human-led investigation and recovery, supported by documented decision logic and audit trails [1], [3].
Governance mechanisms further ensure that response logic remains proportionate to risk and aligned with organisational objectives. Automated workflows should be tested, reviewed, and controlled through formal change management to reduce unintended consequences and maintain confidence in response operations.

[bookmark: _Toc218600684][bookmark: _Toc218601259][bookmark: _Toc218601880][bookmark: _Toc218601946][bookmark: _Toc217949169]6. Discussion: Benefits, Limitations, and Trade-offs 
The adoption of a risk-based approach to Zero Trust Architecture offers clear advantages over perimeter-based security models, particularly in SaaS and web application environments where trust assumptions tied to network location are increasingly ineffective [1], [9]. By aligning control selection with assessed risk levels, organisations can prioritise resources towards high-impact scenarios such as identity compromise and unauthorised access, avoiding blanket implementations that increase complexity without proportional benefit. This approach supports scalability while maintaining a defensible security posture.
A key strength of integrating Risk Management with Zero Trust lies in adaptability. Risk-led governance enables security decisions to evolve in response to changes in architecture, threat intelligence, and operational requirements. When combined with Zero Trust principles, this supports context-aware access decisions that reduce implicit trust and constrain lateral movement following credential compromise [5], [9]. In practice, the same principles can be applied proportionately, allowing organisations to calibrate implementation depth to risk appetite rather than pursuing a uniform maturity model.
However, the approach introduces notable challenges. Zero Trust implementation can increase architectural and operational complexity, particularly where multiple SaaS platforms, identity providers, and monitoring pipelines must be integrated. For software development teams, stronger identity enforcement and policy-driven access controls may require changes to authentication flows, API design, and deployment practices, which can affect delivery velocity and operational efficiency [9]. These constraints highlight the need to align implementation ambition with organisational maturity and resourcing.
Trade-offs between security and usability are also significant. Strong authentication and continuous verification can reduce unauthorised access, yet overly restrictive controls may degrade user experience and encourage insecure workarounds. A risk-based approach provides a defensible basis for selecting appropriate technical and organisational measures in proportion to risk, consistent with EU and UK expectations [3], [4]. Similarly, automation can reduce dwell time but may trigger inappropriate containment if detection logic is inaccurate or poorly governed, reinforcing the need for calibrated thresholds and oversight.
Finally, sustained effectiveness depends on governance capability. Authoritative guidance emphasises continuous evaluation, policy enforcement, and organisational readiness as prerequisites for meaningful risk reduction, rather than symbolic compliance [6].

[bookmark: _Toc218600685][bookmark: _Toc218601260][bookmark: _Toc218601881][bookmark: _Toc218601947][bookmark: _Toc217872913][bookmark: _Toc217873136][bookmark: _Toc217873318][bookmark: _Toc217877511][bookmark: _Toc217949170]7. Conclusion 
The growing complexity of SaaS and web application environments has exposed the limitations of traditional perimeter-based security models and reinforced the need for adaptive, risk driven security strategies. Within the European Union and the United Kingdom, organisations are increasingly expected not only to deploy technical controls but also to demonstrate structured, proportionate, and accountable cybersecurity practices aligned with regulatory and operational expectations [1], [3], [4].
This paper has shown that positioning Risk Management as the foundational framework enables organisations to make informed security decisions based on risk assessment, risk appetite, and residual risk. Rather than pursuing absolute security, a risk-based approach supports prioritisation, transparency, and defensible trade-offs that align security investments with business objectives and regulatory obligations [1], [3].
Within this framework, Zero Trust Architecture emerges as a practical and scalable response to dominant SaaS threats. By rejecting implicit trust and enforcing identity-centric access control, least privilege, and continuous verification, Zero Trust directly addresses weaknesses inherent in perimeter-based models while remaining adaptable to evolving threat conditions [5], [9]. The integration of continuous monitoring and automated response further strengthens this approach by enabling timely detection, containment, and recovery. When supported by governance and incident response processes, Zero Trust provides a resilient security model consistent with EU and UK regulatory expectations [1], [3], [4].
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Resilient Intellect Ltd is a fast-growing threat intelligence and consultancy organisation that develops Artificial Intelligence (AI) driven threat analysis software and operates a fully hybrid workforce. As it expands into the European Union (EU), its information security programme must satisfy new regulatory obligations while maintaining delivery velocity, customer trust, and business continuity. Security therefore needs to be integrated into governance, engineering, and operations and be capable of producing clear evidence of risk management and resilience, rather than functioning as a purely technical function.
The expansion brings binding requirements under the Digital Operational Resilience Act (DORA), which assigns explicit responsibility for Information and Communication Technology (ICT) risk management to the management body and requires organisations to demonstrate the ability to withstand, respond to, and recover from ICT-related disruptions [1]. DORA emphasises continuous monitoring, protection, detection, and structured response and recovery as core elements of operational resilience [1]. In parallel, the NIS2 Directive strengthens baseline cybersecurity obligations, including risk management, incident handling, and regulatory reporting for essential and important entities and their key ICT dependencies [2].
To address these requirements in a scalable and proportionate way, this report proposes a Zero Trust-aligned security programme structured around the NIST Cybersecurity Framework (CSF) 2.0 [3]. CSF 2.0 provides a governance-led approach that links cyber risk management to business objectives through the functions Govern, Identify, Protect, Detect, Respond, and Recover [3]. Zero Trust principles are used as the primary risk treatment approach to reduce implicit trust, constrain lateral movement, and prioritise identity-centric access decisions in a cloud-first, hybrid operating model [4]. Positioning Zero Trust as a strategic design principle is intended to support regulatory compliance, operational resilience, and sustainable growth in the EU.
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To support EU expansion, Resilient Intellect Ltd requires a security strategy that links governance, risk management, and operational delivery within a single accountable framework. Given its dependence on cloud services, an AI-driven development pipeline, and a hybrid workforce, security decisions must be directly connected to service availability, protection of proprietary AI assets, and assurance for regulated customers.
The NIST CSF 2.0 is adopted as the primary framework because it emphasises organisational accountability and risk-informed decision-making through the Govern function [3]. In this programme, the Govern function is used to:

• Define security objectives that support business goals and regulatory obligations
• Set risk appetite and tolerances for downtime, data loss, and third-party exposure
• Prioritise investment in identity, monitoring, and resilience capabilities
• Establish metrics and reporting to demonstrate assurance to senior management and regulators [3].

Governance operates through three layers. Strategic governance, led by the board and senior management, sets risk appetite, approves policy, and receives regular reporting on CSF outcomes and regulatory compliance. Tactical governance translates strategy into policies, standards, and reference architectures across cloud platforms, SaaS tenants, and development pipelines. Operational governance, delivered by the Security Operations Centre (SOC) and engineering teams, runs day-to-day monitoring, incident response, and continuous improvement. This structure provides traceability from governance decisions to technical enforcement and supports DORA accountability expectations and NIS2 oversight requirements [1]–[3].

[bookmark: _Toc218600690][bookmark: _Toc218601265][bookmark: _Toc218601886][bookmark: _Toc218601952]2. Organisational Structure and Security Roles 

To operationalise a Zero Trust-aligned security strategy and meet EU regulatory expectations, Resilient Intellect Ltd needs an organisational structure that embeds accountability across governance, engineering, and operations. A hybrid workforce and cloud-first delivery model increase reliance on identity systems, third-party services, and distributed telemetry, so security responsibilities should be defined as ongoing capabilities rather than isolated tasks [1], [2], [8].
A Cloud Security Architect is essential to ensure consistent application of Zero Trust principles across cloud platforms, SaaS services, and data environments. This role defines secure cloud reference architectures, enforces identity-centric access, and maintains infrastructure-as-code and configuration baselines aligned with organisational risk appetite [1], [2]. It supports DORA requirements for secure and resilient ICT architectures and provides assurance that new services and integrations do not introduce unmanaged trust relationships or material misconfigurations [4], [5].
A DevSecOps Lead embeds security within the software development life cycle through secure pipelines, dependency governance, automated security gates, and controlled releases, reducing exposure to supply chain compromise and unauthorised artefact modification [5], [6].
Security monitoring and coordinated response are delivered through a SOC function, whether internal, outsourced, or hybrid, which centralises triage, correlation, and escalation and consumes telemetry from identity providers, cloud control planes, endpoints, and application logs to enable incident handling and evidence-ready reporting [6], [7].

[bookmark: _Toc218600691][bookmark: _Toc218601266][bookmark: _Toc218601887][bookmark: _Toc218601953]3. Policies and Procedures for a Hybrid, AI Driven Environment
To support the new EU unit, Resilient Intellect Ltd needs a coherent policy framework that turns its Zero Trust security strategy into enforceable day-to-day practice [1], [2], [4]. The framework reflects reliance on AI-driven software, cloud-native SaaS platforms, and a fully hybrid workforce, and addresses both technical risks and human behaviour [3], [4].
	Regulation & Article
	Regulatory Requirement
	Programme Element
	Evidence Produced

	DORA - Article 5
	ICT risk management framework and governance
	Board level security governance aligned with NIST CSF 2.0
	Approved security strategy, governance minutes, risk appetite statements

	DORA - Article 9
	Protection and prevention measures
	Zero Trust aligned controls including MFA, ZTNA, CSPM, EDR
	Access control policies, configuration baselines, security tooling reports

	DORA - Article 10
	Detection of anomalous activity
	Centralised SIEM and SOC monitoring workflows
	Security logs, alert correlation records, SOC dashboards

	DORA - Article 11
	ICT incident response and recovery
	Automated containment, incident response procedures, DR planning
	Incident reports, response playbooks, recovery test results

	NIS2 - Article 21
	Risk management measures
	Risk based security design covering supply chain and cloud risks
	Risk register, threat assessments, mitigation mapping

	NIS2 - Article 23
	Incident reporting obligations
	Defined SOC escalation and regulatory notification workflows
	Incident classification records, notification timelines, audit logs


Table 1. Mapping of DORA and NIS2 Regulatory Requirements to Zero Trust Programme Elements and Evidence (author’s own work)

[bookmark: _Toc218600692][bookmark: _Toc218601267][bookmark: _Toc218601888][bookmark: _Toc218601954]3.1 AI Usage Policy
The AI Usage Policy sets out how AI capabilities are used across development, testing, and operations to protect intellectual property, prevent data leakage, and minimise the risk of model manipulation or poisoning, including misuse of third-party services. Training and evaluation are restricted to approved platforms and classified datasets, and personal, client, or regulated data may only be used following a documented risk assessment and formal governance approval [1], [2]. Activities are logged to support traceability and regulatory evidence, while integrity is maintained through segmented environments, provenance validation, and regular adversarial testing in line with secure development and supply chain risk management guidance [5], [6], [7].

[bookmark: _Toc218600693][bookmark: _Toc218601268][bookmark: _Toc218601889][bookmark: _Toc218601955]3.2 Secure SaaS Configuration Standard
The Secure SaaS Configuration Standard defines mandatory security controls for SaaS platforms that support business operations, including identity providers, development environments, collaboration tools, and cloud-hosted analytics. Core requirements include phishing-resistant multi-factor authentication, conditional access based on identity assurance and device posture, and role-based administration with tightly controlled privileged access [1], [2], [4], [9]. Third-party integrations and OAuth 2.0 applications are restricted to approved services and reviewed regularly to identify excessive permissions or dormant access paths [1], [2]. Authentication, administrative actions, and high-risk application events must be logged to support effective detection, investigation, and regulatory reporting [1], [2], [8], [11]. Configuration drift is handled through continuous posture assessment and governed remediation workflows so that SaaS environments remain aligned with organisational risk appetite and regulatory expectations [1], [3], [10], [11].

[bookmark: _Toc218600694][bookmark: _Toc218601269][bookmark: _Toc218601890][bookmark: _Toc218601956]3.3 Bring Your Own Device (BYOD) Policy for a Hybrid Workforce
The BYOD Policy governs personal-device access to corporate services, recognising that unmanaged endpoints increase identity-centred risk in hybrid operating models [4], [8]. Access is allowed only when minimum posture requirements are met, including device registration, mobile device management or containerisation, enforced screen lock, encryption, endpoint protection, and continuous posture checks [1], [2], [8]. Corporate data is logically separated from personal data to support secure offboarding and limit unauthorised disclosure. Access from BYOD endpoints remains conditional and is regularly reassessed so that compromised or non-compliant devices do not retain persistent access [4], [9].

[bookmark: _Toc218600695][bookmark: _Toc218601270][bookmark: _Toc218601891][bookmark: _Toc218601957]3.4 Roles and Responsibilities (RACI Overview)
The table below summarises key roles and responsibilities for policy ownership, enforcement, and assurance.
	Role
	Responsibilities

	Board / Senior Management
	Policy approval, risk appetite definition, oversight and assurance

	Cloud Security Architect
	SaaS baselines, identity architecture, configuration assurance

	DevSecOps Lead
	Secure AI development practices, pipeline enforcement, control integration

	SOC / Security Operations
	Monitoring, policy enforcement validation, incident escalation

	Workforce / Developers
	Policy compliance, secure use of AI and corporate services


Table 2. Roles and Responsibilities for Policy Ownership, Enforcement, and Assurance (author’s own work)
Collectively, these policies and role allocations provide enforceable standards for identity assurance, configuration integrity, and secure workforce access, while remaining auditable against DORA and NIS2 requirements [1]–[3], [8], [11]. The earlier regulatory mapping (Table 1) and this overview of responsibilities together demonstrate regulatory traceability and operational accountability [1]–[3].

[bookmark: _Toc218600696][bookmark: _Toc218601271][bookmark: _Toc218601892][bookmark: _Toc218601958]4. Risk Management and Threat Landscape
[bookmark: _Toc218600697][bookmark: _Toc218601272][bookmark: _Toc218601893][bookmark: _Toc218601959]4.1 Software Supply Chain Risks
As an AI-powered threat analysis software provider, Resilient Intellect Ltd faces significant software supply chain risk. Key scenarios include malicious or vulnerable third-party libraries, compromise of build and deployment pipelines, and poisoning of AI training data or models, all of which can degrade analytical accuracy, introduce hidden backdoors, and undermine service reliability and customer trust. These risks are highly relevant because they affect the integrity and availability of critical digital services. DORA requires firms to identify and manage ICT risks arising from dependencies and third-party components that could disrupt operational resilience [1], while NIS2 calls for risk analysis and preventive measures across supply chains, recognising that software dependencies expand the attack surface [2]. A Zero Trust-aligned approach treats development environments, pipelines, and model artefacts as untrusted by default, with continuous verification of provenance, integrity, and deployment actions to reduce the chance of undetected propagation into production [4]–[6].

[bookmark: _Toc218600698][bookmark: _Toc218601273][bookmark: _Toc218601894][bookmark: _Toc218601960]4.2 Cloud Misconfiguration Risks
Reliance on cloud-based SaaS platforms, scalable storage, and identity-driven access models introduces significant risk from cloud misconfiguration. Typical failures include overly permissive access policies, exposed storage resources, insecure application programming interfaces (APIs), and weak segregation between environments, amplified by hybrid working that involves distributed and sometimes unmanaged endpoints. These weaknesses can result in unauthorised access, data leakage, service disruption, and regulatory non-compliance. Under DORA, such configuration issues directly undermine ICT resilience by exposing critical services to avoidable outages or breaches [1], while NIS2 requires organisations to address them through appropriate technical and organisational controls wherever cloud services support essential business functions [2].

[bookmark: _Toc218600699][bookmark: _Toc218601274][bookmark: _Toc218601895][bookmark: _Toc218601961]4.3 High-Level Risk Assessment and Zero Trust Alignment
This assessment draws on recognised guidance for cybersecurity risk management, software supply chain security, and Zero Trust Architecture to support proportionate, risk-driven control selection and clear governance traceability [1]–[5]. Rather than listing every possible control, it focuses on priority threat scenarios and links them to regulatory expectations under DORA and NIS2 and to appropriate Zero Trust-aligned mitigations. Table 3 summarises the key risks by likelihood and impact.
	Risk Category
	Risk Description
	Likelihood
	Impact
	Regulatory Relevance
	Zero Trust Aligned Risk Treatment

	Software Supply Chain
	Poisoned AI training data or models, or malicious third-party dependencies, degrade detection accuracy or introduce hidden functionality
	Medium
	High
	DORA ICT risk management and protection measures, NIS2 risk management measures and prevention
	Phishing-resistant MFA and conditional access for engineers, least privilege CI/CD permissions, signed artefacts and integrity verification, SBOM and dependency allow listing, continuous verification of model and data lineage

	Software Supply Chain
	Compromised build pipeline injects unauthorised code or modifies release artefacts
	Medium
	High
	DORA operational resilience and incident preparedness, NIS2 incident prevention and handling capability
	Zero Trust access to build systems via ZTNA, segregation of duties, short-lived credentials, signed commits and artefacts, tamper-evident logging to SIEM, automated containment for high confidence compromise

	Cloud Misconfiguration
	Excessive cloud permissions enable unauthorised access and privilege escalation across SaaS and cloud resources
	High
	High
	DORA access control and ICT risk mitigation, NIS2 risk management measures
	Phishing-resistant MFA, identity-centric access policies, least privilege with CIEM, continuous session verification, Privileged Access Management (PAM), policy as code guardrails with automated remediation

	Cloud Misconfiguration
	Publicly exposed cloud storage or insecure API configuration leads to sensitive data leakage or service disruption
	Medium
	High
	DORA protection of information assets and resilience measures, NIS2 impact reduction and incident readiness
	CSPM with continuous posture monitoring, least privilege storage and API access, automated policy enforcement, encryption and key management controls, centralised logging and alerting to SIEM with SOAR playbooks for rapid containment


Table 3: High-Level Risk Assessment and Zero Trust–Aligned Risk Treatment (author’s own work)

[bookmark: _Toc218600700][bookmark: _Toc218601275][bookmark: _Toc218601896][bookmark: _Toc218601962]4.4 Regulatory Alignment and Governance Implications
This risk-based approach supports DORA by ensuring that high-impact ICT risks receive prioritised treatment and ongoing oversight in line with expectations for proportionate risk management and operational resilience [1]. The structured focus on supply chain and cloud misconfiguration threats also addresses NIS2 obligations for risk analysis, preventive measures, and incident preparedness [2].
Linking each risk to specific Zero Trust-aligned mitigations gives the board clear visibility of how security investment reduces business and regulatory exposure. Risk management is therefore positioned as a core governance activity that underpins informed decision-making, regulatory assurance, and long-term organisational resilience [3], [4].

[bookmark: _Toc218600701][bookmark: _Toc218601276][bookmark: _Toc218601897][bookmark: _Toc218601963]5. Protection and Detection Mechanisms
[bookmark: _Toc218600702][bookmark: _Toc218601277][bookmark: _Toc218601898][bookmark: _Toc218601964]5.1 Zero Trust Aligned Protection Strategy
Given the hybrid workforce, cloud-native architecture, and AI-driven delivery model, protection mechanisms focus on identity-based access control, endpoint assurance, and secure cloud configuration. These controls directly address the main risks identified in Section 4, particularly software supply chain compromise and cloud misconfiguration, and support proportional, risk-driven security investment [3]–[5].

[bookmark: _Toc218600703][bookmark: _Toc218601278][bookmark: _Toc218601899][bookmark: _Toc218601965]5.2 Identity and Access Protection Controls
5.2.1 Phishing Resistant Multi Factor Authentication (MFA)
Identity is treated as the primary security control plane. Access to cloud platforms, SaaS services, development environments, and administrative interfaces is protected using phishing-resistant multi-factor authentication, in line with authenticator-assurance guidance and Zero Trust design principles [4], [9]. This lowers the likelihood of credential compromise, a common initial access vector in SaaS and hybrid environments and provides stronger identity assurance for privileged and other high-risk access paths [8], [9].

5.2.2 Zero Trust Network Access (ZTNA)
ZTNA replaces VPN-based access by enforcing application-level decisions based on verified identity, device posture, and contextual risk. Users and developers are granted access only to explicitly authorised services, which reduces lateral movement and limits the blast radius in the event of compromise [4], [5]. This provides controlled access to critical ICT assets and aligns with DORA expectations for strong access control and ICT risk reduction [1], [4].

[bookmark: _Toc218600704][bookmark: _Toc218601279][bookmark: _Toc218601900][bookmark: _Toc218601966]5.3 Endpoint and Cloud Protection Mechanisms
5.3.1 Endpoint Detection and Response (EDR) with Automated Response
EDR is deployed across corporate and approved BYOD endpoints to provide continuous visibility into device activity. Automated actions such as process isolation, account lockout, and session termination enable rapid containment of high-confidence threats and reduce dwell time in line with recognised response playbooks [7], [8]. This contributes to operational resilience while staying within governance oversight and agreed risk appetite [1], [3], [7].

5.3.2 Cloud Security Posture Management (CSPM)
CSPM is used to continuously assess cloud configurations against security baselines and governance expectations, helping to detect misconfigurations that commonly expose data or services in cloud environments [1], [3], [10]. Issues involving identity permissions, storage exposure, or network access are identified early and remediated through controlled workflows or automation, enabling timely risk reduction and evidence-ready compliance [10]. This directly mitigates the high-impact cloud misconfiguration risks identified in the threat landscape [3], [8], [10].
[bookmark: _Toc218600705][bookmark: _Toc218601280][bookmark: _Toc218601901][bookmark: _Toc218601967]5.4 Detection and Security Monitoring
5.4.1 Security Information and Event Management (SIEM)
Detection is centralised through a SIEM platform that aggregates identity, endpoint, cloud control-plane, and application telemetry. Correlation rules prioritise identity-based anomalies, privilege escalation attempts, and suspicious access patterns, aligning monitoring with the highest-risk scenarios and supporting secure software and operational oversight [6], [8].

5.4.2 SOC Workflows and Incident Escalation
Detection outputs feed into defined SOC workflows that combine automated triage with analyst oversight. Alerts are categorised by severity and business impact to keep responses proportionate, auditable, and aligned with incident-handling playbooks [7]. This approach supports DORA’s requirement for timely detection and response and NIS2’s expectations for effective incident handling and readiness [1], [2], [7].

[bookmark: _Toc218600706][bookmark: _Toc218601281][bookmark: _Toc218601902][bookmark: _Toc218601968]5.5 Regulatory and Strategic Alignment
Collectively, these protection and detection mechanisms provide defence in depth without relying on implicit trust, consistent with Zero Trust design principles and EU regulatory expectations [1], [2], [4]. DORA requirements for detection, response, and operational resilience are addressed through continuous monitoring and governed automation, while NIS2 obligations around preventive and detective measures are supported by structured governance, reporting readiness, and SOC workflows that correlate identity, endpoint, and cloud control-plane telemetry for effective detection, containment, and evidence collection [1]–[3], [7], [8].

[bookmark: _Toc218600707][bookmark: _Toc218601282][bookmark: _Toc218601903][bookmark: _Toc218601969]6. Incident Response and Operational Resilience
[bookmark: _Toc218600708][bookmark: _Toc218601283][bookmark: _Toc218601904][bookmark: _Toc218601970]6.1 Incident Response as a Core Capability of Zero Trust
In a Zero Trust-aligned security programme, incident response is treated as a continuous operational capability rather than an exceptional activity, supporting business continuity, service reliability, and trust in proprietary AI services. The focus is on early detection, rapid containment, coordinated escalation, and controlled recovery, in line with DORA’s emphasis on operational resilience and NIS2 requirements for effective incident handling and reporting [1], [2].
[bookmark: _Toc218600709][bookmark: _Toc218601284][bookmark: _Toc218601905][bookmark: _Toc218601971]6.2 SOC Workflows and Detection to Response Integration
SOC workflows underpin incident response by triaging signals from SIEM, EDR, identity systems, and cloud platforms against predefined severity levels linked to business impact, in line with recognised operational guidance [7], [8]. Lower-severity events lead to enhanced monitoring and enrichment, while high-confidence indicators of compromise trigger automated containment actions such as session termination or access restriction, followed by analyst validation to maintain accountability [7]. Clear handovers ensure containment does not hinder investigation or evidence collection and support Zero Trust principles by keeping access decisions reversible and continuously reassessed throughout the incident lifecycle [4].
[bookmark: _Toc218600710][bookmark: _Toc218601285][bookmark: _Toc218601906][bookmark: _Toc218601972]6.3 Operational Resilience and DORA Alignment
DORA requires organisations to withstand, respond to, and recover from ICT incidents that affect critical services [1]. The incident-response framework addresses this by integrating detection, response, and recovery into a single operational resilience model, supported by service-impact assessments and clear escalation criteria for business continuity or disaster recovery activation. Regular scenario testing validates the effectiveness of these workflows and generates auditable evidence for resilience testing, incident documentation, and management oversight [1].
[bookmark: _Toc218600711][bookmark: _Toc218601286][bookmark: _Toc218601907][bookmark: _Toc218601973]6.4 NIS2 Incident Reporting and Regulatory Accountability
NIS2 requires timely incident notification and structured communication with competent authorities [2]. Incident-response workflows therefore include defined reporting thresholds, decision points, and escalation paths aligned to NIS2 severity and impact criteria, with clear accountability for notification so that regulatory timelines are met alongside containment and recovery activities [2].
[bookmark: _Toc218600712][bookmark: _Toc218601287][bookmark: _Toc218601908][bookmark: _Toc218601974]6.5 Governance, Review, and Continuous Improvement
Post incident reviews are used to update detection logic, automation thresholds, and playbooks under formal change control, while incident metrics are reported through governance channels to support assurance and continuous improvement [3], [7].
[bookmark: _Toc218600713][bookmark: _Toc218601288][bookmark: _Toc218601909][bookmark: _Toc218601975]7. Disaster Recovery and Contingency Planning
[bookmark: _Toc218600714][bookmark: _Toc218601289][bookmark: _Toc218601910][bookmark: _Toc218601976]7.1 Ransomware as a Critical Resilience Scenario
Ransomware poses a high-impact risk because critical AI training data and proprietary source code are concentrated assets whose loss or encryption would disrupt service delivery, undermine intellectual property protection, and threaten contractual commitments. Disaster recovery and contingency planning are therefore embedded within operational resilience to meet DORA requirements for continuity and recoverability of critical ICT services [1], [12].
[bookmark: _Toc218600715][bookmark: _Toc218601290][bookmark: _Toc218601911][bookmark: _Toc218601977]7.2 Zero Trust Aligned Disaster Recovery Principles
Disaster recovery planning applies Zero Trust principles to avoid introducing implicit trust during restoration activities. Identity-centric access controls, least privilege, and strong authentication are enforced for backups, recovery environments, and repositories, including during recovery operations [4]. Segregation between production and recovery environments, combined with immutable and logically isolated backups, reduces ransomware propagation and protects data integrity, with regular testing to confirm that these controls remain effective under emergency conditions [12].
[bookmark: _Toc218600716][bookmark: _Toc218601291][bookmark: _Toc218601912][bookmark: _Toc218601978]7.3 Recovery Strategy for AI Data and Source Code
The recovery strategy prioritises rapid restoration of AI training data and source code using version control and segmented backups, enabling selective recovery without reintroducing compromised artefacts [12]. Integrity checks confirm that restored datasets and code have not been tampered with or poisoned before reintegration, supporting AI service reliability and supply chain resilience [5], [12]. Restoration sequencing and resourcing are based on business impact, with AI model integrity and customer-facing services treated as critical functions [1], [12].
[bookmark: _Toc218600717][bookmark: _Toc218601292][bookmark: _Toc218601913][bookmark: _Toc218601979]7.4 Recovery Time and Point Objectives (RTO), (RPO) and DORA Alignment
RTOs and RPOs are set in line with DORA expectations for resilience and service continuity [1]. These targets are derived from impact-tolerance assessments and validated through regular resilience-testing exercises [1], [12]. Documented recovery objectives support governance oversight and provide evidence of preparedness under regulatory scrutiny [1]. Test outcomes are reviewed at management level to confirm that technical recovery capabilities remain aligned with agreed risk appetite and the wider security strategy [1], [3].
[bookmark: _Toc218600718][bookmark: _Toc218601293][bookmark: _Toc218601914][bookmark: _Toc218601980]7.5 Governance, Testing and Continuous Improvement
Disaster recovery is validated through scenario-based ransomware exercises that test coordination, restoration sequencing, access controls, and integrity verification for datasets and repositories, generating auditable evidence of capability [1], [7], [12]. Exercise outcomes are documented, reviewed, and used to update recovery plans and associated controls through formal change governance so that recovery objectives remain achievable and demonstrable over time [3], [12].



























[bookmark: _Toc218600719][bookmark: _Toc218601294][bookmark: _Toc218601915][bookmark: _Toc218601981]Conclusion

The expansion into the European Union places Resilient Intellect Ltd under binding obligations introduced by DORA and the NIS2 Directive, which require demonstrable accountability for ICT risk management, operational resilience, and incident readiness [1], [2]. In this context, cybersecurity must function as a strategic business capability that protects service continuity, customer trust, and proprietary AI assets.
This report has outlined a forward-looking, Zero Trust-aligned security programme governed by the NIST CSF 2.0 and implemented through risk-based prioritisation [3], [4]. Treating Zero Trust Architecture as the primary risk treatment approach enables identity-centric controls, least privilege, continuous verification, and governed automation to reduce both the likelihood and impact of compromise across hybrid and cloud-native environments [4], [9]. High-impact risks, including software supply chain compromise and cloud misconfiguration, are addressed through explicit risk identification, mapped controls, and auditable governance mechanisms proportionate to business and regulatory exposure [5], [6], [10]. Operational resilience is strengthened through integrated protection, detection, and response capabilities, including SOC workflows, SIEM-driven correlation, and controlled automation, supporting timely containment and evidence generation in line with DORA and NIS2 expectations [1], [2], [7], [8]. Ransomware-focused disaster recovery planning safeguards AI training data and source code repositories by aligning recovery objectives, testing, and governance oversight with recognised recovery guidance and resilience requirements [1], [12].
Overall, the proposed programme provides a coherent, scalable, and regulation-aware foundation for the new EU unit and positions Resilient Intellect Ltd to meet DORA and NIS2 obligations while sustaining innovation, operational resilience, and long-term stakeholder confidence.
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