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1. [bookmark: _Toc237123245]Introduction
Operating systems (OS) are vital software that controls computer hardware and software resources and offer a platform for applications to run effectively. This report delves into the major roles of operating systems such as process management, memory management, file system management, etc., and security management. It also shows how to use some of the common commands in the Windows Command Prompt and Linux Bash for system administration. The report also features Windows Batch and Linux Bash scripts, showcasing the advantages of using the command line to automate typical admin tasks. The concepts mentioned in the report are backed up with examples and screenshots throughout the report to show a clear understanding of the basics of operating systems.

Task 1
2. [bookmark: _Toc237123246]Key Functions of General Operating Systems 
A general-purpose operating system (OS) controls computer hardware and software resources and provides an environment for running applications efficiently. It has the following primary functions: process management, memory management, file system management, and security management. These functions enhance the performance, stability, and reliability of the system on various operating systems like Windows, Linux and macOS [1], [2].
[bookmark: _Toc237123247]2.2. Process and Processor Management
Process Management controls the creation, scheduling and termination of programs and ensures that CPU resources are shared fairly among the programs running. Pre-emptive multitasking is the way Windows works, which involves rapidly switching processor time between processes by a process of context switching. This is important because this way, one application does not use up all the processor, and several applications may run at the same time. For instance, if a user is surfing the Web as he works on a report, he can hear music without any interruption. Figure 1 is an illustration of the Windows Task Manager program showing the CPU usage, background processes, and active programs. The utilization of the processors appears low, suggesting that the processor is getting its resources used efficiently by Windows. Pre-emptive scheduling is also used in Linux and macOS, but Linux affords more flexibility for server administration [1], [2].
[image: ]
Figure 1: Windows Task Manager window with the list of applications currently running along with their usage of the processor.
[bookmark: _Toc237123248]2.3. Memory Management
Memory Management ensures running applications receive sufficient RAM while preventing conflicts between the processes. Virtual memory is allocated dynamically by Windows and is used when a computer's RAM is full, ensuring the computer remains efficient. As shown in Figure 2, the system has RAM, with a portion currently in use and the remaining memory available for additional tasks. It shows that Windows is successfully allocating memory resources to support multitasking while maintaining overall system performance or stability [2], [3].
[image: ]
Figure 2: Memory Usage and Performance in Windows Task Manager
[bookmark: _Toc237123249]2.4. File System Management
File System Management organizes, stores, accesses and retrieves data and files from storage devices. It is used to create, rename, copy, move and delete files and folders, and to manage file permissions. For instance, Figure 3 displays Windows File Explorer, whereby people can gain access to files, folders and storage drives. A typical file system for Linux is ext4, and for Windows, it is NTFS, which are efficient ways to manage storage [1], [4].
[image: ]
Figure 3: Windows File Explorer displaying folders, files and storage drives.
[bookmark: _Toc237123250]2.5. Security and Protection
Security management ensures that the operating system is secured from unauthorized access, malware and software vulnerabilities. Windows' security is enabled via user authentication, Microsoft Defender, firewall security and regular security updates. These features combat cyber risks, boost stability, and safeguard delicate information. The Windows security interface is illustrated in figure 4, updates are used to fix vulnerabilities and enhance system protection. Linux makes extensive use of user permissions and repository-based updates, macOS uses UNIX permissions with built-in security technologies to protect user information [1], [3], [5].
[image: ]
Figure 4: Windows Device Manager showing system hardware txtand devices.

Task 2
3. [bookmark: _Toc237123251]Use of Windows OS CLI Commands
The Windows Command Prompt (CMD) is a command-line interface that allows you to run administrative commands, troubleshoot system problems, and manage Windows resources efficiently. Admins can perform tasks faster and automate repetitive tasks using CMD as compared to graphical tools [1].
Process Management
Command: tasklist
[image: ]
All running processes are listed, with each displaying Process IDs (PIDs) and memory usage with the task list command. It can help determine if an application is using too many resources. The screenshot output will list active processes, allowing administrators to keep track of system performance and to diagnose problems [1]. 
Command: task kill /PID 11972 /F
[image: ]
The task kill /PID 11972 /F command will kill a process by the PID. The /PID switch is used to designate the process to terminate, and /F will make the application terminate if it does not respond. This will improve system responsiveness without rebooting the computer [1].
File and Directory Management
Command: dir
[image: ]
The dir. command lists files and folders in the current directory and assists users in confirming file locations before operations. The output shows the file name, size and modification time [2].
Command: mkdir Test Folder
[image: ]
The Test Folder directory will be created with the mkdir command, and the current working directory will change to Test Folder with the cd command. These commands make file management easy and make administration more efficient [2], [6].
Command: cd Test Folder
[image: ]
The CD command is used to set the current working directory. It enables us to navigate between folders as well as run commands from other areas of the file system [2].
Network Testing and Monitoring
Command: ipconfig /all
[image: ]
The ipconfig /all command will show detailed network configuration, such as the IP address, DNS servers and adapter information. The /all switch gives you all the configuration information that can help troubleshoot connectivity issues. The screenshot shows that the network configuration is set properly [1].
Command: ping google.com
[image: ]
The ping google.com command sends out ICMP echo requests to test the network. Successful responses indicate a system's ability to communicate with remote systems. The netstat -an command can be used to identify suspicious network activity and lists active connections and listening ports, -a lists all connections and -n shows numerical addresses [1].
Command: netstat –an
[image: ]
The netstat -an command shows the active network connections and listening ports in numeric form. It is used to keep users updated on the activity in the network and to find out if the computer is communicating with remote systems [2].
User Management
Command: whoami
[image: ]
The whoami command will return the name of the account that you are currently logged on as. It can be useful to verify a user's identity and to ensure that commands are being executed under the proper user's account [1].
Task Scheduling
Command: schtasks /query
[image: ]
Scheduled tasks that are configured on the system are displayed, along with their status and the time they will run next, by using the schtasks /query command. It assists the users to track automated tasks and ensure that the tasks scheduled are running correctly [2].

Task 3
4. [bookmark: _Toc237123252]Use of Linux OS CLI Commands
The Linux Command Line Interface (CLI) offers an effective means of handling files and directories and system resources. Here are some examples of basic Linux operations using the Terminal in Ubuntu for moving around, creating files, and manipulating directories.
1. pwd: 
The pwd command shows the current working directory, which is useful for ensuring that a user is in the correct directory before attempting to operate on files or directories [7].
[image: ]
2. ls –l
The command ls -l lists the information of files in detail (the -l option displays the permission, owner, size, and time they are modified) [8].
[image: ]
3. mkdir TestFolder
The mkdir command is used to make a new directory. For this example, a folder called TestFolder was created successfully that will be used for storing and organizing files [8].
[image: ]
4. cd Test Folder
The mkdir TestFolder command creates a new directory, and the cd Test Folder command switches to this directory to manage files [8].
[image: ]
5. touch test.text
The touch test.txt command will create an empty file and the command cat test.text will display the contents of the file [8].
[image: ]
6. ls –l
The command ls -l was used once more to ensure that the file test.text was created successfully. Successful creation of the file is confirmed by the output that shows its permissions, ownership, size and creation time [8].
[image: ]
7. cat test.text
The cat command can be used to print out a file's contents. The command was executed successfully but test.text contained no text, so no text was displayed [8].
[image: ]
8. whoami
The whoami command log will show you the name of the user you are logged in as and the ps command will list processes running [8].
[image: ]
9. ps
The Ps command shows the running processes within the current terminal session. It is useful to get a user aware of running tasks and basic process information [8].
[image: ]
10. ping –c 4 google.com
Lastly, ping -c 4 google.com sends 4 ICMP packets to google.com, and the -c 4 option is used to limit the number of requests. Successful responses indicate that there is an Internet connection in the system and it can interact with remote servers [8].
[image: ]

Task 4
5. [bookmark: _Toc237123253]Use of Windows OS Scripts
Batch scripting is about using Command Prompt commands to automate repetitive tasks. There are two batch scripts in the Microsoft Windows system that are used to show how to display information about the system and to perform some basic arithmetic [9].
5.1. [bookmark: _Toc237123254]Script 1: System Health Check

System information is displayed by the systeminfo.bat script, which are based on the environment variables %COMPUTERNAME%, %USERNAME%, %DATE%, and %TIME%. The pause command will run until a key is pressed, and the echo command will display the formatted output. [9].
[image: ]
Figure 1: Contents of a systeminfo.bat batch script
[image: ]
Figure 2: Output of the systeminfo.bat script
Successful execution is indicated in Figure 2 with the computer name, logged-in user, date and time. It's a good script for a quick query of system information as part of troubleshooting [9].
5.2. [bookmark: _Toc237123255]Key Features Demonstrated
· Displays system information using echo. 
· Displays the current date and time. 
· Uses environment variables. 
· Formats output for readability. 
Script 2: Sum Calculator
[image: ]
Figure 3: Contents of calculator.bat batch script
The calculator.bat script shows how to use variables, input from the user, and arithmetic. The two user inputs are entered by the set command, and the addition is performed by the set /a command and the result is displayed [9].
[image: ]
Figure 4: Output of calculator.bat script
Figure 4 shows that the script is correct in calculating the total. The examples of Windows batch files in these scripts demonstrate automated and repetitive tasks, minimize human error, and serve as the basis for more complex batch scripts [9].

Task 5
6. [bookmark: _Toc237123256]Use of Linux OS Scripts
6.1. [bookmark: _Toc237123257]Script 1: Log File Analyzer
[image: ]
The log_analyzer.sh shell script prints the system's last 10 lines of the system log and prints other useful information such as the current user and the current date and time. It automates log inspection with built-in Linux commands like whoami, date and tail. This script shows how shell scripting can make repetitive administration tasks easier and how it can be helpful in efficiently keeping track of system activities and troubleshooting them [10], [11].
Output
[image: ]
The output shows that the script ran successfully as it prints out the current logged on user, the current date and time of the system and the last entries of the system log. This proves that the shell package can automatically collect and provide valuable system information, thus saving users from executing multiple commands manually, and making it more efficient in regular Linux system maintenance operations [10], [11].
6.2. [bookmark: _Toc237123258]Key Features Demonstrated
· Uses a shell script to automate tasks on Linux. 
· Uses whoami to get the current logged on user. 
· Prints the current date and time – date. 
· Reads the last ten lines of a log file using tail. 
· Shows some knowledge of shell scripts and command automation.
Script 2: String and Number Variables with IF Condition
The Bash script shows how to use string variables, number variables and an IF condition it Stores text in a variable and uses echo to display it. It also prints a variable number and asks whether its value is greater than 15. Shows simple use of variables and decision making in Bash scripting.
[image: ]
[bookmark: _Toc237123259]Output
[bookmark: _Toc237123260][image: ]
The results indicate that the script can print the string values and messages stored in the string variable. It also checks the number variable with the IF condition and outputs “My number is greater than 15” with the value assigned to the number variable being 20. This demonstrates that variables can be used in the script and decisions can be made depending on a set condition.
[bookmark: _Toc237123261]Key Features Demonstrated 
· Knows and can use string variables to hold and show text.
· Prints values of variables and messages using echo.
· Defines a number variable that has a value of 20.
· Compares the number to 15 using the IF condition.
· Know basic bash scripting and decision making.

[bookmark: _Toc237123262]Conclusion
This report helped to enhance both theoretical knowledge and practical knowledge related to operating systems. It introduced various core OS concepts such as process and memory management, file system management, security management, and showed how to use the Windows CMD commands and Linux CLI commands to administer an OS. The use of Windows batch scripting also showcased the benefits of automation in repetitive tasks and increasing efficiency. In general, the activities have demonstrated the value of using operating systems and command-line tools to maintain computer systems properly and to facilitate productive and dependable day-to-day administrative tasks.
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C:\Users\hifza>tasklist

‘Ima e Name PID Session Name Session#

System Idle Process 0 Services [¢] 8 K
System 4 Services [¢] 5,864 K
Secure System 140 Services ] 62,176 K
‘Registry 184 Services 0 34,960 K
smss.exe 704 Services ] 1,488 K
csrss.exe 424 Services ] 7,428 K
wininit.exe 868 Services [¢] 10,276 K
services.exe 1156 Services [¢] 11,568 K
LsaIso.exe 1196 Services ] 4,572 K
lsass.exe 1208 Services [¢] 38,328 K
svchost.exe 1332 Services [¢] 50,772 K
fontdrvhost.exe 1360 Services [¢] 4,872 K
WUDFHost . exe 1408 Services ] 11,756 K
‘svchost.exe 1492 Services [¢] 25,164 K
svchost.exe 1560 Services [¢] 13,244 K
WUDFHost . exe 1572 Services ] 24,500 K
svchost.exe 1796 Services [¢] 6,896 K
svchost.exe 1812 Services [¢] 54,620 K
svchost.exe 1840 Services [¢] 13,352 K
' svchost.exe 1884 Services [¢] 10,132 K
svchost.exe 1908 Services [¢] 18,424 K
' svchost.exe 2012 Services 0 17.856 K
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C:\Users\hifza>taskkill /IM notepad.exe /F
SUCCESS: The process "Notepad.exe" with PID 16864 has been terminated.
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C:\Users\hifza>mkdir TestFolder

C:\Users\hifza>mkdir TestFolder
A subdirectory or file TestFolder already exists.
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C:\Users\hifza>cd TestFolder

C:\Users\hifza\TestFolder>|
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C:\Users\hifza\TestFolder>ipconfig /all

Windows IP Configuration

Host Name .
Primary Dns Sufflx
Node Type . . .

IP Routing Enabled
WINS Proxy Enabled.

Ethernet adapter Ethernet:

Media State . 5
Connection-specific DNS Sufflx
Description .

Physical Address.

DHCP Enabled. 5
Autoconfiguration Enabled 5

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. 5
Autoconfiguration Enabled 5
Link-local IPv6 Address .

IPv4 Address.

Subnet Mask .

: Media disconnected

: Intel(R) Ethernet Connection (6) I219-LM
: CO-3E-BA-UD-AT7-7C

: Yes

: Yes

: VirtualBox Host-Only Ethernet Adapter
: OA-00-27-00-00-06

: No

: Yes

: fe80::7f7c:96cc:fa0d:5b9d%6 (Preferred)
: 192.168.56.1(Preferred)

+ 255 255 . 255.0
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C:\Users\hifza\TestFolder>ping google.com

Pinging google.com [142.251.30.100] with 32 bytes of data:
Reply from 142.251.30.100: bytes=32 time=36ms TTL=109
Reply from 142.251.30.100: bytes=32 time=32ms TTL=109
Reply from 142.251.30.100: bytes=32 time=dudms TTL=109
Reply from 142.251.30.100: bytes=32 time=33ms TTL=109

Ping statistics for 142.251.30.100:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 32ms, Maximum = dims, Average = 36ms
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C:\Users\hifza\TestFolder>netstat -an
Displays protocol statistics and current TCP/IP network connections.
NETSTAT [-al [-b] [-e] [-f] [-il [-n] [-o] [-p proto] [-r] [-s] [-t] [-x] [-y] [intervall

-a Displays all connections and listening ports.

-b Displays the executable involved in creating each connection or
listening port. In some cases well-known executables host
multiple independent components, and in these cases the
sequence of components involved in creating the connection
or listening port is displayed. In this case the executable
name is in [] at the bottom, on top is the component it called,
and so forth until TCP/IP was reached. Note that this option
can be time-consuming and will fail unless you have sufficient

permissions.

-c Displays a list of processes sorted by the number of TCP or UDP
ports currently consumed.

-d Displays DSCP value assocated with each connection.

-e Displays Ethernet statistics. This may be combined with the -s
option.

-f Displays Fully Qualified Domain Names (FQDN) for foreign
addresses.

-1 Displays the time spent by a TCP connection in its current state.

-n Displays addresses and port numbers in numerical form.

-0 Displays the owning process ID associated with each connection.

-p proto Shows connections for the protocol specified by proto; proto

may be any of: TCP, UDP, TCPv6, or UDPv6. If used with the -s
option to display per-protocol statistics, proto may be any of:
IP, IPv6, ICMP, ICMPv6, TCP, TCPv6, UDP, or UDPV6.
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C:\Users\hifza\TestFolder>whoami
hifza\hifza
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C:\Users\hifza\TestFolder>schtasks /query

Folder: \

TaskName Next Run Time Status
OneDrive Per—Machlne Standalone Update T 01/08/2026 13 Ready
OneDrive Reporting Task-S-1-5-21-1664898 01/08/2026 13:20: Ready
OneDrive Startup Task-S-1-5-21-166489856 N/A Ready

ZoomUpdateTaskUser-S-1-5-21-1664898568-2 31/07/2026 19:59:56 Ready

Folder: \GoogleSystem
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently ava1lable at your access level.

Folder: \Microsoft
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently ava1lable at your access level.

Folder: \Microsoft\Office

TaskName Next Run Time Status
Office Actions Server 31/07/2026 20 Ready
Office Automatic Updates 2.0 01/08/2026 05:u48:48 Ready
Office Background Push Maintenance 01/08/2026 11:39:35 Ready

Office ClickToRun Service Monitor 01/08/2026 07:05:54 Ready
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m ubuntu@ubuntu: ~

ubuntu@ubuntu:~$ pwd
/home /ubuntu
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ubuntu@ubuntu:~$ s
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ubuntu@ubuntu:-$ mkdir TestFolder
ubuntu@ubuntu:-$ [|
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ubuntu@ubuntu:~$ cd TestFolder
ubuntu@ubuntu:~/TestFolder$ touch
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ubuntu@ubuntu:-/Testrolder$ touch test.text
ubuntu@ubuntu:~/TestFolder$ ||
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ubuntu@ubuntu:~/TestFolder$ 1s -1
total @
-rw-rw-r-- 1 ubuntu ubuntu © Jul 24 10:56 test.text
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ubuntu@ubuntu:~/TestFolder$ cat test.text
ubuntu@ubuntu:~/TestFolders ||
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ubuntu@ubuntu:~/TestFolder$ whoami
ubuntu
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ubuntu@ubuntu:~/TestFolder$ ps
PID TTY TIME CMD
5592 pts/@  00:00:06 bash
6511 pts/0  00:00:00 ps
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ubuntu@ubuntu:~/TestFolder$ ping -c 4 google.com
PING google.com (142.251.37.142) 56(84) bytes of data.

64 bytes from pnfira-aj-in-f14.1e100.net (142.251.37.142): icmp_seq=1 ttl=64 tim
e=71.6 ns

64 bytes from pnfjra-aj-in-f14.1e100.net (142.251.37.142): icmp_seq=2 ttl=64 tim
e=43.7 ns

64 bytes from pnfjra-aj-in-f14.1e100.net (142.251.37.142): icmp_seq=3 ttl=64 tim
e=47.8 ns

64 bytes from pnfira-aj-in-f14.1e100.net (142.251.37.142): icmp_seq=4 ttl=64 tim
e=50.3 ns

--- google.con ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3063ms
rtt min/avg/max/mdev = 43.708/53.353/71.643/10.818 ms
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@echo off

echo ===== System Information
echo Computer Name: %COMPUTERNAME%
echo User Name: %USERNAME%

echo Date: %DATE%

echo Time: %TIME%

pause|
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= System Information
\Computer Name: DESKTOP-KC2AUFS
User Name: thafs
Date: 24/07/2026
Time: 19:22:57.10

‘Press any key to continue . . .
I
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@echo off

set /p numl=Enter first number:
set /p num2=Enter second number:
set /a sum=%numl%+%num2%

echo.

echo Sum = %sum%

pause|
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CAWINDOWS\system32\cmd.exe

Enter first number:1@
Enter second number:20

Sum = 30
Press any key to continue . . .
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#!/bin/bash

Log File Analyzer
"Current User:"

whoami

"Current Date:"
date

"Last 10 lines of system log:"
-10 /var/log/syslogll
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ubuntu@ubuntu:~$ ./log_ analyzer sh
= Log File Analyzer
Current User:

ubuntu

Current Date:
Sat Jul 25 13:16:21 UTC 2026

Last 10 lines of system log:
2026-07-25T13:16:14.439015+0

imal.standard.fr.size: OK

2026-07-25T13:16:14.666127+00:00 ubuntu casper-md5check[3931]:

imal.standard.es.size: OK

2026-07-25T13:16:14.685990+00:00 ubuntu casper-md5check[3931]:

r/minimal.no-languages.manifest: OK

2026-07-25T13:16:14.724140+00:00 ubuntu casper-md5check[3931]:

/casper/ninimal.enhanced-secureboot. it.size: OK

2026-07-25T13:16:17.412042+00:00 ubuntu casper-md5check[3931]:

r/minimal.no-languages.squashfs: OK
2026-07-25T13:16:17.444764+0
2026-07-25T13:16:17.445106+0!
ble: OK

2026-07-25T13:16:17.449283+00:00 ubuntu casper-md5check[3931]:
casper-ndscheck[3931]:

2026-07-25T13:16:17.467004+0
d-generic: OK

:00 ubuntu casper-ndscheck[3931]:
/casper /minimal.standard. enhanced-secureboot. squashfs: 0K
2026-07-25T13:16:14.564658+00:00 ubuntu casper-mdScheck[3931]:

casper-nd5check[3931]:
casper-ndscheck[3931]:

Checking
Checking
Checking
Checking
Checking
Checking

Checking
Checking

Checking
Checking

. /casper /minimal.enhanced-secureboot. it.size.
. /casper /minimal.no-languages. squashfs.

./.disk/cd_type.
./.disk/base_installable..../.disk/base_installa

./.disk/info. ..
./ .disk/casper-uuid-generic. ... /.disk/casper-uui

. /casper /minimal.standard.enhanced-secureboot . sq

. /casper /minimal.standard. fr.size. ... /casper/min
. /casper /minimal.standard.es.size. ... /casper/min
. /casper /minimal.no-languages.manifest. .. ./caspe

Jcaspe

/.disk/cd_type: OK

/.disk/info: OK
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1 #!/bin/bash

2

3echo "This s my first script

a

5myster="This is a string variable
6 eche 'SHifza
7

8echo "Hy name
9 echo "$Hifza
10

11echo 1 ca

12 echo "$Hifza
13

14 echo "1 have to go to work on time
15 eche "SHifza

pass the exam

16

17echo "1 an so tired
18 echo "$Hifza

19

20 echo "1 need to complete this course at any cost
2
22# Creating a number variable

23 320

24

254F [ %3 -0e 15 ]

26 then

27 echo "My nunber is greater than 15

28 i
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#1/bin/bash

echo "This is ny first seript”

myste
echo

This ts a string vartable”
SHifza"

echo "My name is Hifza"
echo "$Hifza"

echo “I can pass the exan”
echo "$Hifza"

echo "I have to go to work on time."
echo "$Hifza"

echo "I an so tired”
echo "$Hifza"

echo "I need to c te this course at any cost.”

# Creating a number variable
20

Lf [ $2 -ge 15 ]
then

echo "My number is greater than 15"
fi




