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[bookmark: _Toc215752543]Introduction
In an academic and professional context increasingly dependent on complex digital infrastructures, understanding and documenting the processes of virtualization and network configuration is an essential skill. This assignment aims to explore, in a structured manner, both the theoretical foundations of key concepts in the field of networking, and their practical application by configuring and testing virtual environments. The work is organized into three main chapters, each having a complementary role in achieving the overall objectives.
The first chapter, Research, addresses four fundamental subtopics: the hypervisor, as a central element of virtualization and hardware resource management; IP addressing, as a mechanism for identifying and communicating between devices; routing, the process of directing data packets in complex networks; and network services, which provide essential functionalities for users and applications. These theoretical notions create the conceptual basis necessary for understanding the practical steps described later.
The second chapter, Technical Documentation, details the implementation process. The choice of the Oracle VirtualBox hypervisor is justified by its accessibility and multiplatform compatibility. The download and setup steps for Windows and Linux servers and clients are described, followed by step-by-step procedures for configuring IP addresses on both operating systems. The documentation also includes a testing and troubleshooting section, where connections between the server and the client are analysed, explaining the reasons why direct communication between Windows and Linux cannot be achieved under certain conditions.
Finally, the Report: Reflection chapter provides a critical perspective on the entire process, highlighting the difficulties encountered, the solutions applied, and the lessons learned. This reflection not only concludes the work, but also emphasizes the importance of a methodical approach and rigorous documentation in technical activities.
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[bookmark: _Toc215752545]Hypervisor
A hypervisor is virtualization layer that enables multiple operating systems to run concurrently on a single physical machine. There a two primary types of hypervisor:
[image: A screenshot of a computer screen

AI-generated content may be incorrect.]Type 1 Bare Metal
They are installed directly on the host hardware and manage guest operating systems without a host operating system. Examples include Microsoft Hyper-V, VMware ESXi, KVM and Xen. Their architecture allows direct access to physical resources, resulting in high performance, strong isolation and robust security.




[image: A screenshot of a computer screen

AI-generated content may be incorrect.]Type 2 Hosted
These run on top of a host operating system, functioning as applications. Examples include Oracle VirtualBox and VMware Workstation. Their architecture introduces an additional layer between the hardware and the virtual machines, which can lead to performance overheads and reduced security. 





The SWANSEA.ACCA domain requires hosting both Windows Server 2022 and Debian Server, supporting both Windows and Debian clients. This configuration likely includes Active Directory, DNS, DHCP and secure file sharing.
· Performance: Type 1 hypervisors provide direct success to the hardware, ensuring optimal performance for domain services.
· Security: They provide strong virtual machine isolation, secure boot and role-based access control.
· Scalability: Easily support multiple virtual machines on different operating system platforms with efficient resource allocation.
· Compatibility: Native support for Windows and Linux guest systems ensures seamless integration.
In an enterprise-grade deployment with potential hardware such as Dell PowerEdge or HPE ProLiant servers, Type 1 hypervisors can utilize virtualization extensions for optimal performance. The domain environment requires high availability, centralized management and secure communication, all of which are better supported by Type 1. [1]
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IP addressing is fundamental to how data travels across the Internet. During our group work, we discussed how data travels between computers using the TCP/IP model. When a device sends data, it’s divided into packets, each containing a source and destination IP address. These addresses act like digital postal codes, guiding packets to the correct destination across multiple networks.
Routers and switches play key roles in this process. Routers operate at layer 3 of the OSI model and forward packets between different networks using routing tables and destination IP addresses. They determine the most efficient path for data to travel across the Internet. Switches on the other hand operate at layer 2 and manage traffic on a local area network (LAN). [2]


Each device on a network is assigned a unique IP address, which acts like a digital postal code. When data is sent, it’s broken into packets, each containing source and destination Ips. IP addressing ensures that data reaches the correct recipient, supports routing decisions and enables segmentation for performance and security.
IPv4 uses a 32-bit format divided into four octets (192.168.1.1). It supports approximately 4.3 billion addresses, which led to exhaustion due to global device growth.
IPv6 uses a 128-bit format represented in eight groups of hexadecimal digits (001:0db8:85a3::8a2e:0370:7334). It supports trillions of devices and includes features like auto-configuration and built-in security.
Subnetting divides a larger network into smaller segments using CIDR notation (192.168.1.0/24). This allows:
- Efficient use of IP addresses.
- Reduced broadcast traffic.
- Enhanced security and performance.
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Static Routing
Dynamic Routing

Dynamic routing is the most suitable approach for a topology involving a Debian DHCP Relay and a Windows Server because it provides automatic route updates, scalability and resiliency, essential aspects for managing IP distribution and maintaining connectivity over changing network paths.
Routing protocols determine how data packets travel from one network to another. Their primary purpose is to identify the best path for packet delivery, ensuring efficient, reliable and scalable communication between networks. Routers use these protocols to build and maintain routing tables, which guide packet forwarding decisions. Routing operates at Layer 3 of the OSI model. Each router evaluates destination IP addresses and forwards packets based on it’s routing table.
	Feature
	Static Routing
	Dynamic Routing

	Configuration
	Manual
	Automatic via protocols

	Scalability
	Limited
	High

	Adaptability
	None
	Adjusts to network changes

	Overhead
	Low
	Moderate

	Security
	High
	Moderate

	Use Case
	Small, stable networks
	Large, dynamic networks




Topology Reflection: Debian DHCP Relay and Windows Server
· The Debian Server acts as a DHCP Relay, forwarding DHCP requests across subnets.
· The Windows Server provides domain services, requiring consistent connectivity across clients and subnets.
This setup implies multiple network segments and dynamic IP allocation. Dynamic routing protocols like OSPF (Open Shortest Path First) or RIP are ideal because:
· They automatically update routes when network topology changes.
· They support multi-subnet environments, essential for DHCP relays.
· They ensure redundancy and fault tolerance, maintaining connectivity if a link fails.
Static routing would require manual updates for every subnet and change, which is impractical in a DHCP-enabled, multi-segment topology. [3]
[bookmark: _Toc215752548]Network services
VPNs, DHCP, Active Directory Domain Services (AD DS), and certificate authorities are essential components of modern network infrastructures, each playing a distinct role in ensuring secure communication, efficient resource management, centralized identify control and trust through digital certificates.
Virtual Private Networks (VPNs) provide secure communications channels over untrusted networks such as the internet. By encrypting traffic between clients and servers, VPNs protect sensitive data from interception and allow remote users to access internal resources remotely.
Best practices:
· Use strong encryption standards (AES-256, TLS 1.3)
· Implement multi-factor authentication (MFA)
· Limit access by role and enforce logging/monitoring
Dynamic Host Configuration Protocol (DHCP) simplifies network management by automatically assigning IP addresses and configuration parameters to device. This reduces administrative overhead and ensures consistency across large networks.
Best practices:
· Use DHCP failover for redundancy
· Segment DHCP scopes by VLAN/subnet for efficiency
· Reserve Ips for critical devices (servers, printers)
Active Directory Domain Services (AD DS) form the backbone of identify and access management in Windows-based environments. AD DS centralizes authentication and authorization, enabling single sign-on across enterprise applications and enforcing policies though Group Policy Objects.
Best practices:
· Implement least privilege access and role-based delegation
· Regularly audit accounts, especially privileged ones
· Use strong password policies and MFA integration

Certificate Authorities (CAs), often implemented through Active Directory Certificate Services (AD CS), establish trust by issuing and managing digital certificates. These certificates enable secure communication, authentication, and digital signatures across systems. 
Best Practices:
· Deploy a two-tier CA hierarchy (offline root + online issuing CAs) for security.
· Use Hardware Security Modules (HSMs) to protect private keys.
· Enforce strict certificate template policies and monitor certificate lifetimes.
[4]
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Most comparative reviews emphasise that VirtualBox is a completely free an open-source hypervisor, making it particularly attractive for: educational purposes; lab setups; software developers.
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VirtualBox is consistently praised for it’s versatility: it runs on Windows, Linux, macOS and Solaris, and supports most guest operating systems (including rare and older versions). This allows for the use of a single virtualization environment on any workstation, which is often a significant factor in studies on ease of use and reduced administrative costs.
It is easier to learn for beginners; it has an intuitive interface; and it is quicker to configure. For users who are not virtual infrastructure administrators, as well as for training courses, this is often the key selection factor.
All the points are based on typical conclusions drawn from user feedback and from working with the hypervisor. [5]
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To create a connection, we need a server and a client. I installed Windows Server 2019 which the teacher suggested to me, and as a client I chose Windows 11, both were installed from the Microsoft website in ISO format.
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To connect to the Linux system, I installed Debian 12 as the future server and Debian 13 to use as a client, both in ISO format.
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The first connection I made in the Windows System, for this I opened Oracle and created a new system, where I gave it a name, I chose the document that I installed in the past (ISO for the server). At the OS Version I chose Windows Server 2019, then I installed a password and gave it a Host Name, in the hardware settings I larger sizes to work a little faster, but not too information. In the end I have already started the installation.
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After the server is installed, we open it and the first step we take is to enter the Server Manager.
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After opening it, we need to access Local Server which is located in the menu on the left. The next step is to rename the computer name and change the IP address.
 
 

After accessing to change the IP address, Network Connections appears where we must right-click on it and choose the properties option.
 
 

To edit the IP, we will first need to access Internet Protocol Version 4, after which the general settings will open and we will need to use the manual settings. Where in the IP address we pu IP 192.168.1.1 and in the Subnet mask we pu 255.255.255.0, the data for the server.
 
 


For to connect the Server to the Client, it is necessary to disconnect the Firewall, because it is blocking it. For this, we access Windows Defender Firewall on or off.
 

Here we check whether both are disconnected, if not then we choose the off option and save. Finally, we need to restart the server.

The next step is to set up the client, we perform the same steps in Oracle to create it but we use the Windows 11 ISO document, and in OS System we choose Windows 11 and then click install. After that. As in the Server, we access Network Connection, right-click and choose the properties option.
 
 

Similarly, we choose Internet Protocol Version 4 and choose to manually set the IP. IP address 192.168.1.10 and Subnet mask 255.255.255.0, after save.
 
 

Exactly as on the Serve it is necessary to disable the firewall. Access Windows Defender Firewall with Advanced Security and on the first page that appears click on settings.

The next step is to disable the firewall in the first three options on the menu bar above. Finally a restart is required. 
` `
 
 



Another step to create the connection between the server and the client is to enter their settings in Oracle and in the Network option it is necessary to change Attached to Internal Network and Promiscuous Mode allow VMs.
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To start changing the IP address on Debian, we first need to enter the setting. First we work with the server, which is Debian 12.
 

 





The next step is to enter the IPv4 settings. We access the manual method and in the address cell we place the IP for the Debian server (192.168.2.1), in Netmask we put 255.255.255.0, save.
 

Then we move to the Identify settings where it is necessary to enter the server name in the Name cell, save.
 



After restarting, we enter the same settings, only in Details and we can see that the IP has changed.

The next step is to change the IP on the Debian client. We enter the same settings, access the manual method, set a new IP (192.168.2.10) for the client and set the Netmask 255.255.255.0. Don’t forget to change the name in Details and save. After that, it is necessary to restart.


As with Windows, it is necessary to change the settings in Oracle under the Network point, the same steps.

[bookmark: _Toc215752554]Test and Troubleshoot
Outcome 1: Successful connectivity within same networks.
The first connection is made on the Windows server with a Windows client. For this, it is necessary to enter the Command Line and type: ping + (client IP). To be sure that the connection was successful, at the end we should get 0% lost. We do the same thing on the client, but in the Command Line we already write: ping + (server IP).
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To make the connection to Linux, there is nothing different, we enter the Command Line and write: ping + (client IP) for the server connection to the client. And in the client we write: ping + (server IP) to create the connection.






Outcome 2: Unsuccessful connectivity within different networks.
We usually can’t directly connect two different networks because they require proper routing, addressing and configuration. Without a router, bridge or the correct permissions, devices on one network can’t see or communicate with devices on the other.
When trying to connect different networks, several technical barriers can prevent communication.
Different IP address ranges:
· Each network typically uses its own IP addressing scheme
· Devices on one subnet can’t automatically communicate with devices on another unless a router or Layer 3 device is configured to forward traffic between them
· Without routing rules, packets destined for another subnet are simply dropped
Operating System Limitations
· Windows 11, for example, has difficulty managing multiple active network connections at once. If we connect to Wi-fi an Ethernet at the same time, one can overwrite the other, interrupting communication
· This is a design choice to simplify routing tables, but it can frustrate users who want dual connections
Two different networks do not connect without any additional help, because they are isolated by design. We need the appropriate routing, bridging or administrative permissions to make them communicate.



[bookmark: _Toc215752555]Report: Reflection
When solving task 2, it was necessary to install the VirtualBox hypervisor, which for me was a new application and I knew nothing about it. After installed the ISO files for connecting servers and clients, the possibility of working practically, not just theoretically, appeared. Changing the IP was an easy step because the teacher explained very well step by step. Disconnecting the Firewall was also an easy step, on the Windows server and client it was necessary to enter the PC settings and disconnect to have easy access. On the Linux system operation. It was not necessary to disconnect the Firewall because it does not automatically exist. During the work the problem only appeared with one thing. I always forgot to change the settings in the Network section in the Promiscuous Mode section, without this it was not possible to connect and always when I got to connect the server with the client in CMD it did not understand what the problem was. Now I know every step by step and so I do not make mistakes anymore.




[bookmark: _Toc215752556]Conclusion
The Research section provided a solid conceptual foundation, explaining the role of the hypervisor, the principles of IP addressing, routing, and network services. These notions were essential for understanding the subsequent technical steps.
In the Technical Documentation, the choice of the Oracle VirtualBox hypervisor allowed the creation of a controlled virtual environment, where servers and clients were installed on Windows and Linux. Configuring IP addresses on both systems demonstrated the differences in approach, and testing and troubleshooting connections highlighted both the possibilities and limitations of cross-platform communication. The step-by-step documentation contributed to clarity and rapid identification of problems.
The Reflection chapter brought a critical analysis of the process, transforming the difficulties encountered into learning opportunities.
In conclusion, the assignment managed to combine theory and practice in a coherent way, emphasizing the relevance of virtualization and network configuration for the development of modern digital skills.
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