
 ID

Tasks Max R1 R2 R3 ALS1 ALS2

Task 1: IN-CLASS ASSESSMENT 15%

OSPF Challenge 3 3

 ACL Challenge 4 4

NAT Challenge 4 4

VPN Challenge 4 4

Task 2: Practical Test 85%

Part 1  Configure the Routers and 

Switches

29

Disable DNS lookup 2 2

Device Names 1.5 1.5

Domain Name 1.5 1.5

Create an administrative user in 

the local database 

2 2

Set login on VTY lines to use local 

database 

1 1

Set VTY lines to accept SSH 

connections only

1 1

Generate an RSA crypto key 

(Routers)

2 2

Configure interface G0/0/1 2 2

Configure interface G0/0/0 2 2

Configure interface Lo interfaces 3 3
Configure IP adresses on 

Switches
2 1 1

Configure Multi- area OSPF 7 1 2 2

Configure Se interfaces 2 2

Part 2  Test for Connectivity 

(step3)

5

Configuring host computers 1 1

Testing for connectivity 4 0

Part 3 Optimise OSPFV2 5

Configure L03 as point to point 1 1

Tune the timers(R1,R2) 2 2

Configure Default Routing (R2) 2 2

Part 4 Configure ACL,NAT 15

Control HTTP and HTTPS traffic 1 1

SSH traffic control 2 2

Permit traffic 1 1

Apply the ACL 1 1
Create an ACL to identify hosts 

allowed to be translated
2 2

Configure Dynamic NAT 4 4

Identify Interfaces involved 2 2
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Implement Static NAT 2 2

Step 5 test connectivity 5

Test for connectivity 5 0

Part 6  Configure CDP,LLDP and 

NTP

10

Disable CDP (R1, S1) 1 0.5 0.5

Configure LLDP (S1,R1) 4 2 2

Configure NTP 4 2 2

Verify S1 is in Sync with R1 1 1

Step 1  Completing IP adressing 

Table

12

Completing IP addressing table 12 12

Physically cabling network 4 4

85 54.5 9 3 6.5 1

15 89
Total

1st Marker

2nd Marker

Online Exam 94.8

Module Average 90.45

Comments

Multi area ospf only advertised 1 network instead of  4

Also on Router 3 L03 is supposed to be advertised

74

89.00

Munyaradzi


