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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


Police Officers are tasked with enforcing the law and defending the public, frequently at considerable personal danger. The work involves physical and mental fortitude, and police officers’ well-being is crucial to their performance and the public's protection. Responding to emergency calls, working irregular hours, and performing challenging and often dangerous tasks are all factors that lead to weariness and stress among police officers. The pressures on police officers have increased as the British public becomes more diverse, today's police officers are required to interact with a diverse group of individuals from various origins and cultures. These factors can have a negative impact on a police officer’s stress levels alongside organisational justice, which is concerned with employee views of workplace fairness and has previously been connected to stress (Judge, 2004). Personally, the effect on my own well-being has not been detrimental regarding the day-to-day factors of the job role itself. I expected these challenges when I decided to become a police officer. However, the impact of the organisational justice within the police force has affected me, I believe in a negative way. 


Organisational justice is divided into three categories. Distributive justice, the fairness perceived by individuals within an organisation regarding pay and promotion. Procedural justice, the fairness of an organisation's rules and practises. Interactional justice, in terms of how management and supervisory staff operate and how they treat their workforce (J Jordan, 2008). As I am currently classed as a student officer, distributive justice has had the biggest impact on me. Even though I am classed as a student officer it does not reduce the workload I have to do on a day-to-day basis. Compared to other offices my workload is larger due to the extra roles and responsibilities that need to be completed by myself as a student officer. In my current role I am expected to do the same, and sometimes more within my job role for a much lower rate of pay and other officers doing the exact same role. I have spoken with specialist departments regarding my promotion aspects, due to my personal experience within the military I have expressed interest, and attempted to network and obtain more information, however, are unable to apply until I am no longer classed as a student officer. This has been quite disheartening on some occasions. I have also witnessed officers in a more senior role than me question this with their superiors, and not fully understand the response given. Which does link in with the category of procedural justice, regarding the organisations rules and practices do not allow officers of a certain length of service to apply for roles even with supervisor approval and previous qualified experience in certain departments. In terms of interactional justice, from my personal opinion this is not a negative effect on my wellbeing, in fact many of my supervisors have been very supportive and even help me build connections for future plans in my career. As the police have an extensive ranking structure and multiple levels of management (College of Policing, 2022) there are many higher-ranking officers that I have witnessed that see student officers as being too new within the job for their opinions to be taken seriously. However, I have noticed it is not just student officers that have been affected by organisation justice. In recent years, policing in England and Wales has seen significant budget cuts, with a real term fall of 18 percent since 2010 (National Audit Office, 2016). In a survey conducted by the Police Federation in 2015 (Mary Elliott-Davies, 2017) there was a result of 61 percent of the participants describing the morale as a low in response to organisational justice. 

As I reflect on my experience within the police and the impact of organisational justice on myself, I have come to the conclusion, from a personal point of view, that I will not allow it to affect me in a negative way. Yes, at the moment I am finding it difficult however, I will also progress past the rank of student officer as I have passed many obstacles so far where my role is. Certain aspects of organisational justice can have a negative effect on myself and my stress levels, however, there is little I can do personally at this time of my current position. The police as an organisation are taking steps in the right direction to improve officer’s perceptions of organisational justice and the police being more ethical in their approaches. However, many of the steps and approaches to become more ethical are directed towards the public and their perception rather than perception of the officers within the organisation. The recruitment student officers through universities, and the recruitment of more, Black, Asian and minority ethnic (BAME) officers, has increased diversity however it has been suggested that these officers were treated differently in disciplinary matters (HMIC, 2015). 

In conclusion, the impact of organisational justice on myself as a serving police officer has not been entirely positive towards my well-being. Due to increased workload and lower salary than many of my colleagues the job has become quite stressful, sometimes making myself question my decision to become a police officer. I am aware that organisational justice is evident in the majority organisations, including the police (Greenberg, 1987). However, I do feel that along with the other factors of the job role that have ability to induce stress, there needs to be improvements made to support the well-being of officers such as myself. Research shows that a police officer is ranked as one of the highest stress inducing jobs (Sandhu, 2021). From my experience, I believe there needs to be an improvement in organisational justice to see an improvement in the office as wellbeing, and as I am now part of that system it will need improvement form myself also.

(949 words)






















1

Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Policing in the United Kingdom has a long and rich tradition of collaborating with local governments, health organisations, charities, and other third-party organisations to provide successful public services. This is becoming a more well recognised aspect of the Police and Crime Commissioner's job (The Association of Police and Crime Commissioners, 2021). This is in addition to the collaboration that police departments have with other government agencies, especially those involved in the criminal justice system and public support. Collaboration with other organisations to supply public services has long been recognised as a time and money saver (Home Office, 2012). These collaborations successes have demonstrated that it is feasible to improve public services, reduce crime, and have a good influence on communities. As a result, there are an increasing number of agreements between law enforcement and non-profit organisations. However, without defined norms and expectations, these partnership's effectiveness might be jeopardised, resulting in a loss of trust and confidence between the police and the people. This essay outlines my involvement in an incident regarding malicious communications, and my communication with partner agencies such as those stated above, involving a male that was suffering with his mental health, had a number of learning disabilities who was under the care of social services. 

The incident was reported in later months of 2021. The police were contacted by social services regarding the male receiving malicious communications via phone calls and text messages regarding an ongoing criminal case between himself and another male who exploiting him to gain access to his bank accounts. Someone sending a letter or other kind of communication that is obscene or extremely offensive, threatening, or contains material that is untrue or understood to be false is considered malicious communications (West Midlands Police, 2022). The malicious communications were in the form of threats to his well-being if he did not withdraw his complaint and cease all criminal proceedings. As previously stated, the male the threats were made against was suffering with his mental health, and due to his learning disabilities was finding it extremely difficult to understand why someone would be doing this to him. These factors resulted in the male not wanting to communicate any further with police officers and resulted in him withdrawing when any communication was attempted to discuss the incident.  The majority of learning disabilities are lifelong conditions in which people require assistance in order to comprehend new knowledge, gain new abilities, and cope independently (NHS, 2022). A person with a learning disability may require more assistance in order to live freely and deal with daily tasks. The type of assistance they require is determined by the severity and nature of their condition. People with learning disabilities have varying levels of cognitive and problem-solving abilities. Mild, Moderate, Severe, and Profound are terms used to characterise these (Dr. Keith Bowden, 2011). During communication with social services, they stated that the male was categorised as severe, which is why they made report on his behalf. Social services seek to enhance people's lives by assisting them with social and interpersonal problems, as well as advocating human rights and wellness. Children and adults with additional needs are protected by social workers. From keeping a strained family together to supporting someone with mental health issues (British Association of Social Workers, 2022). As I needed to obtain more information regarding the incident I needed to communicate somehow with the male. The reporting person in this incident had left a contact number as the best way to contact them to discuss further. On speaking with the males designated social worker she informed me that the male had become almost fearful of the police and had started not communicating with police officers as a result of these malicious communications. Upon hearing this even though I needed to obtain more information I came to the conclusion that if I attended to speak to the male myself, even if social workers were present it was highly unlikely he will be supportive of my presence, and it was doubtful he would provide any further information to me. I discussed with the social worker the victim support services that are available and they stated that they had been in contact with the victim support team regarding the previously mentioned court case. Victim Support is an independent organisation in England and Wales that helps victims of crime and traumatic events. They offer specialised assistance to help people manage and recuperate to the point where they feel they can resume their lives (Victim Support, 2022). I did not want to jeopardise any progression in the reported incident. I took into consideration that any involvement from myself in this incident might affect the previous incident that resulted in the current ongoing court case. As a result, I made contact with the victim support to ask for assistance and advice on how they assisted in the progression of the previous incident. My reason for this was to hopefully replicate the process in order to progress in the latest reported incident. 

Upon speaking to victim support they explained they had become a mediator between the police, social services, and the male. Communicating via this process appear to have a positive outcome on the male’s mental health and his support for criminal Proceedings. However, due to so many lines of communication this did slow down the process of obtaining information and slowed down process of progression. Social services had confirmed that they have blocked all forms of contact from the perpetrator, and that the location of the affected male was no longer known by the perpetrator as they had moved him out of the area. From this information a level of safeguarding had been established and social services had their own support systems and network in place for the male to assist in having a positive effect on the male’s well-being. Using these forms of communication, I was able to obtain a statement of complaint from the male regarding the malicious communications against him. The statement was obtained by me, however, this was not done in person. It was agreed by all parties involved but my physical presence might induce the male to not communicate. He was very supportive of criminal proceedings however in the physical presence of police he almost became mute. After quite a few phone calls of back-and-forth he was able to communicate with me over the phone. To which he was very forthcoming and supportive. The calls were made over speakerphone with social services present with him acting as an appropriate adult. An appropriate adult in policing circumstances is a parent, guardian, or social worker, or, if none of these people are present, any responsible adult over the age of 18. When police detain, interview, or take a statement from a child or vulnerable adult, they must summon an appropriate adult (Pierpoint, 2008). Due to the male’s association with social services, his mental health, and learning disabilities and appropriate adult presence was appropriate. As a result, from the statement, further criminal proceedings were taken against the perpetrator, to which he was subsequently charged for the offence of malicious communications.

In conclusion, without myself seeking assistance from victim support is highly unlikely that the statement of complaint would have been obtained. After speaking with social services, they believe that without communicating through victim support and themselves to achieve the outcome of the male wanted would have not been possible. All parties involved including the police, social services, and victim support all believed that without this outcome the mental health and well-being of the male affected in this incident would have declined rapidly and many years of work trying to build his independence and trust in others would be severely damaged. There were times at the beginning of the incident where the parties involved, including myself, questioned whether we may be making the decision for him and possibly forcing him into something he does not want to be part of. However, it became evident that it was the physical presence of people unknown to him, the police in particular, which installed some level of fear that he done something wrong. Which resulted in the route we took to achieve this outcome. Since both incidents have been finalised, I have since met a male in person. Due to the positive outcome and support, his fear of police was drastically reduced, and due to the support of the partner agencies he understood more what has occurred and was happy with the outcome. During one of our last group phone calls the male asked if I will be attending the house. The other parties involved stated this was a big step in his development and requested if it was possible. I attended a few days later accompanied by his social workers. More levels of support have been put in place for the male to prevent anything like this happening again, however if another incident should occur, information is on our internal systems to approach all matters like we did above to prevent any detrimental effect on the male’s mental health and his right to justice.

(1487 words)












Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Antisocial behaviour is a phrase that refers to disruptive behaviour in public places that is considered harmful to others physical safety or rights (Metropolitan Police, 2022). Vandalism, bullying, intimidation, verbal or physical abuse, harassment, and property destruction are examples of strong, noticeable, and persistent behaviour that is judged inappropriate in a particular public location or situations (Wakefield District Housing, 2022). In many areas, antisocial behaviour is an issue. People of all ages, genders, races, and income brackets can be affected. Antisocial behaviour can be an issue in schools and communities, and it can harm people's physical and mental well-being (ASB Help, 2021). This essay will discuss the effects of antisocial behaviour on a local family that I was introduced to during a report they made to the police regarding a group of teenagers who were harassing them and their children at their home address that was in close proximity to a local school. This essay will also discuss the steps taken to address the issues to reduce the risk of the antisocial behaviour re occurring and addressing the vulnerability of those reporting and the surrounding community.

On this occasion a report was made to police during the early months of 2022. The initial report stated that a female had contacted the police stating they were approximately 10 to 15 teenagers at the back of the property causing a disturbance and have damaged her property. On officer’s attendance the reported group of teenagers had left the area. Upon speaking with the female, she invited us inside her property to which there were two teenage children sat on the sofa, both appeared to be upset. The reporting female stated to me and other attending officers that they have been having issues with the same group of teenagers for a number of weeks. The rear garden of the property was adjoined to a block of flats which was a partially assisted living facility occupied by elderly persons, and the rear garden of this block of flats was easily accessible and very close to the rear entrance of the local school. The female stated that the teenagers had been harassing them over a period of weeks by use of bad language and name-calling towards your children and herself. However, she was able to bring the children inside and the teenagers would quickly lose interest and leave. The reason she reported this occasion is because the teenagers started physically removing panels from her rear fencing and using them to knock the second-floor windows of the block of flats. It appeared that the behaviour was escalating. As the fence have been damaged in this incident for antisocial behaviour and escalated into criminal damage.

On further enquiries it appears that the group of teenagers had also been harassing the residents in the block of flats for several weeks. None of these previous incidents had been reported to the police, however after speaking with care staff at the assisted living block the behaviour and actions of the teenagers have had a negative effect on the residents and have resulted in some residents being fearful of leaving their properties. It was evident that there was a large amount of antisocial behaviour activity had gone unreported to police. When asked why they had not reported previous incidents, a lot of the responses were, they did not think it was illegal. The phrase “kids being kids” was mentioned several times. We explained that antisocial behaviour can last a long time and escalate into a significant problem. Not all antisocial behaviour is considered criminal, although a lot of it is, or can be (Victim Support, 2022). Due to the proximity of the school, we enquired if any of the teenagers were wearing school uniforms. This was confirmed so we attended the school to conduct further enquires. 

According to findings, victims of antisocial behaviour suffer from a variety of mental and physical health issues, as well as behavioural abnormalities (Heap, 2021). So far in this incident we have had disclosures that elderly residents are afraid to leave their homes, and two children being very emotional and upset as a result of this antisocial behaviour activity. These victims of antisocial behaviour were feeling both vulnerable and intimidated. Also, now the antisocial behaviour has escalated the criminal damage by the teenagers pulling apart the fence. Steps needed to be taken to prevent further escalation into more severe criminal activity and to assist those affected. Unfortunately, on this occasion there was no CCTV footage or usable descriptions of the teenagers involved. I passed my findings and concerns onto neighbourhood policing department for information purposes in hopes they could assist.

The Following day we received another call from the same reporting female stating that teenagers were back. Myself and my colleague came to the conclusion that the teenagers must have dispersed as a result of the sirens and the blue lights approaching. Luckily on this occasion we did not require the siren and were able to approach the property where the teenagers were still present. There were eight teenagers present on this occasion are they all escorted to the school around the corner by myself and my colleague. while we were at the school, parents of the children were contacted many of which attended the school shortly after. The reporting and female did not wish to make a formal complaint regarding the damage to my property, however this was on conditional that she was not affected by any further antisocial behaviour. The Anti-social Behaviour, Crime and Policing Act 2014 provided us with policing powers (Gov.uk, 2022). We invoked Dispersal Powers on this occasion, which allow police officers to compel someone harassing, alarming, or distressing to leave a certain area for up to 48 hours. We also educated the teenagers about Criminal Behaviour Orders, which are issued by a criminal court against someone who has been convicted of a crime and is engaging in antisocial behaviour. The persons affected by this antisocial behaviour were referred to victim support agencies put into contact with the neighbourhood policing team and police community support officers. 

In conclusion, this incident highlighted many things to me. It highlighted that if antisocial behaviour could go on for some time it can escalate into further criminal activity. In this case criminal damage. Also, the effects of repeat victimisation of antisocial behaviour can result in people being fearful of leaving their homes or even having a detrimental effect on someone’s mental health. Even though the phrase “kids being kids” was used by those affected, there is a risk of this behaviour escalating further criminal offences they can perpetrators liable for arrest. On this occasion that was evident, there was no repercussions for the teenager’s behaviour previously, and the behaviour escalated. According to a survey conducted in 2021 more than half of those who have been victims or witnesses of antisocial behaviour do not disclose it (HQN, 2021). Which is supported by the details of this incident. This presents a higher risk of this behaviour escalating. Also, presenting a negative effect on those who are affected by this behaviour. On reflection of this incident, I believe in future I will encourage all that report, Or I perceive it as victims of Antisocial behaviour to document and record it. I would also express my concerns to the local authority regarding the lack of preventive measures for antisocial behaviour in that area and question why the school was unaware of this behaviour whilst being in such close proximity. 

(1230 words)

Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

When policing incidents occur, it is often expected by victims and the public that police officers need to investigate, gather evidence, and make an arrest as fast as possible (Maguire, 2010). Unfortunately, it is not that simple. Police officers need to gather and obtain information and intelligence from a variety of sources in order to make decisions to take these steps. Police officers need to make decisions about how to proceed in each situation and the type of information and intelligence they need to make these decisions. This essay will reflect on an incident I was involved in during the summer months of 2021. It will outline the steps we had to take and the information and intelligence that needed to be gathered in order to progress with an incident that was reported to the police by a female who had disclosed many years of physical emotional and sexual abuse from her current partner.

The incident was reported to police via a phone call from a female. Initially the context of the call appeared to be a report of historic controlling behaviour, with a possibility of historic domestic assault. Myself and my colleague attended the address where the female was located to obtain more information. It was at this point myself and my colleague started the process of gathering further information and intelligence. On checking our internal database there was data recorded regarding previous domestic incidents at the property we were attending naming in the female and her partner. It also shows that none of these previous incidents had been progressed beyond initial attendance of officers due to the female not being supportive of police involvement. On attendance the female was very emotional and disclosed to myself and my colleague physical, emotional and sexual abuse going back for a number of years. On querying why she had not disclosed this when police had attended previously, she explained that her partner was currently away for the weekend with some friends, and she never felt safe when he was close. He was due home the following morning and she explained out of sheer fear for her safety after he threatened her over the phone, she contacted the police. While police were in attendance at the property the female received a phone call from her partner to which she instinctively answered. She disclosed later that he would get angry if she did not answer her phone quickly, so to her it had become a reflex. Her partner questioned why the police were at his house, the female became highly emotional and stated he knows that you are here. It was at this time myself and my colleague requested the female gather few belongings and we will convey her to the nearest police station to discuss further. The female was highly emotional but agreed.

From the information that was disclosed to us it was now evident that we need to gather as much information and intelligence as possible to progress and safeguard the female. The terms 'information' and 'intelligence' are frequently used interchangeably (Stark, 2016). However, they are not the same. Information is basically unprocessed data that is devoid of context or interpretation. Intelligence is gathered and analysed data from a variety of sources (Greenberg, 2021). For example, regarding this incident the initial names of the female and her partner involved on their own did not have much context and would be information. However, when those names were input to our internal systems there was data outlining previous incidents involving domestic violence, this would be seen as intelligence. The lifeblood of police is information. It might be original and developed by officers, or it could come from the public or other officers, or it could come from partner agencies and other sources and be given to police. The police gather information on a daily basis, but it should only be obtained if it is judged necessary for policing purposes. Intelligence is information on happenings, events, or individuals that has been submitted to a processing method. It may not always mean it's true.  In an investigative setting, intelligence may be regarded a type of information, but it is a specific kind of information. It is information that has acquired a unique significance. Intelligence is information that has been transformed into a situation in which the police may decide to act (College of Policing, 2022).

Once we had got the female to the police station, we were able to calm her down and she agreed to provide a statement. The female disclosed to officers and was able to show images to officers as evidence relating to the offences committed against her. The female also stated that she had disclosed previous incidents to friends via messaging services however she no longer has access to the messages due to her partner damaging her previous phone. There were also times where she attended hospital to receive medical treatment after certain incidents occurred. At this time, we had a lot of information disclosed to us which we needed to convert and analyse. Our main concern was for the safeguarding of the female. We were able to find her a place at a woman’s refuge while we gathered more information. One of the reasons we made this decision as previously the female withdrew support from police in fear of the male when he was close. With the male knowing police were in attendance at his address and him not being present was alarming for the female, perhaps a neighbour had informed him innocently worrying for the female and informed him. Upon liaising with the female, we were able to source information regarding the male’s travel plans and intercept his arrival and place them under arrest. As the female is currently safeguarded in a woman’s refuge the male was released with bail conditions while me another officer’s attempted to gather more information from the female’s friend’s she had disclosed previous instance to, obtain medical records from previous injury sustained and any other lines of enquiry that became relevant. 

There was a lot of information that needed to be obtained, and if this information’s relevance needed to be assessed. Regarding the females previously seeking medical attention to aid their investigation, the police may ask health and care organisations to disclose information on patients. There are situations when this information must be given to the police because it is required by law, such as in the case of a traffic collision. It might also be supplied to the police a sufficiently compelling explanation is offered. The discovery of a major attack in which the victim has suffered substantial harm is an illustration of this (NHS, 2022). Obtaining this information was important as many of the female’s injuries had healed in time and this information would provide evidence that the claims were truthful. Regarding the female stating that she had disclosed previous incidents to friends. This information would assist police in obtaining potential disclosure statements of possible visual witness statements of previous incidents and behaviour. Not all of these friends were supportive of police involvement due to their connections with the female’s partner. However, some disclosure statements and visual witness statements were obtained for previous incidents. We could now use this information to assist in our case against the male. 

Putting together all of this information felt similar to putting together a jigsaw puzzle. We started with a few pieces and gradually added more as we progressed on. It was mine and other officer’s job to make sense of the information and devise a strategy that we and others could follow. However, we could not be sure that all of the pieces were required, or that they were all gathered or came from a separate puzzle. 

In the UK, the National Criminal Intelligence Service devised the National Intelligence Model (NIM) in 2000 to reinforce problem solving approaches to dealing with more sophisticated crimes (Home Office, 2022). The NIM enables information to be analysed at various stages of the decision-making process, resulting in intelligence that can be used to make decisions. Using this we were able to analyse the information we had obtained for its relevance. Once all the information had been evaluated in order to determine its value as intelligence. The NIM 3x5x2 aspect was then used to grade this intelligence. The Three parts of this aspect is as follows. The source of the intelligence, if is reliable, and tested, not reliable. If the intelligence is, known directly, known in directly but cooperated, known indirectly, not known, suspected to be false. Then finally handling of this intelligence, whether it is lawfully permitted to be shared, or shared with conditions (Gov.uk, 2021). If all the information and intelligence we obtained was processed through this aspect created a standardised report and easily usable by other officers and departments involved, including the Crown Prosecution Service. 

In conclusion, although initially there was not much information to go on during this incident upon so this speaking with the female and obtaining more information on previous event’s we were able to link additional offences to her partner. Through other officers and I gathering more information and intelligence relating to the report the female made we were able to identify offences such as malicious communications, criminal damage, assault, actual bodily harm, grievous bodily harm and sexual offences. We were able to share certain information and intelligence with partner agencies to obtain support for the female. The male was further arrested for the additional offences, and the female relocated. On reflection I believe that the previous incidents in which the female withdrew her support from police could well have been because the male was close by. I believe she only disclosed this information to offices as the male was out of the country. That being said she may not have disclosed any information if we had not removed her from her property and took her to the police station. The other attending officer and I knew the male was out of the country. However, after seeing the phone call it was evident that she did not feel safe in her own home, and she was fearful of him. As a result of witnessing this I submitted my own intelligence on our systems regarding the female and her partner for reference in the event that in the future there are any future incidents involving either of the parties.
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

The rise of digital technology has ushered in several new methods for policing the general public. With the continued rise of the internet, and the amount of people online the quantity of crime and the number of methods in which a person might be victimised has increased. Cybercrime has risen in tandem with the growth of the on the Internet, However, the Internet is becoming a gateway or a massively contributing factor to other crimes, including harassment, fraud, and blackmail (Dr Mike McGuire, 2013). This essay will reflect on an incident I attended in the beginning of 2022. The incident was reported by a mother of a young female who was being harassed and blackmailed by an unknown person via social media.

The report was made to police after a mother had discovered her daughter was being harassed and coerced into sending explicit photos of herself to an unknown person by the social media application Snapchat. The daughter had confided in the mother after she was threatened that a nude image of her would be sent to her fellow pupils in her secondary school. On attendance myself and my colleague spoke with a young female in the company of her parents. She disclosed to myself and my colleague that she had received images of herself without any clothes on. She disclosed that she had taken the images and they were stored on her private album within the application. She assured officers that she had not sent the images to anyone and only taken them to track weight loss. When we queried if she had not sent the images to anyone how did she think someone has obtained them. She confirmed no other person had access to her phone or passwords. I was aware that Snapchat messages and images that were sent via the app are not easily accessible and then you can delete it after they have viewed. However, I asked she kept any of the correspondence between the person that was messaging her, to which he replied they stated in the messages if she screenshots any of the conversation, they will send the images to others. The young female confirmed there are two images in her private album however she only been sent one this time. She stated that the messages stated that they intend to forward the images to other people within her school if she did not send them more. At that time, we instructed her to cease all contact with the person making the threats. The female believed it was somebody from her school somehow got access to her phone. As the messages that were sent to her mentioned releasing the images to others in her school. The female named one pupil which they have been a in previous altercation whilst in school, which resulted in them ending their friendship. The young female stated this is the only person she feels whatever ever have access to these images. 

We liaised with the school before approaching the other pupil, we discovered that the pupils are issued email addresses by the school. Recently there have been a phishing email That had been sent to a number of students email accounts. Phishing is a type of social engineering in which an attacker sends a fake message to trick a receiver into divulging sensitive information (Jannson, 2013). The majority of phishing messages are delivered via email and are not personalised or targeted to a specific individual. Depending on the attacker's aim, the content of a phishing message varies widely. Banks and financial businesses, social media, and streaming services are all typical impersonation targets. Attackers may use the credentials obtained to steal money from a victim directly, but stolen accounts are commonly used as a starting pad for further attacks, such as obtaining private information, installing malware, extortion, fraud, or phishing other people (Steven Furnell, 2019). On further discussion with young female, she stated that she uses the school issued email address for her login information for Snapchat. On further discussion and inspection of her received emails, we located the fishing email that requested her to login by email to verify her account. It appeared the young female complied with this request, thus sharing her password.

Myself and my colleague gathered as much information as we could regarding this fishing email and the details of the Snapchat username for the person sending the messages. We were able to pass information on to the local school liaison officer who communicated with the school to arrange educational sessions regarding digital crime. We arranged support for the young female and her mother via partner agencies in order to help them recover emotionally. At that time the messages were sent we did not know where email originated or who else was involved. Using the information, we had obtained we were able to submit request to the company that runs Snapchat and the email address provider for more information. This application was made under the Crime Overseas Production Orders legislation, which gives law enforcement agencies and prosecutors the power to request and obtain electronic data directly from service providers based outside the UK for the purposes of criminal investigations and prosecutions for serious crimes, where a relevant international agreement is in place (Gov.uk, 2016). These two companies are America based companies, and at the time of writing this essay we are still awaiting a response. However, it is very unlikely they will comply with our request. Historically the company that runs Snapchat has not been forthcoming information requests to the UK, The British prime minister has already chastised Snapchat for refusing to cooperate with authorities investigating a paedophile in the past (Bednar, 2019). 

Because of the internet, the manner individuals commit crimes has changed drastically. In the past, just a tiny proportion of the population had internet connection, for example, in the year 2000, 361 million people globally had access to the internet (Lin, 2021). People who have access to the internet are now substantially more numerous than those who do not. There were 4.95 billion internet users worldwide at the start of 2022, accounting for 62.5 percent of the global population (Kemp, 22). Facebook, Instagram, Snapchat, Twitter, and other social media platforms, as well as instant messaging applications, are all contributing to this rise in Internet usage (Kaspersky, 2022). According to a survey, people between the ages of 18 and 40 are the least likely to report cybercrime and are more likely to be victims of it, resulting in the loss of data or money (E&T , 2021). This is suggested because younger generations maybe more technology aware, and they have also grown up doing everything online, from communicating with friends to buying and managing their finances. Because they use the internet on a daily basis, they have become accustomed to giving personal information online, making them less suspicious while partaking in online activities. However, it is also suggested that because older individuals are less comfortable with technology, they are more likely to click on anything questionable. They are the often considered the weakest human connection for cybercriminals, hence they are usually the focus of phishing attempts (Roohparvar, 2021).

In conclusion. The young female was a victim of digital/cybercrime, however, due to the reach of the internet capability and ability to have such anonymity online has made it difficult to thus far identify the perpetrator. The email she received seemed innocent enough at first, however, evolved into something more sinister. If she had not approached her mother and attempted to seek help, she may have sent them images of herself. Exposing herself to possible further exploitation. The NSPCC have researched situation such as this and states children and young people may agree to transmit an explicit image of themselves on rare occasions. Peers or adults can also push or coheres them into sharing photographs on the internet. If a kid or young person shares a photograph with consent, they have no control over how it is used by others. If the photograph is circulated among peers, it might result in bullying and isolation. Abusers may disseminate a nude photograph in order to blackmail a youngster or groom them for further sexual abuse. Creating or sharing sexual photographs of a children is illegal, even if the person doing it is a child (NSPCC, 2022). Young people can look at the world through innocent eyes. They do not see all the dangers out there, and with the access to the internet they are exposed to a lot more the world, which unfortunately comes along with a lot more dangers. Educating those susceptible to digital and cybercrimes may be the best way forward, however as technology develops policing must also develop to effectively counteract. 
(1432 words)
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