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A hypervisor is applicable to virtual machines (VM), allowing a single physical machine to share resources like CPU, storage, and memory. Logically separating the VMs so that they will not interfere with each other, whilst enabling different operating systems on the same physical hardware. In the following report, Windows and Linux are both co-existing within the same physical hardware. Without virtualisation you can only run 1 operating system on the hardware. 
RedHat [1] explains a type 1 hypervisor known as bare meta hypervisor, “runs directly to the hardware by the hypervisor.” Examples include VMware which offers enterprise support, Microsoft Hyper-V, KVM is Open-Source which in 2007 was amalgamated into Linux kernel, giving modern users access to KVM. Server-based environments including data centre would most commonly use this type of hypervisor 
Smaller scale or individual use is more likely to find a type 2 hypervisor more suitable from a personal computer, being the more financially viable option. Table 1 Table comparing Type 1 Hypervisor Type 2 Hypervisor

Type1:  
Advantages: High performance, direct hardware access. Better scalability for large virtual machine clusters.
Disadvantages: Requires dedicated hardware, complex setup.
Hardware requirements: needs server-grade CPU, high memory capacity (16GB+). Direct access to hardware virtualization extensions.
Type2:
Advantages: Easy to install, lower cost. Supports wider range of guest OS. Small-scale.
Disadvantages: OS layer - Performance hit. Poor scalability host OS bottleneck.
Hardware requirements: can run on consumer-grade hardware, min 4GB RAM, modern multi-core CPU. Performance depends on host OS - Less demanding

For this report, representing NOSS2025 a multinational corporation, serving two locations: Swansea and Cardiff, a Type 2 Hosted Hypervisor was selected. Behaving more like a software application, installed on top of an existing operating system as explained by IBM developer [2]. Known as a hosted hypervisor, it runs on the operating system as a application or software layer.[bookmark: _Toc192767112]Figure 1 Basic Virtualization Architecture [11] based on virtualization tools: D. S. Parikh, P. P. Vyas, and K. V. Kapadia, 

As explained by Red Hat [1] unlike containers which can only one type of operating system, hypervisors can run multiple operating systems. A security benefit of using a hypervisor is that it creates an isolated environment from the rest of the system, meaning the host hardware shouldn’t be affected offering some protection to the entire system. The drawback is the hypervisor itself would affect all Virtual Machines (VMs) managed if it was itself hacked.[bookmark: _Toc192767113]Figure 2 VirtualBox Architecture - based on D. S. Parikh, P. P. Vyas, and K. V. Kapadia, Oracle's Virtual Box [11]
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[bookmark: _Toc192767114]Figure 3 How a PC uses packets to retrieve a webpage based on [3] copyright © 2025 The Open University, all rights reserved.





	IP Header
	Data

	Source Address
	Destination Address
	Type
	Data

	192.168.0.101
	85.10.250.2
	UDP
	DNS: IP for www.bbc.co.uk?

	IP Packet



The above details how a PC would use packets to retrieve a webpage. A URL, www.bbc.co.uk for example, can be entered from a home computer with an IP address (192.168.0.101) by a user within the home LAN. An IP packet is then created by the PC and addressed to the local DNS server, as the IP address for the BBC web server needs to be resolved as explained by open.edu [3]

Switches are like bridges (root bridge in spanning tree) in that they learn where devices are in the topology by learning their Mac addresses and only forward traffic out of specific ports based on where the MAC address is, reducing collisions and increasing throughput as David Bombai explains [4]. Unlike bridges switches utilize hardware rather than software, application specific integrated circuits or ASIC, allowing the quick movement of traffic, chips directly on the ports, rather than a central CPU. Switch network is a single broadcast domain, meaning all ports receive the broadcast, in addition to collision domains. 
PC3
PC2
PC1
Switch
Router
Internet
[bookmark: _Toc192767115]Figure 4 Routed Network [4]
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Essentially a switch is like a mailroom in an office building which further directs mail once in the building, a router might be more comparable with a postal service operating at a post code scale rather than one building, but the router will still direct the mail or packet to and from the building as discussed in class.
Table 2 Static vs Dynamic
	Type
	Advantages
	Disadvantages
	Example

	Static
	Simple to configure, secure
	Doesn’t adapt to network changes
	192.168.1.10

	Dynamic
	Adapts to changes, more scalable
	Complex to set up, uses more CPU
	192.168.1.50 assigned by DHCP



Routing is responsible for directing network traffic between networks and devices, by determining the most efficient path for data transmission. Routers make decisions based on routing tables. 
IPV4
As Mark Sportack Explains in IP Fundamentals [5, p. 22]. IPV4 addresses are 32 bits, split into four octets, each octet is 8bits, maximum value of 255. Example: 192.168.0.1 → 11000000.10101000.00000000.00000001
There are common address classes, Ips are divided based on their starting bits. Class A supports up to 16 million hosts whilst class C would support 254 hots. 

Table 3 IP4 Address Classes
	Class A
	1.0.0.0 – 126.0.0.0
	Large networks

	Class B
	128.0.0.0 – 191.0.0.0
	Medium networks

	Class C
	192.0.0.0 – 223.0.0.0
	Small networks



Static Ips are fixed, useful for servers. Whereas dynamic Ips are assigned by DHCP for general use thus reducing IP address conflicts ad allows re-sue of addresses. 


IPV6
When IPV4 was first introduced, it seemed inexhaustible. But as more and more users started using IP addressing, they sought out a method of having more unique addresses. The main visual distinction is IPv6 addresses are longer, 128 bits, supporting up to 340 undecillion unique addresses. IPv6 also has inbuilt encryption and authentication, notable broadcast and auto-configuration are removed. 
Example: 2001:0db8:85a3::8a2e:0370:7334
Subnetting: 
192.168.1.0/24 – 255.255.255.0 for example allows 254 usable addresses or hosts. Subnetting reduces network traffic with smaller broadcast domains and efficient address allocation. 

Many organisations application base require IP to support, even if nothing to do with the internet [5, p. 18]. Much of these standards are directly contributed to by these organisations, technical personnel participate in IETF standards setting work, and the Open-Source nature is a credit to the industry allowing global connectivity and improvement. 
Protocols: 
RIP 	Distance – vector, simple but slow. 
OSPF 	Link-state, faster but more complex. Excels in internal enterprise networks. 
BGP 	Exterior gateway, used between large networks. Suitable for routing between ISPs and large networks. Network stability can be impacted by convergence time with dynamic protocols. 
[5, p. 215]  

[bookmark: _Toc192718117]Network Services 300
VPNs
VPNs are often used to protect data integrity and confidentiality by creating secure, encrypted tunnels over public networks. They are also used sometimes to disguise one’s location, for example using a streaming service available in a different country. 
Site-to-site – permanent tunnel between two networks. For example, branch offices. 
Remote Access – Secure connection for remote workers, especially applicable in lockdown.
DHCP 
Dynamic Host Configuration Protocol (DHSP) can be described as providing a framework for passing hosts configuration information on a TCIP network as the Internet Engineering Task Force and Droms explain  [6]. Reusable network addresses and more configuration options were capabilities DHCP allowed, originally based on the Bootsreap Protocol (BOOTP). Droms [6] expands 
	“DHCP is built on a client-server model, where designated DHCP server
  	 hosts allocate network addresses and deliver configuration parameters
   	to dynamically configured hosts.”
Only when a host is configured to act as a DHCP server by an administrator should it do so. Assigning addresses dynamically ensures no conflict and efficient address use. 
Active Directory Domain Services
Active Directory Certificate Services (AD CS) manages user permissions and authentication in a network, enabling centralized control. Helping an IT teams manage and store information about resources such as users and computers, acting as a central repository and managing permissions and access. Security features such as sign-on (SSO) and rights management are integrated as well as rights management. 
Varonis explains [7] “LDAP: AD DS uses the Lightweight Directory Access Protocol (LDAP) to allow applications to query and access information stored in the directory.”
Certificate Authorities (CAs)
Digital certificates which are issued by Certificate Authorities, verifying identity of devices and secure communication. For example, SSL certificates issued by CAs enable secure HTTPS communication. CAs are trusted entities that manage and issue digital certificates, verifying the identity of individuals and organisation (usually private or used internally) as well as websites (used for general web traffic), to enable secure transactions.
[bookmark: _Toc192718118]Task 2
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Given available resources and the advantage of optimising resource by sharing access to under resourced hardware including CPU, memory, and storage, a Type 2 Hypervisor has been selected. On top of Windows 11 operating system, Oracle VM VirtualBox has been installed. Other examples include VMware Server, Microsoft Virtual PC and Parallels. Starting out as open-source Oracle VM VirtualBox [7] is now free for personal and educational use and describe Type 2 Hypervisor as follows:
“Hosted hypervisors are designed to run within a traditional operating system. In other words, a host hypervisor adds a distinct software layer on top of the host operating system, and the guest operating system becomes a third software level above the hardware.”
This enables four separate hosts to operate without the need to purchase servers and computers. NOSS2025 requires a server and client serving Swansea, Windows Server 2022 and Windows 10 respectively have been selected. Linux Debian chosen for the Cardiff Server and Client. 

	VM Software
	Pro
	Con

	VMWare Workstation 17.6
	Cross Platform Support
Advanced Features
Command-Line Tool
	Cost
Resource Intensive

	Parallels Desktop
	Development Tools
	Optimised for macOS (using Windows)
Subscription model
Performance limitations

	Oracle VM VirtualBox 7.1
	Free and Open-Source
Cross-Platform Compatibility
Cloud Integration
Supports many guest OS types
	Complexity for beginners
Performance in certain scenarios

	Microsoft Virtual PC
	Free
Easy to sue
Good integration
Lightweight, Efficient
	Discontinued 
Security, performance and support no longer up to date


[bookmark: _Toc192767116]Figure 5 VM Software Comparisons Pros Cons


[bookmark: _Toc192718120]Download & Setup – Swansea – Windows Server 2022: [bookmark: _Toc192767117]Figure 6 Download Windows Server 2022 [9] © Microsoft 2025

[bookmark: _Toc192767118]Figure 8 Download Windows Server 2022 [9] © Microsoft 2025
[bookmark: _Toc192767119]Figure 7 VM1 (later renamed S-DC) installation D: custom, UK date time rest US





[bookmark: _Toc192767120]Figure 9 Windows Server 2022 Standard Evaluation (Desktop Experience) x64

[bookmark: _Toc192767121]Figure 12 Windows Server 2022 Standard Evaluation (Desktop Experience) x64
[bookmark: _Toc192767122]Figure 10 VM1 (later renamed S-DC) Network internal intent / extent REMOVE?
[bookmark: _Toc192767123]Figure 8 Oracle VM VirtualBox Manager – Swansea - VM1 (later re-named S-DC) Windows 2022 11/02/025
(re-named S-DC))





[bookmark: _Toc192718121]Download & Setup – Swansea Client – Windows 10:
[bookmark: _Toc192767124]Figure 11 Windows 10 Enterprise Download [10] © Microsoft 2025


[bookmark: _Toc192767125]Figure 17 Windows 10 Enterprise Download [10] © Microsoft 2025

[bookmark: _Toc192767126]Figure 12 Oracle VM VirtualBox Manager – Swansea - ClientS1 General, System

[bookmark: _Toc192767127]Figure 17 Oracle VM VirtualBox Manager – Swansea - ClientS1 General, System
[bookmark: _Toc192767128]Figure 13 Windows Setup - Swansea Client S1 - Windows 10 Language, Time & Date
(re-named S-DC)

(re-named S-DC)



[bookmark: _Toc192718122]Download & Setup – Cardiff Server – Linux Debian:
[bookmark: _Toc192767129]Figure 14 Download Debian 64-bit PC DVD-1 iso [8] 18/02/2025

[bookmark: _Toc192767130]Figure 25 Download Debian 64-bit PC DVD-1 iso [8] 18/02/2025
[bookmark: _Toc192767131]Figure 15 Oracle VirtualBox - Cardiff - Create C-Server on D: Linuz Debian

[bookmark: _Toc192767132]Figure 25 Oracle VirtualBox - Cardiff - Create C-Server on D: Linuz Debian
[bookmark: _Toc192767133]Figure 16 C-Server Debian 12 Software selection

[bookmark: _Toc192767134]Figure 25 C-Server Debian 12 Software selection
[bookmark: _Toc192767135]Figure 24 C-Server Debian 12 Partition disks

[bookmark: _Toc192767136]Figure 25 C-Server Debian 12 Partition disks



[bookmark: _Toc192718123]Download & Setup – Cardiff Client– Linux Debian:
[bookmark: _Toc192767137]Figure 17 Oracle VirtualBox - Cardiff Client - Create ClientC1 on D: Debian Linux iso

[bookmark: _Toc192767138]Figure 29 Oracle VirtualBox - Cardiff Client - Create ClientC1 on D: Debian Linux iso
[bookmark: _Toc192767139]Figure 18 Create Virtual Machine Summary Cardiff Client C1 Linux Debian

[bookmark: _Toc192767140]Figure 29 Create Virtual Machine Summary Cardiff Client C1 Linux Debian
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[bookmark: _Toc192767141]Figure 19 NOSS 2025 Swansea (Windows) Cardiff (Linux) Server & Clients Topology Overlay Oracle VirtualBox Virtual Machines
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[bookmark: _Toc192718125][bookmark: _Hlk192717104]2.3. Configure IP Addressing - Swansea - Windows 
[bookmark: _Toc192767142]Figure 21 S-Client IP configuration
[bookmark: _Toc192767143]Figure 20 S-DC IP configuration

[bookmark: _Toc192718126]2.3. Configure IP Addressing – Cardiff – Linux  [bookmark: _Toc192767144]Figure 23 C-Client Cardiff IP configuration


[bookmark: _Toc192767145]Figure 22 C-Server Cardiff IP configuration
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Table 4 IP addressing table used in NOSS2025 Swansea and Cardiff Servers and Clients
	Device
	IP Address
	Subnet Mask
	Default Gateway
	Preferred DNS

	S-DC
	210.103.5.1/30
	255.255.255.252
	172.16.1.254/24
	127.0.0.1

	ClientS1
	172.16.1.10/30
	255.255.255.0
	172.16.1.254
	8.8.8.8?

	C-Server
	210.103.5.2
	255.255.255.252
	210.103.5.1
	127.6.0.1

	C-Client
	10.1.1.1
	255.255.255.0
	10.1.1.254
	8.8.8.8


8.8.8.8. Broadcast loopback

The topology provided was followed rather than seeking alternative IP addressing scheme. Below captures an alternative addressing scheme which could have been used and further reflection, could be further researched and alternatives could be used instead. 

Alternative IP Addressing Scheme
Table 5 Alternative IP Addressing Scheme
	Device
	New IP Address
	New Subnet Mask
	Default Gateway
	Preferred DNS

	S-DC
	192.168.1.1
	255.255.255.252
	192.168.1.2
	192.168.1.1

	ClientS1
	192.168.2.10
	255.255.255.0
	192.168.2.254
	8.8.8.8

	C-Server
	192.168.1.2
	255.255.255.252
	192.168.1.1
	192.168.1.1

	C-Client
	192.168.3.10
	255.255.255.0
	192.168.3.254
	8.8.8.8


· Using Class C private IP (192.168.x.x) to replace public IP (210.x.x.x) would improve security exposing internal servers to public IPs. 
· Better Network Segmentation. Well-structured subnetting: 
· /30 (Point-to-point links)
· /24 (Client networks) 


[bookmark: _Toc192718128][image: A screenshot of a computer

AI-generated content may be incorrect.]2.4. Test and Troubleshoot[bookmark: _Toc192767146]Figure 25 Figure 36 Trouble shooting, LAN and External were the wrong way around
[bookmark: _Toc192767147]Figure 24 Figure 40 Disabling Firewalls following unsuccessful ping server to client




[bookmark: _Toc192718129]Outcome 1 - Windows:[bookmark: _Toc192767148]Figure 27 S-Client ping 172.16.1.254 (S Server) Successful 
[bookmark: _Toc192767149]Figure 26 S-Server ping 172.16.1.10 (S client) Successful






[bookmark: _Toc192718130]Outcome 1 – Linux:
[bookmark: _Toc192767150]Figure 29 C-Client ping 10.1.1.1 (C-Server) Successful

[bookmark: _Toc192767151]Figure 45 S-Server ping 172.16.1.10 (S client) SuccessfulFigure 46 C-Client ping 10.1.1.1 (C-Server) Successful
[bookmark: _Toc192767152]Figure 44 C-Server ping 10.1.1.10 (c-client) Successful

[bookmark: _Toc192767153]Figure 45 C-Client ping 10.1.1.1 (C-Server) SuccessfulFigure 46 C-Server ping 10.1.1.10 (c-client) Successful
[bookmark: _Toc192767154]Figure 28 Linux Server and Client successful ping


[bookmark: _Toc192767155]Figure 46 Linux Server and Client successful ping





[bookmark: _Toc192718131]Outcome 2:[bookmark: _Toc192767156]Figure 31 C-Server ping 210.103.5.1 (S-Server) Unsuccessful
[bookmark: _Toc192767157]Figure 30 S-Server ping 210.103.5.2 (C Server) Unsuccessful
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	[bookmark: _Toc192718135]3.1.2 Report Personal Reflection Windows Server 2022
The most significant challenge occurred during the first stage installing windows server 2022. After downloading, it was installed directly onto the PC rather than VM and overwrote the operating system Initially skipping a skep caused significant set-back and meant repeating the server installation, following a hypervisor 2 architecture. Re-installing an operating system and restoring the PC to its original set up, which although unplanned proved educational and increased awareness.

	[bookmark: _Toc192718136]3.1.1. Report Technical Reflection
[bookmark: _Toc192718137]
Linux Debian
Linux Debian was unfamiliar and required more research than Windows Server installation. Client required re-installation during troubleshooting.
[bookmark: _Toc192718138]IP addressing
Further improvements could include deviating from the original topology by using custom IP addressing.  Trouble shooting: Firewalls needed to be disabled and LAN and External were the wrong way around
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[bookmark: _Toc192718140]Conclusion (102 words) 
Reflecting on the tasks detailed above, the most significant challenge occurred during the first stage. Although you must download Windows server 2022 initially, you must ensure installation is done on the virtual machine to avoid overwriting the original operating system. Initially skipping a skep caused significant set-back and meant repeating the server installation, following a hypervisor 2 architecture. Re-installing an operating system and restoring the PC to it’s original set up, which although unplanned proved educational and increased awareness. Following challenges included the initial Linux Debian server installation, snapshots were taken throughout as a means of protecting the set up once configured. 
 
[bookmark: _Toc192767158]Figure 49 Windows Server 2022 installation no Virtual Box - Rolled back
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Partition disks.

Selected for partitioning:

SCSI3(0,0,0) (sda) - ATA VBOX HARDDISK: 43.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

Al files in one partition (recommended for new users)
Separate /home partition

Separate /home, /var, and /tmp partitions
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