



DATABASE MANAGEMENT SYSTEMS





Database Management Systems



Thomas Molner
1804565
Joy Botu





Table of Contents
Introduction	1
Proposed Solutions	1
Findings	2
Strategies	3
Transaction and concurrency in DBMS	4
ACID property	4
Anomalies in database	5
Two-phase locking protocol	7
Conclusion	8
References	8


















[bookmark: _Toc40109331]Introduction
This report is showing approaches that were put in place for auditing the SantaX-Property database for making sure that it will be secure and how the new functionalities work. It will present the security measures and outline why they were chosen. 
A set of strategies will need to be put in place by SantaX-Property to prevent further fraudulent activities. The agency has grown rapidly and there is high demand for their services leading to rivalry between the employees, since the employees receive bonuses based on their activity. The agency suspects that there are fraudulent actions taking place within the sales department. They suspect some activities taking place directly on the database: staff are creating tables, altering tables, some records are being deleted from the sales table or even created. We will identify these activities along with the person responsible for it. We will be able to see also details of what the employees are doing on the database: creating tables, altering, and dropping tables- with the exact command included. Also, any delete, insert and update command will be automatically recorded. For update commands, the new and old values will be monitored as well.
In this report, we’ll also discuss the terms transaction and concurrency that are used within the database management system. Apart from this ACID property associated with the database management system will also be discussed with in the report. The report will execute all the necessary components related to database management system. 
[bookmark: _Toc40109332]Proposed Solutions
As stated, a few security measures will be put in place to monitor activities. For this, triggers were created to automatically record the auditing data. 
The first trigger called trg_audit was created and responds to CREATE_TABLE, ALTER_TABLE and DROP_TABLE commands on the SantaX-Property database. 
A table named PRGDatabaseAudit was created to store the data retrieved by the trg_audit trigger. This table contains the details of the create, alter and drop table commands: name of the database, name of the affected table, the event type (create, alter or drop), the login of the user who ran the command, the exact sql command used by the user and the date and time of the transaction.
3 other triggers were created for the update, delete and insert commands performed on the database:
· sales_audit trigger for the inserts performed in the DB;
· sales_audit_delete trigger for the deletes performed on the DB;
· sales_audit_update trigger for the updates performed in the DB.

All the above 3 triggers are populating a table called PRGSaleAudit which contains the following information: audit ID, ID of the property inserted, deleted or updated, user responsible of the action and the date an hour the action was performed.
An additional trigger was created specially for the updates performed on the DB and it will retrieve information and details of the update sql statements performed on the database- update_trigger. This will populate a separate table called PRGSaleAudit_update that was created just for the updates and the update details. It contains the property ID, the user who performed the update, the update date and time, and the old and new values for all the columns in the targeted table.
[bookmark: _Toc40109333]Findings
After creating the triggers along with the destination tables, following findings were made on the database:
· When interrogating the new table PRGDatabaseAudit we could see that one of the users tried creating a new table for cloning the properties information, followed by a try of altering the table and then completely removing the newly created table. We can assume the user did not want to drop an already existing table or altering it, so the user tried to create a similar one. The exact commands performed are also shown:
[image: ]
· When interrogating the PRGSaleAudit table we can see that there were 2 users out of the 5 people working for the agency who are performing fraudulent activities on the SantaX-Property DB.  They deleted information from the “assignment” DB (the table that has the sales information), they manually inserted information and also manually updated already existing information:
[image: ]
· The last table PRGSaleAudit_update was created to show details about the updates performed on the table “assignment” (our sales table). This gives exact details of the updates performed on the table, and all the old and new values for all the columns:
[image: ]

As can be seen above, one of the users manually filled some empty information for an unassigned property (property_id 11) and filled it with the own personnel_id and gave all the other fake information about the sale such as date and value. The same user assigned another sale to himself by updating just the personnel_id on the property. This was done also by the other user, also by updating the personnel_id, faking the sale and assigning it to himself.

This means that 2 people out of the 5 are performing illegal activity on the database and the details of their activity is also shown by simply running the selects on the 3 tables:
select * from dbo.PRGDatabaseAudit;
select * from dbo.PRGSaleAudit;
select * from dbo.PRGSaleAudit_update;
[bookmark: _Toc40109334]Strategies
Following strategies will need to be implemented to avoid such activities in the future:
· Review the user rights for all the employees. The users should all be able to perform SELECT statements in the DB, but the DROP, ALTER and CREATE rights should be completely removed since there is no need for the employees to change the structure of the DB.
· The UPDATE, INSERT and DELETE rights should only be available for designated users.
· The designated users should always be monitored by using the 3 select statements from above. The administrator should always check the auditing tables.
[bookmark: _Toc39777083][bookmark: _Toc40109335]Transaction and concurrency in DBMS
Transaction within the database management system is referred to the action or sequence of actions that are passed by a single user programs within the database. Transaction states are divided into different phases that are active, partially committed, failed, committed and aborted. These are the face is it that lies between beginning and end of a cycle. Benefits that are offered with the use of transaction are that it helps in maintaining the data integrity. It has been observed that there are several users who focus on managing multiple tables and record within a database. Therefore, it is important to provide a proper set of integrity towards the users with the multi-records. This also helps in creating proper connection between the data said without hampering the integrity. On the other hand, concurrency control is referred to the procedure of the database that focuses on managing the simultaneous operations without creating any conflict between the other components. With the use of concurrent access, it becomes easy for users to read the data sets. Concurrency control is mainly used for the purpose of resolving the issues that are faced by a multiuser system. It is important to have concurrency control over the database so that it becomes easy to manage the processes simultaneously. This also prevents the interference of two or more users from accessing the database. The main purpose of using concurrency control is to prevent the laws of data integrity. This ensures that access controls are restricted for the authorized users so that only authorized person can have the access over the system. This helps in ensuring that the database transactions are performed with proper integrity and by maintaining all laws. 
[bookmark: _Toc39777084][bookmark: _Toc40109336]ACID property 
Transaction is referred to a single logical unit of work that helps in assisting and modifying the content associated with the database. Transaction focuses on accessing the data with the use of read and write operations. This involves the acid properties for the purpose of successfully executing a database. As it properties stands for automate city, consistency, isolation and durability
· Atomicity: Atomicity is the property that is used for the purpose of stating that every transaction must be treated as an atomic unit. This means that either all the operations are executed efficiently, or none are executed. There is no state in between this. 
· Consistency: The database must remain in a constant state even after the transaction has been executed. It is important to ensure that no adverse effect is created by the transaction on the data that are present within the database. It is important to maintain consistent data for the database before and after the execution of transaction process.
· Isolation: The isolation property of the database management system states that in a database system where more than one transaction is executed it is important to ensure that all the components are managed efficiently. It is important to act like that it is the only transaction that is carried out within the system. This also ensures that no transaction is affected during the transaction of another system.
· Durability: Durability features states that a database should have enough durability for the purpose of holding all the recent updates. It is important to meet the needs of the system so
that it can work efficiently and can deliver the expected outcomes. Durability must be maintained throughout the database so that it does not cause any error. 
It is important to maintain the durability feature while working with the database by the user so that they can have better access over the data components. The major advantages that are offered with the use of acid transaction property within database management system are that it offers absolute data integrity and safety. This also ensures that the data are updated frequently within the system so that the chances of data loss can be reduced. These offers simplified control for the purpose of managing the key activities within the business. One of the most efficient features that are offered with the use of ACID property in database is that it offers a future proofing database need. Therefore, it can be stated that with proper ACID properties it will become easy to manage the data. It is stated that the ACID property must be maintained throughout the database so that it can offer better approach towards the designer. These offers provisional updates, strong consistency, transaction ordering and persistent storage.
[bookmark: _Toc39777085][bookmark: _Toc40109337]Anomalies in database 
There are several anomalies that are faced while executing a transaction within our database management system it has been web that when a multiple transaction executed within a database concurrently then it becomes very difficult to control the performance of the database. These problems are known as concurrency problems. The different types of anomalies that occur with concurrency in transactions are dirty read problem, unrepeatable read problem and the last update problem.
Dirty read problem: the main reason behind calling these read as a dirty read because there is always a chance that the uncommitted transaction me roll back later. This creates an anomaly at the time of transaction and can have a value that does not even exist. This is reason behind inconsistency in database.
Example 
	Transaction T1 
	Transaction T2 

	R (A)
W (A)






Failure 
	


R (A)                            //Dirty read 
W (A)
Commit 



After evaluating the example below are some results:
· Transaction T2 reads the dirty value of A written by the uncommitted transaction T1.
· Transaction T1 fails in later stages and roll backs.
· Thus, the value that Transaction T2 read now stands to be incorrect.
· Therefore, database becomes inconsistent.
Unrepeatable read problem: This is a problem that occurs at the time off transaction that are read unrepeated time. This leads to generation of different values at different read times. 
Example 
	Transaction 1
	Transaction 2

	R (x)                                             
                                                                          R (x)                                                                                  
W (x)	
	R(x)          //Unrepeated read 



· T2 gets to read a different value of X in its second reading.
· T2 wonders how the value of X got changed because according to it, it is running in isolation.
Lost update problem: This is the problem that is faced when multiple transactions execute concurrently and gets update from different transactions are lost. 
Example
	Transaction T1 
	Transaction T2 

	R (A)
W (A)






Failure 
	


W (A)
Commit 



· T1 writes the over written value of X in the database.
· Thus, update from T1 gets lost.
[bookmark: _Toc39777086][bookmark: _Toc40109338]Two-phase locking protocol
Two phase locking protocol is also known as to PL protocol. In this locking protocol the transaction should have a lock after it releases one of it locks. This includes three execution phases. The first phase executes when the transaction begins to execute and requires permission. The second part focuses on obtaining the locks of transactions. The third phase executes by releases the acquired locks. The two phases locking protocol involves 
· Growing Phase: This phase involves obtaining the locks but may not release any locks.
· Shrinking Phase: Shrinking phase involves transaction that releases locks but not obtain any new lock.
With the use of two phases locking protocol it will become easy to resolve the dirty read problem. 
Example: 
	T1
	T2

	LOCK-S(A)
	

	
	LOCK-S(A)

	LOCK-X(B)
	

	
	

	UNLOCK(A)
	

	
	LOCK-X(C)

	UNLOCK (B)
	

	
	UNLOCK (A)

	
	UNLOCK (C)

	
	



Transaction T1:
· Growing phase: from step 1-3
· Shrinking phase: from step 5-7
· Lock point: at 3
Transaction T2:
· Growing phase: from step 2-6
· Shrinking phase: from step 8-9
· Lock point: at 6
[bookmark: _Toc39777087][bookmark: _Toc40109339]Conclusion
Database Management system plays a very crucial role in organizing and maintaining data sets. It is important for every user to ensure that appropriate database laws are integrated within the system. The report has focused on describing the importance of transaction and concurrency between the databases. Apart from these the ACID property associated with the transaction is also discussed within the report so that it becomes easy to understand the components that are needed to be maintained while managing a database. Lastly the report has focused on describing the three anomalies that occurs with the database management system. Thus, it can be concluded that with the efficient use of database management system it becomes easy to resolve any issue raised on it.
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