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Abstract- society has made a number of technological advancements across years thanks to the work and dedication to scientists and everyone on earth. The world of cyber is one of those advancements; computers, laptops, tablets, mobile phones ETC are just some of the devices that we use to interact with the cyber world, whether it be for streaming videos or chatting to friends or family. But much like in real life, society can turn objects into weapons. Cybercrime has been increasing over the years as technology get more powerful, giving the power to those to invoke harm to others online. Cybercrime doesn’t have to be online, the crime could be someone having explicit documents or sensitive files downloaded onto their device without having the authority to have it. Thanks to leading software developers and engineers, computer forensics was created to counteract cybercrime, using it to trace these malicious people and their data on the devices used to invoke crime.
Different aspects of forensic tools
What are forensic tools?
Forensics tools are investigative tools used by investigators to find, extract, preserve, decrypt, and analyse digital data found from various sources and devices [1]. Forensic tools can come as both software and hardware tools that perform actions such as write-blocking, imaging, authentication, recovery, searching, decrypting, and reporting. [2] [1] Some popular forensics tools used today are Autopsy and The Sleuth Kit: These tools were created to analyse hard disks and file systems34, which stores the OS data and other important functions to make your computer function. Other forensics tools include cloning devices, write blockers, portable storage devices ETC. Forensics tools can be either open source or proprietary; open-source software is usually free to use, but it may depend on how powerful the software is, as in why some software is proprietary, these software’s usually come with more functions or more powerful versions of the free software.
In cybersecurity, concepts never change, however, our methods do. The way investigations are carried can be different depending on what type of evidence is required. Forensic tools, however, are always changing, the need for more powerful tools to find and extract deeply hidden evidence are rising as cyber crime is at a all time high.
Type of different tools
While forensic tools are very important, not all of them do the same things, and even tools that can extract information can be different depending on the type of device the evidence is being extracted from.
The most well known tools kits that are used today are called: Autopsy and the sleuth kit. These kits have some of the most powerful functions out of all forensic tools out there.
The sleuth kit is a command-line tool that can preform analysis on images of hard drives and smartphones while autopsy is GUI-based which uses the sleuth kit behind the scenes. What autopsy does is allows the user to actually see and interact with the sleuth kits by using the autopsy’s interface. While the sleuth kit can be used without autopsy, it isn’t recommended for beginners, as operating the command-line can be tricky, even for some experienced users. A GUI stands for Graphical user interface, meaning autopsy can be used to provide the user with a physical interface rather than use the command-line.
Autopsy doesn’t have to be used with sleuth however, in fact, it can be used to give a interface to any command-line based forensic kit.
FTK forensic tools
FTK forensic tool is a software kit that provides multiple features for digital forensics investigators. It allows investigators to create and process forensic images, decrypt files, decrypt passwords, and perform advanced searches on different data sources.

The FTK forensic tool is different from the FTK Imager tool. which on its own is a data preview and imaging tool that can quickly analyse digital evidence and produce a report if more analysis with the FTK forensic tool is required. The FTK Imager can also produce forensic images as read-only devices.
EnCase Tool
EnCase Forensic is a software tool that enables digital forensic investigators to collect, analyze and report on digital evidence from various sources, such as computers, mobile devices and cloud applications. EnCase Forensic is widely used by law enforcement and government agencies, as well as private sector organizations, to solve cases involving cybercrime, fraud, insider threats, data breaches and more.

Some of the features of EnCase Forensic are:

- It supports a wide range of file systems, operating systems and device types, including Windows, Mac, Linux, iOS and Android.
- It can acquire data from live or offline devices, as well as from cloud services such as Facebook, Twitter, Instagram, Google, iCloud and WhatsApp.
- It can process evidence up to 75 percent faster than competing products, according to investigator lab testing using real-world evidence files.



	Tool
	Type
	Platform
	Features
	Strengths
	weaknesses

	EnCase
	Commercial
	windows
	Disk imaging, file carving, keyword searching, email analysis, web history analysis
	customisable, reliable, comprehensive, supports many devices
	Expensive, complex, requires training and certification

	FTK
	Commercial
	windows
	Disk imaging, file carving
	Fast, easy to use, automated, indexing
	Expensive, resource-intensive, requires training

	Autopsy
	Open source
	Windows/Linux/MacOS
	Disk imaging, file carving, keyword searching, email analysis, web history analysis
	Free, modular, extensible, community-supported
	Less user-friendly, less reliable
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