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[bookmark: _Toc70077927]Abstract
It is widely known that exploitation of vulnerabilities within web applications is prominent. The current solution to this is to test applications on deployment most commonly through penetration testing. This potentially means deploying an insecure web application into the public domain.
There are many areas of vulnerability and a large attack surface within a web application and this provides a need for security protection and mitigation. There are many methods being used for this, and there is comprehensive functionality to allow this as discussed within the literary review. However, the topic of security seemingly lacks priority and importance.  
This study has been conducted with the aim to assert a hypothesis that implementing a test driven development methodology to incorporate security into the software development lifecycle will create more security focused development processes. This will efficiently mitigate security concerns within web applications and allow a more secure deployment. 
To achieve this, the aim is to analyse the effectiveness of tools and techniques for implementing security testing within web application development. This is done by considering a software development lifecycle methodology and static analysis security tools alongside dynamic analysis security tools and evaluating these through testing in the chosen methodology, Test Driven Development.
It is concluded that prominent security consideration and integration will add value to the software development lifecycle although should be considered as part of a wider security strategy.


1.0 [bookmark: _Toc70077928]Introduction

There is a growing reliance on web applications, allowing everyday activities to be conducted online such as banking, web emails, work and productivity, exercise and fitness, everyday tasks and storage of personal information, files and more with storage entrusted in ‘the cloud’. The use of cloud services, such as Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) is ever more popular. To compound the problem there is a prevalence and growth of mobile web applications and the Internet of Things (IoT) all allowing constant access from multiple locations by multiple devices. 
With a growth in the use of these services, insecure web applications can undermine the safety of critical infrastructure and therefore data on the internet. The data to be mined from these infrastructures is valuable and sought after, both by companies looking to entice people with notifications and offers, and by criminals looking to exploit vulnerabilities for their own benefit. Therefore, the need for privacy and security to be assured for applications providing these features, and the need to protect the data people store is important.
While testing for security within a web application is important at every stage of the software development life cycle (SDLC), the hypothesis is that there should be a focus on testing security from the beginning through test driven development (TDD) in the same way features and functionality are considered.

[bookmark: _Toc70077929]1.1	Aim

The aim of this project is to analyse the effectiveness of tools and techniques for implementing security testing within web application development.
This is not necessarily to produce a secure web application, but to evaluate the development process required to construct these types of applications.

[bookmark: _Toc70077930]1.2	Objectives

This aim will be completed through three main objectives:
· Rigorously investigate common security vulnerabilities associated with web applications and identify appropriate security testing tools and techniques to be used during development.
· [bookmark: _Hlk70065026]Evaluate the effectiveness of integrating security in the web development process by developing a web application using appropriate testing strategies.
· Critically evaluate tools, procedures and processes used in developing secure web applications.
Within the following chapters, the background research into common vulnerabilities will be explained with a literary review of the current state of security within web applications. The methodologies will be set out for the research and the development of the project, showing the results of testing through a development process to achieve the proposed aim.

2.0 [bookmark: _Toc70077931]Background Research

The internet is always available and widely accessible around the clock with most tasks being conducted through web applications on mobile phones, tablets, or laptops. Consequently, technology is far more mobile and convenient now than it ever has been.
Figure 1 shows the growth of internet users between 2005 and 2019 while figure 2 shows that there are just under five billion active internet users worldwide as of October 2020. This equates to fifty nine percent of the global population, of which close to ninety two percent are unique mobile internet users. To bring it closer to home, in Western Europe, ninety two percent of the population are active internet users. [1] [2]
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Figure 1: Growth of internet users from 2005 to 2019 [2]
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Figure 2: Global digital population as of October 2020 [1]
Internet usage is still growing. The is increasing software complexity and connectivity. As well as the consequence being an increased security risk, it becomes more difficult to achieve security within a web application as observed by the Open Web Application Security Project (OWASP) in the OWASP Top 10 - 2017 [3]

[bookmark: _Toc70077932]2.1	Web Application Vulnerabilities

According to Positive Technologies [4] [5], as shown in Figure 3, cyber security incidents have increased month on month between 2019 and 2020.
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Figure 3: Cyber Security Incidents 2019 to 2020 [4]
Whilst it is recognised that this covers all cyber security incidents, a large proportion of incidents are exploiting vulnerabilities within web applications. To further demonstrate this, ENISA [6] list the breakdown of web application attack vectors. From Figure 4 it is clear to see that the biggest attack vector is still code injection, predominantly SQL injection.
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Figure 4: Web Application Attack Vectors January 2019 to April 2020 [6]

This is evidenced in the OWASP top 10 2017, the latest release of the top ten web application vulnerabilities, based on the data submissions from firms specialising in application security and an industry survey. As a background, 2017 release was updated from the 2013 release, with not many changes overall to the top ten. It can therefore be concluded that an update is due this year. As of the time of writing this report, the latest release remains 2017.
This report lists the top ten vulnerabilities to be:
•	A1 – (Code) Injection
•	A2 – Broken Authentication
•	A3 – Sensitive Data Exposure
•	A4 – XML External Entities (XEE)
•	A5 – Broken Access Control
•	A6 – Security Misconfiguration
•	A7 – Cross Site Scripting (XSS)
•	A8 – Insecure Deserialization
•	A9 – Using Components with Known Vulnerabilities
•	A10 – Insufficient Logging and Monitoring [3]
Whilst these do not cover all the known vulnerabilities, it will form the largest vector to the attack surface of a web application. An analysis of web attacks between January 2012 and May 2015 as observed by Appiah et al [7] and Kaur and Kaur [8], concurs with these findings.
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Table 1: Web Attacks Data Jan2012 - May2015 [7][8]

OWASP use a risk rating system to allow the calculation of the likelihood of impact to a web application. The table below shows the published OWASP top ten vulnerabilities with the rating of the threat agents, providing a correlated risk rating. The threat agents are split into three categories: Attack vectors, security weakness and business impact. The attack vector is a measurement of how exploitable the vulnerability is. This ranges one to three, one being difficult to exploit, two being average and three being easy to exploit. Security weakness is a measurement of how prevalent a vulnerability is and how detectable it is to hostile actors. This ranges one to three, one being uncommon, or difficult to detect, two being common or average and three is widespread prevalence or easy to detect. The business Impact is probably the hardest to measure and is a measurement of the technical impact to the stakeholders. This ranges one to three, one being a minor impact, two being a moderate impact and three being a severe impact. [3]
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Table 2: OWASP Top 10 Vulnerabilities with Risk Rating [3] 

In the report by Positive Industries [5], a survey conducted revealed that fifty percent of web applications contained high risk vulnerabilities, with thirty nine percent containing medium risk. Furthermore, there were an average of over four high risk vulnerabilities per web application while over twelve medium risk were found.

[image: ]
Figure 5: Websites by maximum severity of vulnerabilities found [5]
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Figure 6: Average number of vulnerabilities per application [5]

For clarity and uniformity, the OWASP top ten vulnerabilities will be the focus for this project. However, it is prudent to recognise that these top ten are not the definitive list of vulnerabilities as there could be hundreds within the software code, frameworks, dependencies, and other add-ons such as Application Programming Interfaces (API’s), affecting the overall security of a web application, allowing numerous other exploits.
As an example, there is Clickjacking, a form of social engineering that comprises of luring a user to click on a button that, as an example, would sit under a hidden iframe belonging to a vulnerable site. This then creates an unintended action by the user on that vulnerable site. Another example is Cross Site Request Forgery (CSRF), an exploit allowing a hostile actor to pose as a user logged in to a vulnerable web application. This would be possible with access potentially gained from a phishing message for example. This could possibly be from a pop-up message that, when clicked on, will give control to the hostile actor to perform actions with specifically written scripts. [5]
Further vulnerabilities and threats have been documented by the Web Application Security Consortium, where they have been classified into attacks and weaknesses [9]. For reference, there is also a threat classification for development, listing the vulnerability and showing where in the SDLC they manifest [10].

2.3 [bookmark: _Toc70077933]Importance of Protection - Threat and Cost

An analysis of the threats to exploiting vulnerabilities within web applications shows that data protection, or loss of data, is the highest threat to industry. A survey conducted by Ponemon Institute [11] revealed that the reasons American industry give for securing web applications are data protection, revenue loss, compliance, brand protection and job protection.
Data Protection– There is a need to protect data online, and this is arguably a large threat to industry and individuals alike. Hostile actors often search out sensitive data for fraudulent reasons. Positive Industries [4] report that data breach is the second-most pressing threat to web application security, they assert that personal data was at risk in 26% of all sensitive data breaches on organisations ahead of credentials at 25%, and accounts for 16% of stolen data from individuals behind credentials at 26% and ahead of payment card information.
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Figure 7: Breaches of Sensitive Data in Attacks on Organisations [4]
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Figure 8: Types of Data Stolen in Attacks on Individuals [4]
This highlights a need to protect from exposure of data to stop loss, theft, encryption through Ransomware for example and malicious deletion through code injection, as an example.
Revenue loss – Ponemon Institute claim that 20% of cost associated with web application attacks are due to disruption to normal operations while 17% of cost is revenue losses because of customer facing services not being available and 12% being lost user productivity. [11] Revenue loss, aside from customer facing services not being available, could be through customers leaving a brand due to issues such as trust, no access to the web application, lack of ease and speed of access to the web application, and others. This highlights the need to protect from exploits involving denial of service (DoS) and distributed denial of service (DDoS) attacks as well as Ransomware attacks for example.
Compliance – Whilst not necessarily a threat, the consequences due to breach of compliance could be a threat. These could potentially be legal action, fines and loss of business.
Brand Protection – A reputable company brand is a mark of trust. Customers are brand loyal dependent on reputation. If the reputation is lost, then the trust can be lost in the brand and customers will place their loyalty elsewhere. This includes looking after customer personal data, business details and payment details, as well as client information databases, correspondence and corporate secrets.

3.0 [bookmark: _Toc70077934]Literature Review

As remarked by Al-Ibrahim and Al-Deen [12], web applications are inherently vulnerable as their access has been made public. Furthermore, web applications have direct access to the back-end data and databases.
Appiah et al [7] observe that there are many moving parts within the business logic and architecture of a website or web application. As a result, there is a large potential for vulnerabilities to be exploited in areas such as the web server containing the client interface and server-side information, the Uniform Resource locator (URL)  that makes a web application known to the client, the connection and communication between the client browser and the application’s server through the Transmission Communication Protocol and Internet Protocol (TCP/IP), the Hyper Text Transfer Protocol (HTTP) that allows the communication and delivery of requests between server and client or the formatting of the data within an application using Cascading Style Sheets (CSS) and Hyper Text Mark-up Language (HTML) that returns a result to be displayed within the client’s browser.
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Figure 9: Workings of a Web Application
[image: ]
Figure 10: Web Application Architecture
This creates the potential for weakness within the web application environment that hostile actors seek out and exploit to access back-end information.
Stuttard and Pinto [13] recognise this, declaring the core and fundamental security problem is arbitrary input, allowing users to manipulate any data transmitted between client-side and server-side.
The principles laid out within the CIA triad are used to safeguard computer resources. They supply a model for software security through:
· Confidentiality (C) – ensuring data is kept private and not exposing sensitive data to unauthorised users or public.
· Integrity (I) – ensuring data remains consistent and accurate over its lifecycle, secured from being altered by unauthorised personnel.
· Availability (A) – ensuring data is constantly accessible for users. 
Mohanty et al [14] purport that if the CIA triad can be implemented in the cloud computing environment, providers can be held accountable for the confidentiality, integrity and availability of user data. Taken a step further, web applications following these principles will prioritise mitigation of vulnerabilities.
As far back as 2011, Li and Xue [15] interpret these further, asserting that a web application should preserve three properties.
Input validity – Given the extent of web programming and scripting languages, both dynamically and weakly typed, it is important to ensure that input is sanitised and validated within its context to ensure the right data type for variables and functions. The principle given is:

“All the user input should be validated correctly to ensure it is utilized by the web application in the intended way.” [15]

State integrity – Hyper Text Transfer Protocol (HTTP) is stateless and web applications are built on this infrastructure. As a result, for certain functionality the application must be made stateful to recognise requests from a single user through a given period. This introduces the concept of “sessions”. These stateful sessions can be maintained either server-side or client-side. The risk is that a session can be at risk of attack vectors, such as session hijacking, tampering with cookie information or even CSRF compromising the integrity of these stateful sessions to potentially expose sensitive information. Therefore, web applications must aim to preserve their state integrity.
Logic correctness – The control flow of a web application functionality is defined within the sequence of operations needed to perform a task through the specific functionality it is designed for, known as the business logic. A web application, however, can be implemented through independent modules. These modules can potentially be accessed directly in any order by a user. This makes it difficult to enforce the control flow across these different modules. Correct business logic is, however, important to maintain functionality for the web application. This is commonly tackled by making resources and actions through an interface accessible to authorised users and constantly checking the session variables or persistent objects within the database for the application state it maintains. The vulnerability here is that interface hiding could allow for an attacker to uncover hidden links to access unauthorised information, or worse, operations, allowing an exploit violating the intended control flow and functionality. Furthermore, if state checks are missing or contain bugs, this introduces logic vulnerabilities to the application. For logic correctness the principle given is:

“Users can only access authorized information and operations and are enforced to follow the intended workflow provided by the web application.” [15]
It is proposed that if a web application fails to fulfil these three principles, this would allow for exploiting vulnerabilities successfully.

[bookmark: _Toc70077935]3.1	Current Measure of Protection for Web Applications

There have been many studies into vulnerabilities and fewer have studied how to protect against exploitation. While there is some study into protecting web applications overall, most specialise on individual vulnerabilities.
However, there are a few organisations that have set out guidelines for security within web applications. In the United States of America, the National Institute of Standards and Technology (NIST) [16] have a Cyber Security Framework which covers all cyber activity and will implicitly include web applications and the internet in general. The framework is built on five principles; Identify, Protect, Detect, Respond and Recover. These can be incorporated into a web application standard:
Similarly in the United Kingdom, the National Cyber Security Centre (NCSC) [17] have created the Cyber Assessment Framework, now on version 3. Within their guidance is a section on secure development and deployment. It contains eight principles to “help you improve and evaluate your development practices”. While this is general to all software development, NCSC acknowledge the automation of system architecture through code whilst mentioning “infrastructure as code” [18] These eight principles are:
· Secure development is everyone’s concern.
· Keep your security knowledge sharp.
· Produce clean and maintainable code.
· Secure your development environment.
· Protect your code repository.
· Secure the build and deployment pipeline.
· Continually test your security.
· Plan for security flaws. [18]
Again, these are good principles to adhere to concerning web application development. However, neither of these sets of principles go far enough.
Two organisations have been formed with the aim of tackling the issue of web application security specifically. Both organisations are non-profit organisations. The Web Application Security Consortium (WASC) [19] are an active community made up from industry experts, practitioners and representatives from organisations internationally, aiming to produce “widely agreed upon best-practice security standards for the World Wide Web”. As a result, one of their projects is the previously referred to Web Hacking Incidents Database (WHID).  OWASP is set up to raise the awareness of the importance of security within web applications. Although this was the original goal, they profess to have become the de facto application security standard. Their projects include the OWASP Top 10 Vulnerabilities [3], the OWASP Web Security Testing Guide [20] and the OWASP Top 10 Proactive Controls [21] among others.
These ten proactive controls are as follows:
· C1:	Define Security Requirements
· C2:	Leverage Security Frameworks and Libraries
· C3:	Secure Database Access
· C4:	Encode and Escape Data
· C5:	Validate All Inputs
· C6:	Implement Digital Identity
· C7:	Enforce Access Controls
· C8:	Protect Data Everywhere
· C9:	Implement Security Logging and Monitoring
· C10:	Handle All Errors and Exceptions.
There is a similarity between all three of these frameworks and as a result all should be considered. Reference will predominantly be taken, however, from WASC and OWASP as these two organisations are specific to web applications, and the OWASP proactive controls [21] will be a point of reference throughout this report.
These are guidelines that often get overlooked as do most non-functional requirements within the agile process [22]. Security historically has not been at the forefront of the development process. Consequently, it becomes an afterthought. Once the development is complete, vulnerabilities are checked through penetration testing when ready to deploy. [23]
Stuttard and Pinto [13] claim that current defence mechanisms should be based on all user input is to be untrusted. This leads to core elements of defence being access handling, user input handling, appropriate defensive measures when recognising attackers and application management. 
[bookmark: _Toc70077936]3.1.1	Access Handling
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Figure 11: General Access Control Model [24]
Handling the access to its information and logic is arguably a primary security requirement so that sensitive information is not exposed to unauthorised persons. This process involves storing credentials for registered users and based on these credentials separate levels of access are permitted to offer different user experiences based on the level of authorisation the credentials allow, meaning that these credentials will be transported over the network. Hoffman [23] suggests consideration is given to the risks involved, mainly through three questions:
“How do we handle data in transit?”
“How do we handle the storage of credentials?”
“How do we handle various authorization levels of users?” [23]
For this Stuttard and Pinto [13] ascertain three important components, commonly used when securing web application access:
Authentication
Simply put, this involves establishing that a user is who they claim to be to give the user an identity. Until there is authentication, a user is anonymous to the web application and the lowest level of trust is afforded. Credentials required for validation will vary depending on security requirements, the basic being a login with two credentials, usually a unique username and a password. For business orientated applications there will be a multi-tier authentication. For these, there may be use of smartcards, authentication codes, RFID readers or challenge-response tokens amongst others. Of course, for some of these methods, cost of resource becomes a consideration and therefore not always the practical or cost-effective option. For the more basic, the least level of protection is the password. The vulnerability would be in the password being discovered by a hostile actor. For this, the password is encrypted for storage in Cryptographic hashes, such as digest, or base64 hash values, of which there is SHA1 or MD5 hash functions. Nowadays, there are multiple authentication architectures, including technologies such as OAuth 2.0 [25] for web application integration [13] [26] [23]
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Figure 12: Cryptographic Hash Values [26]


Session Management
Once a user has been authenticated, a session is created to manage the user’s authentication and track the state of their session within the web application. This also enforces control of the access the user has. Depending on the business logic, for each session a token is issued. This is a unique string that is mapped to that specific session created server-side. The token is issued back to the server through each request. This creates recognition by associating the request with the user. Historically this has been done using HTTP cookies. Chan [27] however, argues that there are security and session management inconsistencies within the use of cookies due to them being stored client-side and kept within the browser’s memory. Similarly, the break in workflow by using the back button for example can cause inconsistencies. There is also the risk of holding the state information, allowing information to be held. Consequently, a web application can keep track of the user across different browsing sessions.
Another form, taking preference in the modern web application is by way of JSON Web Tokens (JWT). These allow “a URL safe means of representing claims to be transferred between two parties” according to the Internet Engineering Task Force (IETF) in their request for comments 7519 [28] It states that
“The claims in a JWT are encoded as a JSON object that is used as the payload of a JSON Web Signature (JWS) structure or as a plain text of a JSON Web Encryption (JWE) structure, enabling the claims to be digitally signed or integrity protected with a Message Authentication Code (MAC) and/or encrypted.”
This was later updated in RFC 7797 to say that “JWTs MUST NOT use the unencoded payload option”. [29]
Within both these session examples, for security, if a request is not made within a certain amount of time, the session expires. [13] [30]
Access Control
Once a user is authenticated and the session is open, whilst receiving requests, the application must handle the access for that user. This involves the authorisation stage dependent on the user. There will be mechanisms in place within the application to decipher the role or level the user holds and allow the user to access the data or perform the actions requested. There will be data and program logic hidden from some level of user that will be allowed by others. [13] For example, lecturers who would have escalated privileges would be able to authorise a loan of media equipment within an inventory application, whereas the student would not be able to perform that action but would be able to book a loan slot that needs to be authorised by the lecturer. Both would have access to the inventory data showing the equipment available. However, only the lecturer would be able to see who has borrowed equipment and how long the equipment has been on loan.
It is important that when this logic is programmed into the application, it is thorough and covers every course of action to avoid vulnerability. There are three main access controls prescribed by Joshi et al [31] that would be suitable to deal with this. Discretionary Access Control (DAC) is a widely used and flexible model within web applications. This model enumerates all objects and subjects, being users or groups, and access rules for each are specified within the mechanism. This grants specific user’s privileges which, when the situation changes, need to be revoked. Mandatory Access Control (MAC) ensures data confidentiality and integrity. This is done by controlling the information flow. Predefined privilege levels are determined in the access decision process allowing subjects and objects to be classified based on these. Users in this situation are given an authority level allowing privileges granted to the level given. Role-based Access Control (RBAC) is considered a more generalised approach [32]. This model can support specific security policies as role hierarchies are formed through role responsibilities and functions allowing user specific security policies. Users can be assigned a role which can be changed if necessary.
These steps will protect the state integrity and logic correctness expressed by Li and Xue [15] discussed in section 3.0. 
[bookmark: _Toc70077937]3.1.2	User Input Handling
As discussed in section 2.1, the greatest attack vector is code injection. Injection is best described by Stuttard and Pinto [13] and Hoffman [23] as unexpected code input or command. The command is crafted to Evoque nonintentional behaviour from the application’s logic. User input is unavoidable, so it is important to ensure this is input safely. Validating the data input is standard practice within web applications. This is a way of ensuring that the data input is acceptable and expected by the web application, for example, ensuring email address inputs contain the relevant format and at the very least include an @ symbol and a domain. Input validation is just one method to handle user input. Different methods work for different situations and types of input. Sometimes a combination of methods is the best option. [33] [34] [35]
In situations where the user input is more arbitrary and not guaranteed as safe, it is harder to validate. A more commonly used method in this case is a method known as sanitisation. This involves a process of removing potentially harmful or malicious characters to leave only what is safe. Furthermore, the input could be “escaped”, involving a method of encoding the data suitably, as in the case of protection against XSS, the input would be HTML-encoded before being embedded into the web application pages. [36] [13]
Further to these methods, there are others such as a negative security model known as “Reject Known Bad” or “Allow All but Known Bad”, which creates a blacklist of known input patterns used in attacks and exploits and blocks any input matching that criteria, helping to prevent exploits such as zero-day attacks. Conversely, a positive security policy known as “Accept All Good” or “Reject All but Known Good” can be used, creating a whitelist of expected and suitable input formats, blocking any input not matching the criteria. [13] [37] 
In some cases, malformed inputs can be the same as the expected input submitted, for example changing an account number within a hidden field. In this situation semantic checks are used. These checks will validate user information and credentials to ensure that, in the case of the example, the account number belongs to the user submitting the request.
The modern web application involves multiple processes, functions and dependencies as well as interfaces. This presents trust boundaries. Whilst client-side checks performed validate the data coming in, it is difficult to validate input against all mechanisms together effectively. A Web Application Firewall (WAF) [37] [38] can enforce policies to cover a lot of these, however the server-side trust boundary needs protection. Boundary validation can provide this by validating information transmitted to server-side. In this process each component performs a validation check as the data passes through each of these trust boundaries. [13]
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Figure 13: Example of Boundary Validation [39]
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Figure 14: An Application Function using Boundary Validation at Multiple Stages [13]
This ensures that input validation is conducted and completes the principles set out by Li and Xue [15] in section 3.0.
[bookmark: _Toc70077938]3.1.3	Attack Recognition and Defensive Measures
A secure application will have mechanisms inbuilt to be able to handle an attack and react to it in a controlled manner. Stuttard and Pinto [13] suggest that this is handled in four ways.
The first of these is error handling. It is assumed that there will be unanticipated errors on deployment of an application, through a user’s activity or input, or by the interaction of a hostile actor that will throw errors when the application is under attack. The application should recognise an error and in a defensive process, an exception or suitable error message should be presented to the user, and the application should recover from the error. Messages with too much information in this situation could provide valuable reconnaissance material to a hostile actor and aide their endeavour. For this reason, a system generated unhandled error message for example is not secure. Therefore “Try–Catch” blocks of code are used, and checked exceptions handle the errors safely and appropriately and supply less informed error messages. [40]
The second mechanism is through audit log management. The management and maintenance steps as suggested by OWASP involve:
1. Log generation
2. Transmission
3. Storage
4. Analysis
5. Disposal
6. Regular effective analysis of log data
7. Protecting the confidentiality, integrity and availability of the log
A log of this nature can provide administrators with information such as vulnerabilities that have been exploited, unauthorised access gained, unauthorised actions performed and potentially an attacker’s identity. Commonly logged data includes client requests and server responses, especially authentication request attempts. This will also show if a logon has been successful or failed and any change of details such as password as well as any other account activities; usage and key transactions which will include payments and funds transferred; operational actions such as blocked access attempts or application failures, changes to configuration or application start up or shut down. Logging these details would build a good picture of application operation, exploits, compromises or failures. For security however, it is important to protect these logs as they are an invaluable source of data for a hostile actor, providing information such as session token data and request parameters, compromising the security and enabling hostile actors to exploit these compromises. [41] [42]
As part of an Intrusion Detection System (IDS) [43] [44] or even a WAF, the functionality would be provided for logging. They would also provide functionality for the next mechanism which is to alert administrators. Whilst a log will allow retrospective investigation and analysis of a security incident, there are incidents of great risk that would warrant alerting administrators in real time. This would allow immediate mitigation and remedial action such as blocking IP addresses or user accounts that is facilitating an exploit. There may even be situations where there is a need to take the application offline to allow investigation and remedial action. Events that would trigger an alert could be anomalies such as abnormally large amounts of requests from a single source, business and logic anomalies such as large transaction amounts from a single account, inputs containing known injection code strings and requests with modified data that would normally be hidden from ordinary users.
As a defence-in-depth mechanism, if unusual activity is recognised, there may be functionality within the application to deter a hostile actor and thwart an attack. This could be to respond slower to the user requests, end a hostile user’s session so they will have to log in again or further, perform more steps in order to carry on. Whilst on their own, these are not full proof, it adds to an arsenal of security measures, potentially slowing exploits down allowing administrators to act. [13]
[bookmark: _Toc70077939]3.1.4	Application Management
As alluded to in section 3.1.3 there needs to be administration and management of the application throughout its lifecycle to keep it secure and to maintain its integrity and functionality too. The focus for this review is security however, and there are ways to ensure this throughout the development and the application lifecycle. For this, OWASP provide guidelines in the Web Application Security Standards (WASS) [45]. This provides a reference to ongoing testing and standards allowing the application to be maintained to these guidelines. This will include ongoing steps to:
1. Administrate the application, including permissions and access.
2. Maintain the configuration for functionality.
3. Maintain and analyse the logs.
4. Maintain the security configurations.
5. Monitor security and take remedial actions when they are needed.
Whilst these are all functions in managing the application, they can also be a vulnerable attack surface as most of these are implemented within the application architecture and could be accessed through the same interface. Should a hostile actor gain access to the administrative authority, this leaves a vulnerability that could exploit very useful information and the whole application could be compromised to hostile control through the server. As a result, security on the administrative side should be as high a priority as the security of the application face itself.
In considering this important assertion, Stuttard and Pinto [13] discuss the importance of developers understanding the methods that hostile actors use to exploit a web application. Hoffman [23] concurs with this view in believing it is important to understand the web application surface area, especially the attack surface, and understand how this can be mapped and analysed by hostile actors. Furthermore, it is agreed that it is crucial knowledge to understand techniques being used for attacking and exploiting web applications. His book goes on to say that by understanding hostile actors’ methodology, it is possible to prioritise defences and hide application logic and software architecture from hostile actors.
Hoffman [23] also asserts the importance of handling data in transit. To reduce the risk of a hostile actor performing a “man-in-the-middle” attack [46] the data in transit should be encrypted end to end. The two most prominent current methods for this are cryptographic protocols named Secure Socket Layer (SSL) and Transport Layer Security (TLS) [47]. Satapathy and Livingstone [48] establish that these provide a level of authentication and security, although not without their own vulnerabilities. Both Hoffman and Satapathy/Livingston agree however that SSL is much more vulnerable than TLS and therefore as a cryptographic protocol holds less integrity.

[bookmark: _Toc70077940]3.2	Web Application Security Testing Methodology

Security testing is common in web application deployment, and penetration testing [49] is common practice in both networks and web applications. As observed by OWASP, software is generally tested after release, thus deploying a potentially vulnerable application, at least for a short while. OWASP have explored the idea of incorporating testing into each phase of the SDLC and to consider a security bug to be like any other bug in the software. [50]
For reference, guidance and metrics to testing methodology, there are two highly respected independent sources. OWASP Application Security Verification Standard (ASVS) provide the WASS as discussed in section 3.1.4 while the Open Source Security Testing Methodology Manual (OSSTMM) is produced by the Institute for Security and Open Methodologies (ISECOM) [51]. This is a good cross reference to the OWASP Testing Guide version 4 [50]. As observed by Sedek et al [52], testing of the OWASP top ten vulnerabilities using the OSSTMM showed the trustworthiness of an application was strengthened through use of OWASP guidelines.

[bookmark: _Toc70077941]3.3	Test Driven Development

While the methods of monitoring, analysis, testing, authentication and authorisation mentioned in section 3.1 and 3.2 all play their part in lessening the attack surface, there is consideration needed to be given to lessening the attack surface through the development and writing of secure code as a result of test driven development (TDD) [53] [54]. In short, the TDD process is a commonly used process within Agile software development that involves initially designing and writing unit tests, and then developing the code to pass these tests in order to impact software quality and developer productivity through iterative refactoring. [54] [55]
Sedek et al [52] concur with OWASP [50] by using the guidelines throughout the SDLC. It is therefore reasonable to conclude that by applying testing as per OWASP WASS and OSTMM guidelines and combining this with the recommendation of applying security requirements testing throughout the SDLC, it is possible to use software testing tools to develop an Agile process test driven development methodology to incorporate a security aspect. This will integrate security all through SDLC by allowing consideration to be given from the requirements analysis and design stage to create a Secure SDLC (SSDLC). This SSDLC will help to reduce further delays and potentially cost and maintain a hard-earned reputation within business [56]. As concluded by Jaiswal et al [57] through their questioning, designing security into the application will aim to minimise the vulnerabilities from the outset using Agile techniques thus creating a more secure application.
These views are strengthened by analysing Microsoft’s Security Development Lifecycle (SDL) [58]. Microsoft seek to define their security architecture from the design stage and document elements of the attack surface thus showing the importance of considering security from the outset. Further, during the implementation stage, coding and testing standards are applied. A combination of static analysis tools and manual code review ensure security is integrated into the SDLC [58]
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Figure 15: Microsoft SDL Overview [58]
By following an Agile process of TDD, it should follow that clean, secure and testable code is written.

[bookmark: _Toc70077942]3.4 	Web Application Testing Tools

Writing tests for web application security is challenging due to the complex architecture and dependencies as well as API integration and even integration of software development kits (SDK’s). These create custom, dynamic environments with multiple functionalities. Therefore, it is important to consider at this stage, the use of tools available for testing security within web applications to span a wide range of functionality within an application and focus solely on vulnerabilities within the application structure that could be exploited. [57]
By using automated testing tools from the start of the process, this would provide more coverage and allow the tester to identify weaknesses in order to create tests based around those weaknesses. This in turn would focus on specific code or functionality where a vulnerability could be exploited to create unit tests. [22]
Within web application security testing, there are three main methods used.
[bookmark: _Toc70077943]Static Analysis Security Testing (SAST)
SAST tools are the equivalent to white box testing, analysing source code and executable code to test logic and uncover vulnerabilities across the whole application. It is also possible to review configurations of applications with a SAST tool which may give rise to false positives or false negatives which may then require a manual check.
[bookmark: _Toc70077944]Dynamic Analysis Security Testing (DAST)
DAST tools are the equivalent to black box testing, analysing the functionality side of the application independent to the code logic and language. This tests source inputs by analysing language to discover the attack surface across the interface of the application. This does require the application to be running to be able to test.
[bookmark: _Toc70077945]Interactive Analysis Security Testing (IAST)
IAST is a white box method that interactively analyses the code of the application through execution, based on runtime information. In this way, it is almost an amalgamation of SAST and DAST and run real time as it is integrated into all the layers of the application and operates server side. IAST is a little more complex and resource heavy however, it will generally have less false positive than the SAST method. [59]
The approach here is to use a combination of SAST, DAST and IAST tools at every stage of the SSDLC as they all serve a purpose through the process. A comprehensive analysis is therefore conducted and keeping the focus on the security of the application. [56] [59] [60]
For consideration of the tools available to test, lists are available produced by OWASP [20] and categorised into SAST tools [61] and DAST tools [62]. There is also an evaluation of tools by the Web Application Vulnerability Scanner Evaluation Project (WAVSEP) [63] as well as benchmarking studies by Higuera et al [64], Nunes et al [65] [60], Antunes and Vieira [66] and a study on combining SAST, DAST and IAST by Tudela et al [59].
For this study, the focus will be SAST and DAST only due to the complexity of IAST. Therefore, further consideration was given to Snyk Code [67], DefenseCode Thunderscan [68], HCL for CodeSweep [69] and AppScan [70] and SonarQube [71] for the SAST options. For Dast options, consideration was given to BurpSuite [72], Arachni [73] and Owasp Zap [74] for the use within the TDD process.
[bookmark: _Toc70077946]3.5	Findings
It can be concluded from the research that it is important to secure web applications across the internet. Exploitation is prevalent and the cost is huge. OWASP and other organisations provide guidelines however currently there is no regulation to meet. Following principles and guidelines provides direction however there is a need for security to be considered through the whole of the development lifecycle and there is an ability to produce a working protocol for this through a test driven development methodology.


4.0 [bookmark: _Toc70077947]Research Methodology

This project is a development project which involves investigative research, design, development and testing of a web application using established development methods. Further, it is to establish the feasibility of the use of security testing tools within these established methods to integrate the consideration and mitigation of security vulnerabilities within the SDLC, incorporating security into the TDD process.
While deciding on the research methodology for this project, three main paradigms to be considered were case study, experimental project, and developmental project.
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Figure 16: Research Philosophy using the Research Onion [75]
The study is initially investigative, developing a web application using the methods investigated, and evaluating the development and body of work surrounding it. Consideration was given to the research philosophy, approach and strategies to establish the paradigm.

[bookmark: _Toc70077948]4.1	Research Philosophy

It is considered that this is a development project following a positivist paradigm, however, a pragmatic approach will border on the phenomenology paradigm. The reasoning behind this is firstly that there is an objective investigation into current security vulnerabilities and methods of mitigation and security in web applications. Secondly the research is producing an independent assessment of the current measures to securing web applications to prevent risk. Thirdly the focus of the study is factual investigation of security testing tools. The fourth reason is that critical evaluation of the development process and methodology in a search for causality and fundamental law is conducted. And lastly a web application is developed to evaluate the testing tools within a TDD process conducts a test against a hypothesis. [76]

[bookmark: _Toc70077949]4.2	Research Approach

There is a strong reliance on previous studies and theory for the research conducted through the analysis of documents and a thorough literature review. From the research conducted a hypothesis was formulated to influence the development of the web application. The empirical data obtained from evaluation of the process and testing of the tools hold the hypothesis to be true or false. This created a deductive approach to the study, however, as there will be a cross-over to an inductive approach due to investigating vulnerabilities within web applications so a hypothesis can be formed. The deductive approach is then used to verify the hypothesis against the results. This created a pluralist approach to the work. [76] [77]

[bookmark: _Toc70077950]4.3	Research Strategies

The research conducted follows a deductive approach that satisfies the three main objectives:
· Investigation of current and past studies to establish the common vulnerabilities associated with web applications, current defence strategies and mitigation, and identification of appropriate security testing tools to be used during development.
· A review and analysis of documents produced by OWASP, NIST, WASC, ISO and ISECOM to understand current testing methodology and processes and to evaluate the effectiveness of integrating these measures into the TDD methodology.
· The development of a web application to test security testing tools through the TDD process to be able to allow an evaluation of the tools used and the process through iterative testing.
[bookmark: _Toc70077951]4.3.1	Data collection
Within the initial investigative literature review, there is the curation of secondary data in the form of studies conducted and published in academic papers such as journal articles and conference proceedings as well as books and electronic sources. These are shown within the bibliography and cited within the literature review. This establishes the hypothesis for the feasibility of incorporating security testing into the TDD process as well as recognising current measures for testing and mitigation. As the application has been developed, there is primary data collated in the form of test results that are evaluated to prove the feasibility of the incorporation of security testing into the TDD.
[bookmark: _Toc70077952]4.3.2	Suitability
Careful attention has been given to ensuring that the objectives have been met and that the literature used within the review stage is credible, reliable and valid. By ensuring that the source is academic it is analysed as to whether it is produced independently or for an organisation, evaluating the motive and purpose through critically analysing the data supplied through premise and reasoning throughout the narrative. Furthermore, there will be analysis to trends through the data.
[bookmark: _Toc70077953]4.3.3	Generalisability
It is ensured the data has maintained generalisability through ensuring that the theories and results reviewed are applicable across the board, and that tests are able to be scaled to other processes. Finally, the concept has been accurately measured against correct and intended theories. The time horizon for the testing is short term and not longitudinal so that the results give a snapshot evaluation of the tools and process.
[bookmark: _Toc70077954]4.3.4	Data Analysis
Observing the data from an objective point of view allows for a quantitative evaluation as opposed to a qualitative study, through the positivist paradigm to discover generalisation in the results and prove a hypothesis that it is feasible for security to be incorporated into a TDD process.

[bookmark: _Toc70077955]5.0	Development Methodology

It is proposed that security is integrated into the process through every step of a TDD process as shown in Figure 17:
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Figure 17:Proposed Development Methodology
	
[bookmark: _Toc70077956]5.1	Security Goals
The goal of the development within this project is the testing of the security with the aim to mitigating the top ten vulnerabilities as defined by OWASP [3].
[bookmark: _Toc70077957]5.2	SDLC Methodology
For the development of this project there are four main methodologies considered for the SDLC. These are:
Waterfall is a linear sequential methodology with each step dependent on the deliverables from the previous as the name would suggest. This is found to be useful on larger projects. [78]
Agile creates an umbrella under which are numerous frameworks and principles to create methodologies based on Agile values and principles. These include:
a. Extreme Programming
b. Scrum
c. Lean
d. Dynamic Systems Development Method (DSDM)
e. Kanban
f. Rapid Application Development (RAD)
g. Test Driven Development (TDD)
h. Feature Driven Development (FDD)
The idea is that a minimum viable product is produced through a short iterative process over a set time period and added to over each iteration. [78] [79] [80] [81]
DevOps follows the Agile principles and is focused on the continued integration of software, focussing on a pipeline optimisation. [80]
Spiral is a risk-driven cyclical approach that will incrementally grow the scope and implementation of a project. 
The agile practice of Test-Driven Development (TDD) is adopted as a methodology for the development of this project.
While agile practices are designed to be short iterations, TDD is an iteration of steps that are:
1. Running the tests.
2. Allowing the code to fail.
3. Correcting / writing the code.
4. Code passing tests.
5. Refactoring code.
Of the methodologies considered, the advantages to TDD are the iterative process of testing then writing code as well as the ability to automate testing within the practice. Whilst tests can be written for functionality and logic within the code, that is outside of the scope of this project. The focus is security thus the testing to be analysed within this project will be security tests, mainly automated SAST. From failing the testing, the code is adapted or re-written to correct the vulnerability and this will be iterated until passing the testing to show no vulnerabilities, allowing the refactoring of the software in short bursts through the iterations.
As per the hypothesis for security driven TDD, there are advantages to this method over waterfall for example. Agile methodology, by definition, is more flexible. The analysis of tests can be continual, meaning that a vulnerability can be found and remedied immediately at any stage or iteration of the process. In a waterfall methodology there is seemingly a more cumbersome approach in that the deliverables within that step would be tested on completion of the step. This would mean later detection and greater changes potentially causing delays within the process.

[bookmark: _Toc70077958]5.3	Resources

As this is a web-based development project, hardware resources are minimal. The use of two laptops will be sufficient, one running Windows OS and the other a Linux based OS, in this case Kali Linux. Furthermore, a stable wifi connection is used, and protected through firewall and a Virtual Private Network (VPN). Backup will be performed on an external hard drive to be plugged into the USB port of the laptop and a USB3 solid state memory stick, whilst cloud storage will add an additional backup.
Including operating systems (OS), the rest of the resources are software based, and open source, or in the case of SAST tools, free trial. These are listed as follows:

[bookmark: _Toc70077959]5.3.1	Operating Systems
Three systems are used throughout the project. These are:
· Windows 10
· Kali Linux version 2021.1
· Ubuntu for Docker version 18.04

[bookmark: _Toc70077960]5.3.2	Applications
These are programs used either locally on the pc or in the cloud. These are:
· Visual Studio Code version 1.55.2 - this includes many plugins or addons, of which one is HCL “AppScan CodeSweep” to run SAST analysis over the source code, frameworks and dependencies used. The advantages are that it is open source, easy to use with the ability to program and manage Node, Docker and Git through the terminal, and a nice-looking easy interface to use.
· Docker – this is used to “containorise” the application to allow virtual development, running and sharing. The advantage to this is the ability to virtualise a network to be able to implement the application easily. 
· Mongodb – this is what is termed as a “NoSQL database” meaning it is a document database using a JSON like format. This will create and control the back-end database function. The advantage to this database is that it is very flexible and easy, allowing a non-structured way to build a database. This makes it fluid to adapt with the development of the application yet allows the addition of schemas to provide a form of structure.
· Github – This is a platform for hosting code. It can track changes within the development and control versioning. It also allows collaboration in a lot of development cases. The advantage to using this is a simplified backup system to store each iteration chosen to commit. It is hosted on the web and provides an easy to use UI along with good integration with Visual Studio Code.
[bookmark: _Toc70077961]5.3.3	Frameworks
These are essentially code libraries to be used in constructing the application, commonly used in development and open source. These are:
· Node Package Manager (NPM) – this is part of the NodeJS framework allowing packages or dependencies to be installed and managed within the application. As with most modern applications, this project will integrate dependencies and packages using NPM. The advantage to this being that it is a very common package manager used in the industry with a vast library.
· VueJS – this is a framework for building web application user interfaces using Javascript code. This will be used to develop the front-end of the application. The reason for using this is that it is very similar to React or NodeJS but has advantage of being a complete framework rather than React being a library you can build into a framework. VueJS is a well-documented framework and easy to learn. It is ideal for smaller projects but with room to scale up to larger ones, as well as being familiar to the author of this report in that it decouples the traditional HTML, CSS and Javascript into separate concerns as opposed to using JSX format as in ReactJS.
· Apollo – this is a state management library with a web-based application that allows a schema registry framework to manage queries and mutations for GraphQL both locally and remotely. The advantage to this is that it provides communication through the dependency and the UI is a simple and clear environment to track all communication and data, using GraphQL, in one place.
· GraphQL – whilst not strictly a framework, this is a data query and manipulation language that can be used with API’s and existing local data between front-end and back-end. The advantage to this form of communication is the universal ability to query and manipulate both then above mentioned with ease and the compatibility within the frameworks that it affords.
[bookmark: _Toc70077962]5.3.4	Security Testing Tools
The focus of the scope is towards SAST and DAST tools and as a result two of each have been chosen to test and analyse the application. The choices were made based on the all-round ability of the tools as other tools investigated were more specific to certain vulnerabilities. The chosen tools are:
· HCL AppScan – this is a SAST tool with a web-based user interface (UI) that will allow code to be imported and scanned for vulnerability. This supports the Visual Studio Code version and HCL carry a vast library of vulnerabilities built up through manual verification and automated AI. A table of potential threats taken from the rules set for the Visual Studio plugin “CodeScan” will be shown in the appendix. The advantages here are the vast library of vulnerabilities through code, the ease of use through automated scans within Visual Studio Code and the recommendations for correction and mitigation.
· Snyk – this is a SAST and DAST tool providing a web-based UI with a database of vulnerabilities in the same way as HCL. They also provide a Visual Studio Code plug-in in the form of “Snyk Cost – Security Scanner”, although not integrated in the same way as HCL. There is also the use of “Snyk Code” in the UI and “Snyk OpenSource” to analyse dependencies and libraries within the application. The adavantages here are the same as Appscan, and the easy web-based UI to be able to upload source code for scanning. Whilst Snyk cover all testing, it is a paid application and so will be used for the open source aspect, analysing the open source dependencies within the application to compliment HCL AppScan.
· OWASP ZAP – this is an open source DAST tool operating through a proxy to analyse the surface of applications for exploits through scanning for vulnerabilities. This is mostly automated although can manually analyse application surfaces. This is done through either a desktop UI or an integration to the browser, providing a dashboard to work from. The advantages are the ease of use with the web-based dashboard, and the automation of the desktop UI with the ability to open the browser from within the UI. Being open source, it offers a comprehensive functionality for free.
· PortSwigger BurpSuite – this is a DAST tool that works in a similar way to OWASP ZAP, however it is limited to a desktop UI. This is very similar to OWASP ZAP although slightly more cumbersome, and a little harder to learn. The features within the professional version are comprehensive, whilst providing workable functionality in the community version, it is limited in comparison.

[bookmark: _Toc70077963]6.0	Design and Implementation
The application is designed based on two criteria. The first is the requirements to build the application through user stories and requirements analysis. The second is the evaluation of the process of security incorporated into TDD through the analysis of the tools, as per the objectives, to evaluate the hypothesis as discussed in Sections 4.3.4 and 5.0.
[bookmark: _Toc70077964]6.1	Requirements Analysis
The application is an inventory application for a college to enable to students to view the equipment within a media department and allowing them to be able to book a loan for the chosen equipment. In the same way, lecturers must be able to login and view the same and authorise the loan for the student. This highlights the importance of the security framework for the application.
The first OWASP proactive control is C1: “Define Security Requirements” [21]. These requirements are properties being satisfied for the application security functionality. These may come from industry standards or a history of known past vulnerabilities.
The scope of the analysis for the benefit of the project is aiming at the evaluation of conducting ongoing testing through the development to enable secure code, protecting against the OWASP top ten vulnerabilities. As a result the requirements of the application will be to contain vulnerabilities to test and mitigate in order to meet the functional requirements of the application on its completion.
[bookmark: _Toc70077965]6.1.1	Risk Definition
The risks will cause vulnerabilities to occur. These will be insecurely written code as part of the application program development along with plugins, frameworks and add-ons, to include API’s, operating toward the functionality of the application. In addition, server-side data storage and data-in-transit have inherent risks. The way that data can be poorly stored on the server, and the way in which it is transferred to client-side. This especially considers non-encrypted sensitive data-in-transit. This includes username and password authentication for example, where the data could be passed through HTML requests.
Whilst ordinarily, the aim is to mitigate the risks, within the scope of this project the risks provide a test base for the SAST tools used. The larger risk for this project is that there are no vulnerabilities, causing a lack of results to analyse and evaluate. Whilst an awareness of these risks is important, for the benefit of this study there is no mitigation within the design for the reasons given.
[bookmark: _Toc70077966]6.1.2	Risk Analysis
A risk analysis is conducted taking into consideration the vulnerabilities because of the risks identified, the severity of the threat they pose and the consequence as a result. There are several ways to project this, although the proposed way would include mitigation to feed into the security mechanisms and be incorporated into the design. For this project however, risks are left for the effective evaluation of the testing tools.

	Risk
	Vulnerability
	Severity
	Mitigation

	Weak Dependency
	CSRF / XSS
	Medium
	Ensure latest versions are installed

	API Data Transfer
	Injection
	High
	Encrypt data / 
Sanitisation of Data

	Data Storage Server Side
	Injection / Sensitive data exposure
	High
	Encrypt sensitive data / Input sanitisation

	Authorisation through Username / Password
	Sensitive Data Exposure
	Medium
	Encrypt passwords / Use variables for data

	
	
	
	


Table 3: Risk Analysis Matrix

[bookmark: _Toc70077967]6.1.3	Security Mechanisms
Security mechanisms are proposed to be considered at this point to mitigate any risk of vulnerability, allowing tests to be written, or in this case the rules to be written within the testing tools. A table of rules and information backing up those rules will be supplied within the appendix. An example of this would be password hashing and using protected variables for sensitive data such as passwords. Within the scope of this study however, they are not implemented to allow for effective testing of the chosen SAST tools.

[bookmark: _Toc70077968]6.2	Design
The idea for the application developed from a discussion with a lecturer from a local college. A cumbersome paper-based system is still used to record the inventory of the media department and the loan of equipment to students. There is a requirement to automate the system through an application that will be deployed for the staff and students to easily use and for the staff to keep a more efficient trace of equipment. Whilst considering the requirements for the application it was thought that the need for security within the application would be paramount considering the sensitive data, authentication and authorisation issues it would have.
The design of the application follows the Agile practices, producing user stories and UML timeline diagrams. By using these practices, it is easy to overlay the security concerns at the right section of the logic designed, and therefore allow for mitigation of vulnerability. For this project however, they will serve as an expectation for the evaluation of the SAST tools.
[bookmark: _Toc70077969]6.2.1	Risk Modelling and UML Design
Following the Agile methodology with UML design, user stories were drawn up to design the application. The main consideration overriding these stories were the integration of security and so an overlay to the stories allowed the security function to mitigate any vulnerabilities from the functionality of the user story. This could then feed into the consideration of tests for the specific risks defined. An example of this is around the login and authentication of the user as well as the authorisation level afforded that user as shown in the user stories in Figure 18:
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Figure 18: User Stories with Security Considerations Threaded In

This feeds through to the UML system design, ensuring that the security functionality is fed through in the same way.
[bookmark: _Toc70077970]6.2.2	Testing and Metrics

The tests are conducted following a TDD process, running through 10 iterations of the application development to give a snapshot of the application test results. Each file will be analysed as it is saved to reveal bugs that would potentially create vulnerabilities within the application.
The testing takes place in a cycle of six steps to ensure consistency.
1. Add code to GitHub branch. The code is added as a branch labelled by its iteration so that the branch can be checked out if needs be for consistent repeat testing.
2. Save each file in turn. Each file on save is analysed by the SAST tool, so this could be repeated on checked out branches to emulate the test again.
3. Analyse the SAST scan. The code is analysed through SAST using “HCL AppScan CodeSweep” within VS Code adhering to pre-configured rules for finding the bugs and vulnerabilities. For evaluation of the tools, the rules were left pre-configured to their default rather than configure them manually, however it is possible to set the rules to suit the project.
4. Scan using second SAST tool. “Snyk Open Source” analyses the dependencies imported through the file code and Node Package Manager to reveal potential vulnerabilities within those from a pre-populated database of known vulnerabilities within dependencies and frameworks. As each import is included into the application Snyk scans it for vulnerabilities and reports immediately. Furthermore, ‘snyk monitor’ can be run through the terminal and that will give a snapshot of the dependencies analysed showing any vulnerabilities. This is shown through the web based Snyk UI for review.
5. Analys the application surface through DAST. With the localhost servers running, a DAST is performed to show any vulnerabilities through simulating a crawl using OWASP ZAP to gain information of any attack vector available. This completes an iteration timebox to close any loopholes left through the test-driven code.
6. Commit any branch changes to GitHub. This allows access later should the tests need to be reproduced, providing generalisability.
Through these steps it reflects a test-driven environment as the rules and databases are written prior to the code. The code is then written to pass the testing and analysis in iterative cycles takes place, akin to unit testing.
The metrics recorded are based on the code analysis for the evaluation of the tools and process. They will be the type of test conducted and the tool used. This will feed into the number of vulnerabilities found per tool, per analysis type and per iteration, the severity of those vulnerabilities, and the classification of the vulnerability according to the OWASP top ten. The severity and classification can then be shown as a percentage of the total number of vulnerabilities. These will be analysed through each timebox to measure the effectiveness of testing through the iterative TDD process.
[bookmark: _Toc70077971]6.3	Implementation 

An application has been developed to a stage that ten iterations of testing can be performed as a short-term snapshot of the process. The code was saved at every iteration stage and committed to GitHub in branches to allow a consistent call for retesting. No corrections in the code were made on the first testing cycle. This is to allow for the consistent comparison of the tools to show if there is any change through the iterations. Once this is completed, tests are conducted through the same ten iterations, with corrections to emulate the TDD process and allow code refactoring. This allows for a fair and balanced evaluation of the process.
[bookmark: _Toc70077972]6.3.1	Scope
The scope for HCL AppSweep analysis excluded node_modules folders as these were covered by Snyk analysis. Package.json files were also excluded from testing along with GraphQL frontend files. GraphQL backend querie and mutation transcript (.ts) files were included.
[bookmark: _Toc70077973]6.3.2	Implementation Challenges
There was an initial challenge in setting up the tools. Getting all the rules to save correctly in the case of HCL AppScan was slightly problematic, however it was a straightforward process once it became familiar. SonarQube was very hard to follow and convoluted in the way it is downloaded and set up. This led to it not being used as it would not run with any ease on either the Linux or Windows systems. The tests themselves were effective. Snyk provided a different analysis scan that acted well as a complementary analysis providing an overall comprehensive analysis within the application code. OWASP ZAP then closed the loop well by testing the attack surface as mentioned. This required the development server to be running so the application could be tested through proxy, arguably breaking the development workflow slightly. Throughout the development however, for trial and testing purposes, the development server was left running frontend and backend to enable testing of functionality as well as DAST. This did reveal minor attack vectors through automatically written files such as Robots.txt for example. Of all the tools considered these three complimented each other well within a development scenario providing an all-round testing environment.
The tools though were limited to an extent. There was no ability to analyse picture or logo files. This was an oversight in the consideration of testing tools as a lot of files are logos and pictures within a web environment. In the instance of the inventory application, there are a lot of pictures or photographs that will be used for the equipment. Whilst these are photographs taken within the institution of their own equipment, the oversight is that consideration should be given to the ability to add to or change these.
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Figure 19: Example of AppScan CodeSweep Rules and Program Languages Covered
[bookmark: _Toc70077974]6.3.3	Installation and Implementation of Tools
There is an ease to integrated software such as HCL, and to an extent Snyk as they were easy to install from the Visual Studio Code extensions library  [82] directly into the application. These are also well supported through documentation. Snyk also has great resources through Snyk.io [67] with an attractive UI dashboard for support.
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Figure 20: Installation of HCL Appscan through Visual Studio Extensions Marketplace
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Figure 21: Snyk Vuln Cost - Security Scanner through Visual Studio Extensions Marketplace

[image: ]
`Figure 22: Snyk Web UI showing the Dashboard
As discussed in section 6.3, the application is developed for the evaluation of the testing tools, providing some security driven features such as login using authentication and authorisation for two levels, lecturers and students. This allows for the security tools to analyse the code providing the functionality to identify vulnerabilities. Figure 22 shows the two levels of authorisation demonstrating the authorisation and authentication, allowing the lecturer the ability to edit the inventory as well as book.
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Figure 23: Prototype of Login page and Dashboards for Student and Lecturer View

Whilst developing the application it was considered that there needed to be some vulnerable code to be able to test. As a result, hardcoded information was included to allow for the analysing to read. This is seen through HCL identifying the code to be vulnerable as seen in Figures 23 and 24.
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Figure 24: Vulnerable Code showing Hardcoding of Sensitive Information
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Figure 25: Visual Studio Code Screen showing AppScan CodeSweep Analysis Revealing Vulnerable Code

 HCL AppScan CodeSweep analyses each file in turn against the set rules once it is set up to automatically run. As Figures 24 and 25 show, potential vulnerable code is then highlighted, and warnings given. When the highlighted code is chosen, there is an option for further information that shows in a separate window to advise on the vulnerability, offering suggestions for mitigation. This produces a seamless test-driven process within the development.
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Figure 26: HCL AppScan CodeSweep Information Box for Vulnerabilities
Snyk compliments the development of secure code by analysing the dependencies and frameworks within the command line interface, highlighting the dependencies like HCL highlighting the code. As an import syntax is written, or a file is opened with import syntax already implemented, Snyk scans the dependencies being imported, either showing a tick for a secure dependency or showing vulnerabilities within the code file.
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Figure 27: Snyk Open Source scanning Imported Dependencies for Vulnerabilities
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Figure 28: Snyk Dependency Analysis Showing Secure Dependencies
A final scan is then run with Snyk through the terminal using the command “$ snyk monitor”. This creates a scan of all dependencies producing a snapshot to be viewed within the Snyk web UI. 
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Figure 29: Snyk Web UI Displaying Dependency Vulnerabilities
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Figure 30: Snyk Web UI Displaying Supporting Information of Vulnerability

Through that, there are automated fixes with pushes to GitHub, completely integrated with the development environment.
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Figure 31: GitHub Integrated Repair by Snyk

The last stage of implemented testing is the dynamic analysis (DAST) using OWASP ZAP. The localhost development servers are opened and OWASP ZAP desktop application is deployed. For this process, the automated test is run to crawl the application surface, however as an acceptance test, a manual penetration test can be performed alongside this.
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Figure 32: OWASP ZAP Desktop UI automated scan setup
Once the development application has been scanned, a list of vulnerabilities to the application surface is produced. Once again, there is supporting information to the results showing where and how it is manifested.
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Figure 33: OWASP Desktop UI with Found Vulnerabilities, Highlighting Private IP Disclosure

An iteration of testing is completed here ready for the re-writing of code to mitigate the vulnerabilities.

[bookmark: _Toc70077975]6.4	Results Analysis

The ten iterations of tests delivered a level set of results, showing a change in the number of vulnerabilities found differing around the beginning but levelling from the sixth iteration onwards. This varied from thirty vulnerabilities through the first iteration, falling through the second and third iterations to half the amount. There was a rise through the fourth and fifth iteration to level off from the sixth iteration through to the tenth at around twenty per iteration with a slight spike on the tenth. This was to be expected as from the outset, there is considerable change to the programming logic of the application to input the functionality, whereas later in the iteration stages there is smaller change to tweak the functionality or look. As a result, of the thirty vulnerabilities found in the first iteration, just over 73% were discovered using the SAST tools and of the total number across the ten iterations, this was over 59% with an average number of vulnerabilities found per iteration being just over twenty-one and a half.
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Figure 34: Number of Tests per Type

Furthermore, of the two static analysis tools used, HCL AppScan discovered a higher level of vulnerability, revealing almost 45% of the vulnerabilities overall through the analysis of the source code.
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Figure 35: Number of Vulnerabilities Discovered per Testing Tool

Of the vulnerabilities discovered, just under 26% over all were severe vulnerabilities, varying over the ten iterations. This follows the trend pattern of the overall vulnerability discovery. The highest level of severity across the data is the moderate vulnerabilities at just below 35%.
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Figure 36: Number of Vulnerabilities by Severity
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Figure 37: Overall Distribution of Severity

Using the OWASP top ten categories, the overall analysis showed code injection to be the highest risk at over 29%, with security misconfiguration being second at over 27% of the overall vulnerabilities recorded. Over the first two iterations, XML External Entity vulnerabilities stand out, disappearing from the fourth iteration onwards. It is worth noting that sensitive data exposure runs consistently through the ten iterations and accounts for around 13% of the overall vulnerabilities as seen in Figures 38 and 39.
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Figure 38:Vulnerabilities per OWASP Top Ten Classification
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Figure 39: Overall Vulnerabilities per OWASP Top Ten Classification

[bookmark: _Toc70077976]6.5	Evaluation

The results of testing reveal a consistency through the analysis of each iteration. This met with the expectation of the tools performance and ability to analyse the different areas of implementation. This, along with the research conducted, provides the data suitable to satisfy the proposed objectives two and three, and in so doing, fulfilling the aim of the study. That is to evaluate the effectiveness of security tools and techniques and their integration into the SDLC and the evaluation of the tools towards that aim.
It can be concluded, based on the test data and the research conducted, that the hypothesis of integration of security into the SDLC through a TDD methodology is proved to be true. The test data shows a consistent result of the code analysis throughout the iterations, with a good level of corrective measures suggested to enable the code to pass the tests presented.
An interesting discovery through this was the different analysis and data provided by the different tools chosen, satisfying the consideration that a collection of complimentary tools in the form of a toolkit is the most effective and comprehensive way to test through the SDLC.
The toolkit chosen, as seen in the data, created a thorough analysis of the application, from code through dependencies to the attack surface. This alleviates the concerns of Appiah et al [7], and concurs with the assertions made by Stuttard and Pinto [13] in protecting, for the most part, the whole attack surface in all moving parts of the web application. It is seen from the vulnerabilities discovered in the data that, by following this process, it will uphold the properties of the CIA triad and the assertion of the principles presented by Li and Xue [15].
The results followed a similar trend to the data reported by Positive Technologies [5] and ENISA [6], allowing a consensus within the results.
Overall, the expectation of the results was met, and it is felt that it backs up the research conducted to show the benefit of integrating security consideration and testing into the SDLC through TDD. To conclusively prove this, further iterations through the development of the application would be conducted, showing the mitigation through writing the code to pass the tests thus giving an in-depth analysis of the full TDD lifecycle.

[bookmark: _Toc70077977]7.0	Conclusion

It has been observed through this work that the need for security within web applications is paramount. It is also observed that there needs to be consideration given to security and the mitigation of vulnerabilities to protect the web application attack surface, logic and functionality, upholding the CIA triad and protecting sensitive data.
Whilst there are currently a lot of measures to mitigate security concerns, exploitation is still prevalent and it is asserted that there is the need to go further.
To meet these needs, it is proposed through this research that the integration of security into the SDLC is the feasible solution, allowing security consideration and testing within the planning, requirements, design, development and implementation of the process through the TDD methodology. These considerations could be integrated into any of the methodologies however it is considered that the suggested methodology lends itself to the most efficient practice. This will produce a more secure application on deployment, protecting the attack surface from exploits more effectively.
The use of more than one SAST and DAST tools compliment each other to create a comprehensive test environment, as seen through the testing of this hypothesis. The test data confirms the efficiency of testing in this way to catch and mitigate vulnerable bugs within the code before deployment.
This is not to suggest that there will be no vulnerabilities as the attack vector and exploitation of software is ever developing. Therefore, it does not negate the need for ongoing testing, such as penetration testing, and mitigation through administration and management of the application.
[bookmark: _Toc70077978]7.1	Further Study
To carry this study forward, the consideration of testing the full SDLC through a full implementation and deployment would further prove the theories. There is a need for better and more specific testing, and so research and development of specific function applicable tests or testing tools is needed. Further study into surface protection would be considered as part of the bigger solution. This would include Web Application Firewalls and boundary protection for example.
[bookmark: _Toc70077979]7.2	Personal Evaluation
It is felt that there has been some personal growth and an expansion of knowledge through the research process. I have found the  process enjoyable and enlightening. The big take away from this is the time management aspect. I feel that due to several reasons time management fell by the way a little. Following the planning better it is felt that the process would have been smoother. The implementation was a challenge as well around the testing tools and I felt there could have been more research and time given to experiencing them. Overall however, the process has been a good experience, with a profoundly enjoyable side to research.
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