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Abstract

The creation and assessment of machine learning-based intrusion detection models utilizing the

NSL-KDD dataset are presented in this research. Two ensemble approaches, Random Forest and

Gradient Boosting, were trained to conduct multiclass classification of network intrusions, including

Dos, Probe, R2L, U2R, and Normal traffic.The dataset underwent two preparation steps: encoding

category variables and scaling numerical characteristics. Metrics like these were used to assess the

models accuracy, F1-score, and confusion matrices. The results demonstrate the potent detection

capabilities of ensemble learning, with Random Forest exhibiting exceptional performance and

Gradient Boosting providing greater sensitivity to minority attack classes. Feature importance

analysis, which identified important factors influencing intrusion detection, generated suggestions

for enhancing IDS design. The outcomes demonstrate the effectiveness of ensemble-based machine

learning algorithms in modern cybersecurity applications.
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1 Introduction

1.1 Introduction

Protecting digital infrastructures from changing cyberattacks is a critical function of cybersecurity.

Intrusion Detection Systems (IDS) help identify malicious or abnormal network activities. Tra-

ditional signature-based IDS approaches often fail to detect unknown attacks, whereas machine

learning techniques—especially ensemble methods—have shown strong performance and adapt-

ability in IDS tasks [6], [7].

“For this project, I selected the NSL-KDD dataset because it addresses several shortcomings of

KDD’99, such as excessive redundancy. The dataset offers more balanced attack categories, which

makes model evaluation more reliable. [1].

1.2 Dataset Description

The NSL-KDD dataset is widely recommended for IDS research due to its balanced samples,

removal of duplicates, and enhanced representativeness compared to the original KDD 99 dataset

[1], [5]. Network connection records classified as either normal traffic or one of several attack

categories make up the NSL-KDD dataset. Each record contains 41 features describing properties

of the connection, such as protocol type, bytes transferred, number of failed logins, and error rates.

Attacks fall into four classes:

• Denial of Service (DoS): Overloading a system to prevent services from being provided.

• Probe: Information-gathering surveillance and scanning.

• Unauthorized access from a distant machine is known as R2L (Remote-to-Local).

• U2R (User-to-Root): Attempt to gain superuser privileges.

A variety of network traffic characteristics, including TCP/IP packet contents, error rates, con-

nection counts, and behavior-based indications, are represented by these features. By removing

redundancy and balancing samples for a more trustworthy assessment, the dataset outperforms

KDD’99.
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2 Methodology

2.1 Data Preprocessing

The dataset was cleaned, categorical characteristics were one-hot encoded, and numerical features

were standardized in accordance with best practices in IDS preprocessing [5]. To provide a fair

assessment, train/test splits were developed.

• One-Hot Encoding was used to translate categorical features (protocol type, service, flag).

• Numerical features were standardized using StandardScaler.

• Attack labels were mapped to the four attack classes and ”normal”.

• Training and testing sets were prepared using KDD Train and KDD Test

2.2 Model Development

Because of their shown effectiveness in cybersecurity applications, two ensemble learning algorithms

were chosen:

• Random Forest (RF): Uses bagging and decision tree ensembles [3]

• Gradient Boosting (GB): Sequential boosting approach minimizing residual errors [4]

Both algorithms are known to outperform traditional ML models in IDS tasks [6], [7].

2.2.1 Evaluation Metrics

• Accuracy

• F1-Score (Macro)

• Classification Report (Precision, Recall)

• Confusion Matrix

2



3 EXPERIMENTS AND RESULTS ANALYSIS

3.1 Load the NSL-KDD dataset

Import And Explore test and train dataset, Each dataset has 20 rows × 42 columns.

Figure 3.1: Test dataset

Figure 3.2: Train dataset
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3.2 Show all the information about dataset

Figure 3.3: Train dataset information
After Showing all the information about dataset we can find numeric and categorical data. and
explore the unique types of data in each columns.

3.3 Generate summary statistics for the numeric columns

Figure 3.4: summary statistics for the numeric columns
After Identify numeric and categorical data Generate a summary of all numerical data.

4



3.4 Generate Histrograms for the numeric columns

Figure 3.5: Generate Histrograms

3.5 Generate bar chart for categorical column (except protocol type)

Figure 3.6: Generate bar char

3.6 Create heatmap for numeric columns

Figure 3.7: Generate Heatmap
The first figure contains multiple histograms, each corresponding to one numerical feature in the
dataset.The second figure shows bar charts for categorical variables. And The third figure is a
correlation heatmap. 5



4 RESULTS AND DISCUSSIONS

4.1 Random Forest Classifier

Figure 4.8: Random Forest classification report
The classification report produced following Random Forest classifier training is displayed in this

table in the picture. Usually, the classification report consists of:

• Precision – of all predicted positives, how many were correct

• Recall – of all actual positives, how many were detected

• F1-score – harmonic mean of precision and recall

• Support – number of true instances of each class

Figure 4.9: Trained the model
This table summarizes the accuracy achieved by the Random Forest model for different

combinations of hyperparameters:

• n estimators — number of trees in the forest

• max depth — maximum depth of each tree

• accuracy — overall test accuracy achieved
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Figure 4.10: Classification report
The classification report for the final Random Forest model that was chosen is displayed in this

figure.

It shows:

• The model exhibits remarkably high F1 scores, recall, and precision in every class.

• The accuracy at the bottom is around 0.997.

• Macro avg and , weighted avg, also show near-perfect performance.

Figure 4.11: Random Forest Confusion Matrix
The confusion matrix shows how well each assault type was predicted by the Random Forest

classifier in relation to the actual labels.

7



Figure 4.12: Normalized Confusion Matrix
This figure shows how well each attack/traffic type was recognized by your model, and it

indicates that:

• Most attack types are identified correctly (strong diagonal).

• A few categories are easily confused with others.

• Normalization ensures each row sums to 1, so values represent percentages.

Figure 4.13: Random Forest Feature Importances
The Random Forest classifier’s top 15 most significant attributes are displayed in the figure. Each
feature’s contribution to the model’s capacity for prediction is reflected in its feature significance.
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4.2 Gradient Boosting

Figure 4.14: Gradient Boosting classification report
The Gradient Boosting classifier’s performance for each class is compiled in the classification

report. For every attack category, it offers precision, recall, F1-score, and support.

Figure 4.15: Gradient Boosting Confusion Matrix
The Gradient Boosting classifier’s predictions are shown in depth in the confusion matrix.
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Figure 4.16: Gradient Boosting Normalized Confusion Matrix
This is a raw count of accurate versus inaccurate forecasts. It facilitates the visual comparison of

class-level performance by displaying the percentage of accurate predictions, class by class.
Strong classifier performance is indicated by the diagonal dominance. Where the model mistakes

one class with another is indicated by off-diagonal numbers.

Figure 4.17: Feature Importances
The top 15 features that the Gradient Boosting classifier uses to make predictions are shown in
this picture. Each feature’s contribution to lowering prediction error during training is indicated

by its feature significance.

Figure 4.18: Model Accuracy Comparison
compares the Random Forest and Gradient Boosting classifiers’ model accuracies. Both models

performed well on the dataset, with high accuracy ranging from 92% to 94%. Gradient
Boosting’s capacity to better capture underlying patterns through its successive boosting
mechanism is demonstrated by its slightly superior accuracy compared to Random Forest.

Gradient Boosting offers a slight increase in predictive capability despite the small performance
difference, making it a solid contender for the final model.
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4.3 Discussion

The study describes the creation and assessment of two ensemble machine learning models for

multiclass network intrusion detection using the NSL-KDD dataset: Random Forest (RF) and

Gradient Boosting (GB). When compared to conventional signature-based approaches, ensemble

methods have demonstrated great performance and adaptability in Intrusion Detection System

(IDS) tasks, which is why they were selected.

4.3.1 Random Forest (RF) Classifier

The Random Forest model exhibited strong overall performance with high accuracy and robust

handling of noisy data. Key Results:

• Achieved comparable accuracy to Gradient Boosting.

• Demonstrates strong generalization due to its ensemble averaging approach (bagging)

• Showed excellent performance for majority classes like Normal traffic and DoS (Denial of

Service) attacks.

• Is robust to noise due to bootstrap sampling.

4.3.2 Key Limitations (Overfitting and Imbalance):

• The model displayed near-perfect training accuracy, which is considered a sign of overfitting

and is noted as a normal behavior for this model on NSL-KDD data.

• It struggled with minority attack categories such as U2R (User-to-Root) and R2L (Remote-to-

Local), consistent with the dataset imbalance challenge. Feature Importance: The Random

Forest model’s most significant characteristics were associated with connection statistics,

particularly

4.4 Gradient Boosting Classifier

The Gradient Boosting model performed competitively, showing a slight edge in overall pre-

dictive capability. Key Results:

• Achieved a slightly higher accuracy (typically between 92% and 94%) compared to Ran-

dom Forest, indicating a better ability to capture underlying patterns through its sequential

boosting mechanism.
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• Enhanced performance and sensitivity on the minority attack classes (R2L and U2R), which

frequently provide a problem for intrusion detection.

• Its sequential learning approach effectively reduces bias.

4.4.1 Key Limitations:

• The model had a longer training time

• It was more sensitive to parameter adjustments.

• Showed slightly lower performance on high-volume attack classes compared to RandomForest.

5 Conclusion

Using the NSL-KDD dataset, this paper provides a thorough assessment of ensemble machine learn-

ing models for multiclass intrusion detection. While both Random Forest and Gradient Boosting

produced excellent detection results, Gradient Boosting is a good contender for the final model

because it offers a slight increase in predicting power.

12
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