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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B /21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D /23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F /24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.11.254
	172.16.1.255

	E /26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.12.62
	172.16.13.63

	A /27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C /29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	4 Hosts /30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	4 Hosts
/30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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Features of IPV6

Abstract 
This is to inform the reader in what the difference is between IPV4 and IPV6 such as several improvements in the current IPV4 networks that are in use, a quick introduction into what IPV6 can do and advanced improvements.
Table of Contents
Main Chapters
Introduction
This aims to educate the reader in what IPv6 can do for the future of internet device connecting. First, we will be looking at what is IPv6, why the need to transition to this new IP addressing type, its structure and the main differences between IPv4 and IPv6. Security features as well as its risks.
What is IPV6?
Internet Protocol version 6, [3] is the latest version of the Internet Protocol and is the first and latest version of the protocol to be widely deployed. IPv6 was developed by the Internet Engineering Task Force (IETF) to rectify the overdue problem of IPv4 address exhaustion. 
Why IPV6?
[1]IPv4 is still widely used by most users and for small business owners alike, however being designed in the 80’s it did not receive any major changes and at the time, internet access was left for University researchers and military purposes e.g. Department of Defence.
IPv4 [1] run at 32-bits and at the time, was more than enough space for users, but due to the rapid increase of devices using IPv4 addresses; comes the issue of Address Exhaustion which means there isn’t enough addresses for the amount of devices connecting to the internet. 
IPv6 was created in order to rectify the problem of address exhaustion and ‘future proof’ the growing amount of users at any one time. 
Other features [4] include in-built security encryption; whereas before, another security application would have to encrypt data before being sent to the internet. 
Larger address space is given to IPv6 by 4 times more bits than IPv4 and can essentially give an address spanning the globe over thousands of times before running out of addresses.
The system relating to IPv6 now has a unique IP address and can travel through the Internet without using NAT or other Translating components. After IPv6 is fully implemented, hosts can directly connect to other hosts on the Internet, with some limitations involved e.g. Firewall.
IPv6 supports auto configuration with both ‘stateful’ and ‘stateless’ auto configuration mode of its host devices. Absence of a DHCP server does not put a halt on inter segment communication.
The data contained in the first part of the header is enough for the Router to take the routing decisions, making routing decisions quickly, just like looking at mandatory header. This is thanks to having simplified headers that put unnecessary information at the end of the header.
Structure of IPV6 
In IPv4, [6] standard IP addresses would be formatted as such: 192.168.1.1, but is completely different to IPv6. IPv6 is structured in 128 bits which then get converted into a hexadecimal format so that it can be used for networking. This would then look like; 6e3d:e161:de2a:eb9e:28af:86bc:55a3:e5ce

IPV4 to IPV6
Transitioning [7] from IPv4 to IPv6 might be impossible due to the construction of IPv6. When it was created, it had to be made from the ground up, denying it the ability for backwards compatibility. This would result in a site being either in IPv4 or IPv6. To overcome this, [8] there are a few technologies such as Dual Stack Routers. Used in most major businesses and government networks, these help to ease the switch between the previous version and IPv6.
Dual Stack [8] means to run that devices are able to run both IPv4 and IPv6 in parallel. This allows to hosts to reach simultaneously reach IPv4 and IPv6 content, so offers a great way to ease and flexibly run together.
[bookmark: _GoBack]This also means that both can run independently of each other. Dual Stack doesn’t require any tunnelling mechanisms inside internal networks. Normally that requires minimizing dependencies during the transition, meaning if there weren’t any IPv6 nodes available, tunnelling mechanisms would have been needed. This then ties nicely to gradual migration of endpoints, networks and applications.
Security
In the previous version of IPv6, [9] security wasn’t incorporated into it, and instead aftermarket software was used instead to protect sensitive information that ran through IPv4. In IPv6, they use IPsec which was also offered for IPv4, however, wasn’t mandatory in its use. IPsec uses cryptographic protocols designed to provide security in data communications. 
Although IPsec uses AH (Authentication Header) [9] it’s still an important part of its security. AH provides authentication and data integrity for the IPv6 packet. This just means that, when data such as IP address is sent to the user, it verifies that it was sent by the sender without another IP replacing it, e.g. malicious IP attacks.
ESP is also another feature of IPv6 security which makes sure that confidentiality is held to its upmost regard. Even the recipient isn’t able to read the information while the packet is in transit. 
Some popular attacks on IPv4 could also happen to IPv6 which has made new challenges to security, even though IPv6 has been designed to bring improvements in terms of functionality and security. 
Reconnaissance attacks are a popular form of scanning your ping has become ineffective in IPv6 due to the ample subnet. Included, an IPv6 network has a closer relationship with ICMPv6 compared to IPv4 which does not allow too aggressive filters on this protocol. 
In IPv6, smurf attacks will be stopped due to being unable to find the broadcast address. Routing protocols are already protected in IPv6 due to cryptographic authentication between peers, however attacks such as Malware have no direct protection in built IPv6 but the risk of worms will be reduced due to the large address space given.
Conclusion
IPv6 is important in modern networking due to the number of devices that have been slowly connecting. It has major improvements that were designed from the previous mistakes of IPv4 and some to ‘future proof’ design, function and security risks to future Network Managers. 
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