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Cyber Defence Simulator 
[bookmark: _Toc235753331]Introduction
Because of the increasing number of digital dangers that impact consumers and businesses, cybersecurity has emerged as one of computer science's most significant fields. We live in a more susceptible digital environment because of the ongoing expansion of these risks, which is why I believe it is crucial to teach professionals with practical knowledge and to encourage the search for better, more engaging, and effective learning techniques. Defensive cybersecurity, cyber resilience, cybersecurity education, serious games, simulation-based learning, gamification, and current training platforms are all examined in this study. The goal is to comprehend how these methods can aid in the creation of an educational cyber defence simulator.

[bookmark: _Toc235753332]Defensive Cybersecurity
[bookmark: _Toc235753333]What is defensive cybersecurity?
The extensive term "defensive cybersecurity" signifies the preparedness to adopt proactive security strategies and procedures to protect IT resources, systems, applications, and networks against potential threats.
It only concentrates on preventing and upholding barriers that protect assets from attacks and illegal access. By continually monitoring, identifying weaknesses, and strengthening weak points, it accomplishes all of this.
The ecosystem of defensive cybersecurity is multi-layered. A risk assessment is the first step in building these protective barriers, after which layers such as:
This defensive strategy addresses this by keeping all stakeholders informed about social engineering techniques through frequent training, simulations, and phishing tests. [1]

[bookmark: _Toc235753334]Why is defensive cybersecurity important?
The question now is not whether an organization will be targeted, but rather when. "How do we defend an increasingly digital world where every action, transaction, and connection could be a potential threat?" is the true question.
As a result, the focus shifts from the need for powerful defences to how resilient, adaptable, and multi-layered those defences must be to combat threats that can arise from any location. [1]



[bookmark: _Toc235753335]Cyber resilience
The goal of cyber resiliency engineering is to architect, build, create, maintain, and sustain the reliability of systems that can foresee, endure, recover from, and adapt to unfavourable situations, stressors, attacks, or compromises that employ or are made possible by cyber resources. Cyber resiliency aims to lower the mission, commercial, organisational, or sector risk associated with relying on cyber resources from a risk management standpoint. [2]

Customers and security professionals are confused when the term "cybersecurity" is used as a primary challenge and a synonym for information security or IT security, obscuring important distinctions between these fields Cyber defence is a computer network defence strategy that encompasses information assurance, critical infrastructure security, and reaction to events for businesses, governments, and other potential networks. [4]







[bookmark: _Toc235753336]Cybersecurity Education
 Cybersecurity literacy is now a fundamental skill for students in higher education due to the digital revolution of society. However, traditional teaching approaches frequently fail to keep students motivated while communicating abstract cybersecurity ideas. Given the increase in phishing scams, data breaches, and disinformation attempts, this disparity is especially troubling.
The study has presented the use of Aegis Academy, which is a web-based learning platform combining both AI and gamification to improve cybersecurity awareness among college students. It was observed that the combination of gamification approaches along with adaptive AI helped to improve motivation, engagement, and understanding of cybersecurity issues among students. All aspects analysed were found to have improved significantly, with effect sizes being quite large. [5]

[bookmark: _Toc235753337]Serious Games
Serious game applications have now become linked to various sectors such as health, defence, education, policy, training, and environment, and they keep on increasing.  Hence, Serious Game can be considered to target several different markets.  The diversity of methods and the number of actors involved in Serious Games are evident from this census.
Sawyer is among the most prominent figures in this industry in the US as a consultant. Importantly, he founded "The Serious Game Initiative" in 2002 as an independent institution. [6]
Serious games are interactive online programs that have training, educational, or informational goals in addition to being entertaining.
Gaming, which now includes more than 3.24 billion players across the world, has become one of the important ways through which people train, educate themselves, socialize, and entertain. Serious games have formed an independent genre that serves the purpose of professional development,
assessment, learning, skill acquisition, and training for different fields, but most studies concentrate only on games for entertainment. [7]


[bookmark: _Toc235753338]Simulation-Based Learning
Simulation is a practice and learning method that can be used with a wide range of students and disciplines. It is a method (not a technology)  for substituting and enhancing real experiences with guided ones, frequently “immersive” in nature, that fully reproduce or evoke significant elements of the real world.
The abilities, expertise, and mindsets of health care professionals can be enhanced through simulations that do not expose patients to any undue risk. Simulation-based learning in medicine can help create solutions to issues while also minimizing ethical challenges. 
[8]
By allowing learners to implement their skills and knowledge in scenarios like those encountered in their profession in the future, simulation-based learning makes use of real-life challenges when designing learning activities. In addition to providing insights into how simulations can be used in higher education, this paper focuses on the theory and practice of simulation-based learning. [9]
[bookmark: _Toc235753339]Gamification
By allowing learners to implement their skills and knowledge in scenarios like those encountered in their profession in the future, simulation-based learning makes use of real-life challenges when designing learning activities. In addition to providing insights into how simulations can be used in higher education, this paper focuses on the theory and practice of simulation-based learning.
The publishers place a strong priority on gamification and the usage of multimedia to reach specific reader communities and attract new readers. Patterns of promotion, consumption, communication, reading, creation, competitiveness, and promotion are among the issues brought up.
Gamification aims to combine functionality and engagement (Morschheuser et al., 2017), improve usability (Saha et al., 2012), productivity, and satisfaction (Rajanen & Rajanen, 2017), make experiences more pleasurable (Liu & Santhanam, 2017), influence behaviour (Rodrigues et al., 2014), and have a positive business impact (Morschheuser et al., 2015). [10]
[bookmark: _Toc235753340]Existing Cybersecurity Training Platforms
The information provided below does not come from a highly authoritative or academically rigorous source; however, it is very important. Although I drew inspiration from a blog—and I acknowledge it is not a formal source—I am certain it adds significant value to my knowledge. It might not be highly rated due to the nature of the source, but I decided to use it anyway because it provides an excellent definition of the TryHackMe platform—a service I have used and recognize as one of the best on the market.
[bookmark: _Toc235753341]TryHackMe is a cybersecurity learning website that incorporates short, gamified labs referred to as “rooms” to train users on security and hacking. The site, established in the UK by Ashu Savani in 2018, has attracted more than 3 million users due to its ability to focus on one feature that other competitors ignored initially: accessibility to everyone with little technical know-how.
From simple Linux commands to sophisticated Active Directory assaults, each TryHackMe room tackles a distinct subject. Rooms include a variety of reading materials, multiple-choice questions, and practical exercises that let you use your browser to interact with virtual equipment
TryHackMe is well-liked by novices because of this, but after you master the fundamentals and want to take on more challenging tasks, it may feel restrictive. [11] 
[bookmark: _Toc235753342]Hack The Box.
The goal of Hack the Box, the Cyber Performance Center, is to develop and sustain high-performing cybersecurity people and organisations by offering a human-first platform. Organisations all around the world rely on Hack the Box to help their staff perform at their best since it is the only platform that combines workforce development, upskilling, and a human emphasis in the cybersecurity sector.  Offering an all-in-one environment for continuous growth, assessment, and recruitment, Hack the Box provides solutions for all cybersecurity domains. Launched in 2017, Hack the Box brings together the largest global cybersecurity community of more than 3 million platform members.
By strengthening their red, blue, and purple team capabilities, Hack the Box is the perfect way for cybersecurity experts and organisations to consistently improve their readiness for cyberattacks. [12]




[bookmark: _Toc235753343]Analysis
The context of this research is the constant growth of cyber threats and the need to improve the way people learn cybersecurity. Throughout the literature review, concepts such as defensive cybersecurity, cyber resilience, cybersecurity education, serious games, simulation-based learning, gamification, and existing training platforms have been analysed to understand which approaches may be most suitable for this project.

This research falls under the domains of software development, education, and defensive cybersecurity.  Instead than creating an offensive tool, the research’s goal is to look at different educational viewpoints and figure out how to create a simulator that improves defensive cybersecurity knowledge and decision-making abilities.

This research is important because the literature shows that traditional teaching methods do not always succeed in maintaining motivation or developing practical skills. Investigating approaches such as simulation, gamification, and serious games will allow for an informed decision on the most suitable method to develop a Cyber Defence Simulator for educational purposes.

There is research on simulation, gamification, serious games, and platforms like TryHackMe and Hack The Box. However, this research aims to analyse whether these approaches can be combined into a single Cyber Defence Simulator specifically focused on teaching defensive cybersecurity thru decision-making, an aspect that will be evaluated during the project’s development.

The anticipated result of this study is to use the data from the literature to support the creation of a prototype Cyber Defence Simulator. Before beginning the creation process, the review will enable us to determine which technical, and instructional aspects should be included in the system.









[bookmark: _Toc235753344]Conclusion 
The literature review shows that defensive cybersecurity requires learning methods that allow for the development of both theoretical knowledge and practical skills, as not everyone learns in the same way or at the same pace. Thanks to the studies analysed, I can say that simulation, gamification, and serious games can enhance motivation, participation, and the understanding of complex concepts, while platforms like TryHackMe and Hack The Box, among others, demonstrate the value of practical learning. Together, this research provides a solid theoretical foundation to justify the development of a Cyber Defence Simulator, which will be designed based on the evidence gathered during this review.
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