
Identity Theft

Sharing sensitive details
like your full name,
birthdate, or address can
help hackers steal your
identity.

Privacy
breaches

Oversharing personal info
gives others access to
your life, putting you at
risk for stalking or
unwanted attention.

Social
engineering

Hackers use what you
share to manipulate you
into revealing more
information or gaining
access to your accounts

Targeted
Scams

Public posts can make you
vulnerable to scams, as
fraudsters use personal
details to create convincing
phising attempts

Job and
reputation
risks

Inappropriate posts or
oversharing can affect
your professional life and
reputation, both online
and offline.

Dangers about sharing personal
information on social media5

Scammers are constantly
evolving their tactics , and these

attacks often exploit
psychological and technical

vulnerabilities.

Many people aren’t familiar with
the latest online threats which

make them prone to scams daily.

Scammers often target vulnerable
adults like older adult groups or
people with less digital literacy.

Scammers exploit emotions like
fear , loneliness and greed to have

control over the victim.

Some people may also fall for too
good to be true offers. Which may

lead into a bigger issue.

To reduce the risk of being
scammed please have a different
password for everything , encrypt
your data and trust your instincts

if something feels off.


