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[bookmark: _Toc131088686]Introduction 
This following assignment will allow me to demonstrate my knowledge of the key principles when looking at network programmability tools and languages to solve specific problems. I will also be looking into resources such as DevNet and what they have to offer to aid developers. 

[bookmark: _Toc131088687]Task 1
[bookmark: _Toc131088688]Automation frameworks
As all software’s need to be tested before they are released to the public and users, software testing is an integral part of the developmental cycle as it allows the creators to ensure its good quality are deliverable to the users. Due to the fact companies are focusing on testing and this is mostly leading towards automation testing over manual, this is because when using manual testing the process the testing team will generate several different test cases and then manually test each feature. If a defect is found, it is then reported to the developers for it to be fixed. After that the process is repeated until all defects are fixed. However, automation framework isn’t a single tool or process, in fact it’s a few tools and processes which work together to support automated testing. It includes serval functions such as libraries, test date and various reusable modules. 

Furthermore, frameworks will support automated testing as a technical implementation guideline. An example would be considering a scenario where a testing team might include members who are based on different automation testing code and are not able to understand the common pieces of codes and scripts updated by a team member in a project. Automation framework will not only offer the benefit of reusing the code but will also aid the team to write down test scripts in a standard format. This will allow the automated framework to handle all issue that arise. Alongside this there are many other benefits that come with the use of an automated framework such as:

· Maintain a well-defined strategy across test suites 
· Enhanced speeds at which testing progresses
· Maintain test codes will be easier
· URL’s or applications are tested accurately 
· Continuous testing of codes and delivery will be achieved 

Test automation framework is extremely helpful when needing to execute the same test scripts a number of times with different builds to examine applications and validate any outputs. [1] Testing automation tools will enable developers and/or testers to easily automate the entire process of testing in software development.

Aside from its overall advantages over the manual testing frameworks, there are further types which have many other advantages and disadvantages which are:

· Linear Automation Framework 
· This is most used when testing small applications, this may also be known as Record and playback framework. The pros are that there is no need to write any custom codes, so expertise in test automation isn’t needed. Cons are that the data is often hardcoded which means the test cases can’t be re-run. 

· Modular Driven Framework 
· The tester can create test scripts module wise by breaking down the whole entire application into small modules as per the client’s requirements. Pros the modular can be driven frameworks that ensure the division of the scripts that will lead to easier maintenance and scalability. Cons the modular driven framework is required in additional time to analyse the test cases and identify reusable flows.

· Behaviour Driven Development Framework
· This is used to create platforms which will allow users to participate actively and will increase collaborations between testers and developers. Pros can use non-technical language to create test specifications on this behaviour-driven testing. Cons sufficient technical skills are needed as prior experience in test driven development is required. 

· Data-driven Testing Framework 
· Test data is read from external files and are then loaded into variables within the test script. The data-driven framework will create test automation scrips by passing it through different sets of test data. Pros will reduce the number of scripts required. Cons will need a highly experienced tester which will need to be proficient in various programs to utilize the design of the framework.

· Keyword-driven Testing Framework
· This is known as table-driven testing. This framework is suitable only for smaller projects. The automation test scripts are performed based on keywords. Pros keywords can be used across multiple test scripts. Cons initial set up costs are high and is time-consuming and complex.

· Hybrid Test Automation Framework 
· Is used to combine benefits from keyword driven and data-driven frameworks. Pros this type leverages the advantages from the previous frameworks. Cons tests are fully scripted which will increase the automation effort. 



[bookmark: _Toc131088689]API standards and architectures
API or application programming interface is a concept that will apply everywhere from command-line tools to enterprise code, microservices and cloud-native architectures. This is an interface that software developers will use to programmatically interact with a software’s components or resources outside of their own code. APIs are an integral concept in the world of software development as they range from simple programs all the way to the most advanced design and architectural considerations. In software program an API is the part that is accessible to the other programs as it’s the external area of a software component. APIs are able to work as they are made up of two related elements:

· A specification that will describe how information is exchanged between programs in the form of request which are processing and return the necessary data.
· A software interface which is written to that specification and published in some way.

The working principle of an API is commonly expressed through the request-response communication between the client and server. The client is any type of front-end application that a user can interact with, the server is then in charge of the backend logics and how the database operates. In other words, the API will act as a middleman between two machines that are wanting to connect with each other for any specified tasks. An example of this would be when signing into a website like Facebook, a request is being sent to the application asking to access it once the application will then make a call to an API to receive the data. Facebook would then access the required information from the servers and then return it to the application. This type of API is known as a web API and are most used. [2]API has the potential to accelerate the development of addition tools capable of processing CellML. APIs have been used for a long time but have only recently started to gain popularity. Manu companies have started to use this technology to gain an edge over others by finding a much more efficient way to retrieve information a lot faster which will allow them to server the customer more efficiently. However, there is many more APIs available:

· Rest API – which represents state transfer and delivers the data using lightweight JSON formats. Most public APIs use this due to its performance speeds, dependability, and ability to scale by reusing the modular components without affecting the systems.

· SOAP API – requires metadata files describing requests which will make exchanges much more predictable. It will also enable stateful requests unlike RESTS. 

· RPC API – can return XML or JSON responses, this protocol will call a method rather than a data resource. 

Many businesses will use APIs to connect services and transfer data. So, if the API was broken, exposed, or hacked then this could be a major data breach, this could expose any sensitive medical, finical, and personal data for public consumption. To prevent this from happening there are many ways to strengthen API security. The use of tokens can establish trusted identities and then be able to control access to services and resources by using these tokens assigned to those identities. Encrypting the data can also help increase security alongside the requirements of signatures to ensure that only certain users can decrypt and modify the data. Identify vulnerabilities by keeping up to date on operating systems, network, drivers, and APIs components. The use of quotas and throttling by placing quotas on how often the API can be called and track its use, furthermore, calling upon the API may indicate that it is being abused. So, to prevent this make rules for throttling will protect the API from spikes and denial-of-service attacks. Finally, the use of an API gateway as this will act as a major point of enforcement for any API traffic. A good set up gateway will allow authenticated controlled traffic to be analysed.
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[bookmark: _Toc131088691]DevNet
DevNet or cisco developer was first launched in 2014 and has many features that can used to help developers and IT professionals who are wanting to write applications and develop integrations using cisco products, platforms, and APIs. It also includes cisco’s products in software-defines networking, security, cloud, data centre, internet of things, collaboration, and open-source software development. 

Once logged onto the website there is plenty of things to see once on the first page for example there is a learn drop down menu which will allow users to access different course for them to learn new skills and use all the functions that are available to gain a greater understanding on writing applications. Furthermore, the technology available is listed so user can see exactly what they’ll be using if further research is needed on how to perfect it. 

Within cisco developer there is resources available such as Sandbox which allows developers to test and try out code without ruining or causing any issues to the existing applications in the real world. It’s a virtual environment which is used to build, test, and deploy software in a process often known as virtual sandboxing. Named after children’s sandboxes which allow children to build and create sculptures in a confined environment which making a mess. Sandbox is an isolated safe area for experimentation, it’s where new code can be run and tested in a setting which replicates real-life but without any risk of disrupting the applications and data that is used day by day. These environments are often used during the developing process and are used mainly to identify any bugs which will be fixed upon launching the code. Alongside this malicious code is studied and test software is patched. 

Developer environment is usually only used by software developers. This is where the biggest bulk of actual building of the software is taken place. Like sandbox, the apps and data in a development environment isn’t a live systems and applications that the end users are using, if this wasn’t like that it may cause disruption and risks. However, developer environments aren’t the best places to test and deploy any new software’s as its not they are designed for. They might not be the most accessible or easy to use for any non-developers who may need to test or use a trial deployment. Furthermore, it is unlike a developer environment will precisely replicate the conditions of a real-life deployment. 

When comparing the two the main differences is that a development environment is perfect for building and creating code but not testing, whereas with a sandbox real world condition can be replicated which means it’s the best place to test out how new code performs and how it handles.


[bookmark: _Toc131088692]Conclusion
To conclude I have now got a greater understanding on how important APIs and automated frameworks are in the world of networking and the impact they make if an error was to occur. Furth more, I have also gained a deeper understand on how cisco developer works, what it does and how good it can be for up-and-coming developers, and seasoned veterans in the world of developers. Alongside this I have learned and researched about sandbox and how it really helps developers when creating code and how it can be tested without causing any issues.
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