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Executive Summary

Within this report will be an evaluation of how and why companies use digital identities across Social Media. It will highlight the reason for companies creating digital Identities for each of its customers. The security ramifications and the risks the companies face will be highlighted and what the companies can do in order to protect themselves from the risk.
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Introduction

A hundred years ago the way a business knew who you were was by chatting to you… asking how the family was and saying how the children have grown. The shopkeeper – customer relationship would build up with each visit to the shop and the shopkeeper would get to know what the customer favoured to buy from them. Fast forward 100 years and now we do most of our shopping online. Never even having to see or speak to a human being yet still being able to order and receive the product (usually) successfully. 
Businesses all over the world use social media to advertise their products and services and so need to create themselves an online Digital Identity. The identity they create needs to be inventive, innovative and outline in few words what the product or service is that they are offering. This report will evaluate how and why companies use this digital Identity on Social media and how they create an Individual Digital Identity for each of their customers and what they use it for. There are security issues for how and why they use the digital Identities and this report will highlight these and how they can be avoided. 



    




						




2.
What is a Digital Identity?


It is becoming apparent in the UK that as we move into a digital world in which we shop, access services and conduct financial transactions online, that a digital identity is becoming essential. 
The ability for consumers and businesses to use digital identities is important for the use of a wide range of services. It will make sure that new services can be made available, be more secure against fraud, allow connectivity among digital services and greatly contribute to the economy as a whole. (paper, 2019) 

A Digital Identity is a network or Computer equivalent to the real-life Identity of a person or an entity. A digital Identity is made up of the data that you input into it and also of any information that companies or businesses collect about you for example items that you buy or websites that you frequently visit. The data that these companies collect is stored in a database and it is all collected together to form a digital identity all about you. It is possible to delete this information from various websites by contacting the companies but they Digital ID can be useful if you frequently use the same websites to shop for similar things. 
A Digital Identity is established as one of the most significant technology trends on the planet. (www.justaskgermalto.com/what-is-digital-identity, 2019)
“Digital identity is essentially human. The main pillar that every identity definition must rely on is the human factor.  In Europe, the recently approved eiDas Regulation provides a framework for electronic identification schemes in Europe, denies the idea of the existence of a full identity for legal persons when it states that only natural persons are allowed to have electronic signatures. Under eIDAS, the "signatory" will always be a natural person. Therefore, certificates for eSignatures cannot be issued to legal persons anymore.” (Domingo)


                                                              3.

Why A Company creates an Online ID about its customers.

A report in the Telegraph Newspaper starts with this – 
“We are living in the age of the customer, a period of rapid change in customers’ expectations as they engage with brands across a range of digital channels and expect smarter, more connected, more personalised and more seamless experiences.” (Glazier, 2018)
Customer ID is key in enabling businesses to recognise their customers across multiple digital channels. CIAM (Customer Identity and Access Management) is a key technology to make this possible. According to a research paper Salesforce, 75% of customers expect a company to provide a personal shopping experience with most of the information they provide, or research being remembered by the website. (Glazier, 2018)
Digital Identities allow consumers to Identity themselves immediately to businesses for example when social media is used to log into a website. The website itself will then ask you to accept their terms and conditions about collecting your information from the social media site that has been used to log in. A pop-up box will ask you to agree before directing you back to the site.
A company will use the data collected to help the consumer to shop for items which are suitable for them. For example - Amazon. Amazon will ask you to create an account when you first use their site. From then on each time you search for or buy an item from them the site remember this and next time you visit the site they will either remind you that you didn’t buy the item from them or offer you an item that is related to the one you brought previously. This makes it easy for the consumer to buy from them. 
Sites like Facebook will do “Target Advertising”. They use information from your profile like your sex, age, preferences to find products and services that could be of interest to you. This has happened to me personally when I was looking for a certain product before on Google and then Facebook had an advert for a related product on my newsfeed. This is clever and can be very useful for the consumer.



						4.
Cookies
What does a cookie notice mean?
A cookie notice is the pop-up box that appears when you open up a website. It asks you to accept the cookies before entering the site. 
This is an agreement notice between the user ant the website. GDPR requires a website to safeguard against third party tracking.
This is an example of a cookies notice
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Some cookies are “Necessary Cookies” where the website cannot function without them and others are “Marketing cookies” which are third party cookies that take and sell your personal information to use for targeted advertising. 
In order for a website to comply with GDPR they need to share as much information with the user as well as the operator about the cookies on the site. (www.cookiebot.com/cookie notice, 2019)
The gathering and selling of people’s online data is a big business. Users and not always aware of the extent of which their data is being collected and used and so users are not always in control of what their Digital Identities are being used. 






5.
GDPR

The General Data Protection Regulation came into effect on May 25th, 2018 in Europe. It replaced the Data protection Directive as the primary law regulating how companies protect people’s data.
It is intended to make privacy and data protection laws better and to help people to see how their personal information was being used. Users are able to make a complaint if they feel that their rights have been violated. 
The GDPR came about because of a concern that user’s information was being exploited. Since it has been in use more than 89,000 incidents have been recorded. (Herrle, 2019)
Any companies that fail to adhere to the GDPR will be subject to a fine. 
Requirements of the GDPR are:
· Requiring the consent of subjects for data processing
· Anonymizing collected data to protect privacy
· Providing Data breach notifications
· Safely handling the transfer of data across borders
· Requiring certain companies to appoint a data protection officer to oversee Compliance.
Any company that market goods or services to EU residents are subject to the GDPR. As a result, GDPR will have an impact on global Data protection requirements. (Groot, 2019)
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GDPR Digital Identity and Rights

 GDPR full privacy should include:
· The Right to be Informed
· The right to access
· The right to rectification
· The right to erasure
· The right to restrict processing
· The right to data portability
· The right to object
· The rights related to automated decision making and profiling

The GDPR represents an ideal solution for consumers in these following ways:
· The consumer cannot be excluded from using the service if a consumer fails to provide the data that they are asked for as long as it is essential to the service. 
· The consumer can choose to consent to the data types that are collected about them.
· The database must remove any data collected about the consumer if asked.
· Each piece of data that is collected may only be used for the purpose in which the consumer has given their consent. 

To protect consumers privacy and to comply with consent regulations the organizations will need to comply with three functions:
Collect customers Consent, Log the history of the consent and comply with it. (www.moodle.co.uk/managing digital identities, 2019)




7.
Risks

Digital Identities have benefits for both the consumer and the website provider. A good Digital Identity can unlock access to a secure digital world and provides authentication to protection of user privacy. 
Digital ID systems can be ripe for exploitation. Some people believe that people should have a right to say no to any demand that we have a digital Identity. In order for a good Digital ID to work without being hacked it needs to be decentralized and adhere to recommended principles for good security. Peoples dada needs to be protected and using GDPR this can be achieved. (Soloman, 2018)
It is quite likely that not all UK citizens have enough verifiable ID attributes to give the appropriate level of assurance to allow them to create a digital ID and complete transactions with the ease they would like. (Simpson, 2014)
There is always a threat of Identity theft. The attackers use the digital Identity of 
another ID to impersonate them. An example of this is threat is the “Phishing” 
attack. This consists of copying a website and then asking users to log in with 
their Digital identities. The second time the collected information from the 
Digital Identity will be used to impersonate the user on the real website. Also, a 
risk is Data theft.
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						8.
How Digital Identity Information Is exposed

· Use of Public Wi-Fi Networks
· Unsecured websites
· Third party data breaches
· Phishing Attempts
· Weak Passwords
· Location Sharing Settings
· Adding strangers to social media accounts

[bookmark: _GoBack]All of the information people provide is available as long as you know where to look. There is a huge market for people’s personal information, and it can be sold and used against them people. 
The Vibrant marketplace, also known as the Dark Web, is a network of websites that are not available through normal search engines. The dark web sells Identity data. (Sergeenkov, 2019)
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9.
Examples of Digital ID companies and how they use them

[image: C:\Users\Lisa\AppData\Local\Packages\Microsoft.Office.Desktop_8wekyb3d8bbwe\AC\INetCache\Content.MSO\204852C3.tmp]
ASOS have 2 billion a year turnover. They offer:
Student discounts
Free postage offers get emailed to existing customers.
10% Off for new customers
Online offer codes that can be accessed.
ASOS have a very competitive website and securely allow you to login with Facebook and also store payment information securely. (www.asos.com/offers, n.d.)
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Centre Parcs are very clever at knowing what you want when you are there. Everything you buy and use while you are there is stored about you and then you receive offers relation to these things while you are there and as an incentive offer to get you to return. (www.centreparcs.co.uk, n.d.)


					10.

Conclusion

After compiling this report, it is clear that the way we shop and the way we give companies our information has changed dramatically. From the chat over the shop counter to being able to log into things with facial recognition, the way we do things now would be unrecognisable to our ancestors. 
It is clear that although there are undoubtably people who disagree with the companies collecting information about how and why we shop and use certain websites that in general it has made our shopping experiences much quicker and easier.
With a simple click of a button to log in to accounts from anywhere we can access our online accounts and see what we brought, when we brought is and what other products would best suit us as well. 
There are of course risks associated with companies collecting all of this data but thanks to the GDPR these risks are now minimal as long as the companies comply to it and continue to monitor any changes. 
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