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TASK 1 – RESEARCH REPORT

1. Hypervisor Selection and Justification

There are two broad categories of virtualisation architectures, namely Type 1 (bare-metal) and Type 2 (hosted) hypervisors. Type 1 hypervisors operate directly on hardware, they are not dependent on a host operating system, and this lowers latency and attack surface (VMware, 2023). However, Type 2 hypervisors, in contrast, run on top of a host OS, adding another abstraction layer that can slow down performance yet makes them easier to deploy and compatible with hardware (Silberschatz et al., 2018). 
To host Windows Server 2022 and Debian Server at the same time, this topology requires a stable resource allocation, a stable virtual networking, and the possibility to work with the various virtual switches. Type 1 hypervisors like Microsoft Hyper-V Server or VMware ESXi can better offer isolation in performance and scale reminiscent of an enterprise but they demand dedicated hardware and more advanced configuration, which is not likely to be compatible with academic lab hardware. 
Since workstations tend to be limited in terms of RAM and cores, a Type 2 hypervisor like VMware Workstation or VirtualBox is not only operationally efficient, but also enables bridged/NAT networking in addition to internal networking that is necessary to support multi-site simulation. VMware Workstation has an option of nested virtualisation, snapshot operation, and compatibility with Windows Server 2022 and Debian distros. 
The scaleability-wise, the Enhanced Topology (Coursework 2) introduces domain services, DHCP relay, and IIS roles. A Type 2 hypervisor is also appropriate at such a scale but requires sufficient provisioning of memory (at least 16GB would be recommended). Within the production setup, a checkout to a Type 1 hypervisor would be advised to achieve a better security division and performance separation (NIST, 2018). 
Therefore, based on the availability of hardware, balanced security, expansion requirements, and expansion of the topology, a Type 2 hypervisor is acceptable to this controlled academic implementation.

2. IP Addressing and Network Design Reflection

IP addressing is the logical identification tool that provides end-to-end communication in the interconnected networks. The packets traverse the Internet via packet switching, in which routers forward packets based on destination IP addresses using routing tables and prefix matching (Kurose and Ross, 2021). Routers are used to provide inter-network communications, unlike switches, which are used mainly at Layer 2 with MAC addresses within a broadcast domain, where they are used to divide broadcast domains and direct messages between subnets. 
IPv4 and IPv6 have 32-bit and 128-bit addressing, respectively, based on dotted-decimal notation and hexadecimal notation, respectively, to mitigate the problem of routing address exhaustion and enable hierarchical routing aggregation (Hagen, 2014). Here, it is a topology with IPv4 private addressing (172.16.0.0/12 range), whereby subnetting is necessary to make isolated networks of Birmingham and London. Subnetting improves network segmentation, broadcast management, and security boundary enforcement. 
Variable Length Subnet Masking (VLSM) improves efficiency as it assigns the size of the subnet based on the needs of the host as opposed to the established rigid classful boundaries (Odom, 2020). VLSM avoids address wastage and allows well-organized IP planning in the case of expansion in the future (e.g., new domain members in Coursework 2). 
Effective IP usage has a direct influence on the performance and controllability of the network. Hacky addressing plans can lead to overlapping subnets, routing ambiguity, and complexity in troubleshooting. Considering this topology, the logical separation of sites in different /24 networks, and the /30 addressing as a way to simulate the WAN usage, the address space is saved.
Thus, organized IP planning through subnetting and VLSM improves scalability, eases the routing process, and reinforces the clarity of operations.


3. Routing Strategy and DHCP Relay Considerations

The routing protocols allow routers to calculate the best routes between networks. The concept of routing is that of manual configuration, which offers control that can be predicted and ensures security, although it is not flexible (Odom, 2020). Systematic routing algorithms (e.g., RIP, OSPF, EIGRP) also exchange the route information automatically and adapt to a topological change, enhancing scalability in larger enterprise contexts (Kurose & Ross, 2021). 
The network scale in the provided two-site topology (Birmingham and London) is restricted, and subnets are very well defined, and there is only one path of interconnection. As such, the operationally suitable routing is the static one. It minimizes the size of protocol overhead, minimizes troubleshooting, and improves security by avoiding propagation of unauthorized routes. 
The Enhanced Topology would only justify the use of dynamic routing if more branches, redundant links, or high-availability needs were added. In the context of the current coursework, it is the case that manual route building is simple and aimed at learning. 
The use of a DHCP Relay in the Enhanced Topology brings about inter-subnet broadcast forwarding. DHCP requests are made in the form of broadcasts and they cannot traverse routers unless relayed (RFC 2131). Thus, the Debian Server, which will be used as a DHCP Relay, will have to relay requests to the Windows Server DHCP service across subnets. This design approximates enterprise models of centralized deployment of DHCP in the real world. 
In this way, there is a combination of the two-static routing with DHCP relay, which offers control and scalability of inter-network communication and administrative transparency.

4. Network Services and Enterprise Integration

The current enterprise network is based on integrated services as opposed to individual components. Virtual Private Networks (VPNs) are encrypted tunneling of public networks and include confidentiality and integrity in interconnections between distributed sites (NIST, 2018). VPN architecture would be critical in inter-branch connectivity in the real deployment of a multi-site organization like NOSS London 2026. 
Dynamic Host Configuration Protocol (DHCP) is used to centralize the management of IP which minimizes configuration errors and enables scalability. DHCP is used to complement the Active Directory Domain Services (AD DS) to strengthen a centralized enforcement of policies and automatic registration of devices (Microsoft, 2023). 
Identity management, authentication, and authorisation are all based on Active Directory. The Windows Server is used in the Enhanced Topology as a Domain Controller, DNS, and DHCP server to form a centralised authentication model. This facilitates group policies, membership of the domain, and controlled access management that is paramount in the enterprise governance structures. 
The trust structures are supported with Public Key Infrastructure (PKI) by Certificate Authorities (CA). The use of internal CA facilitates the provision of secure HTTPS (IIS), encryption of RDS, and VPN authentication. Certificates eliminate man-in-the-middle attacks and promote data protection compliance (Hagen, 2014). 
Separation of roles where applicable, safe firewall configuration, effective password policies, and least-privileged access to administrative privileges are some of the best practices. The coursework topology gathers all roles into a single server, but services are usually spread across multiple servers in the enterprise environment to offer resilience and security segregation. These services can collectively be used to build a secure and scalable enterprise infrastructure model on a basic network.














TASK 2 — TECHNICAL DOCUMENTATION
2.1 Hypervisor Selection and Justification
Following the analysis done in Task 1, the selected Type 2 hypervisor for the network deployment is Oracle VirtualBox 7.x. This selection is influenced by particular reasons that are closely connected with the NOSSLONDON2026 topology specifications.
VirtualBox has no restrictions when it comes to the guest OSs for the Windows Server 2022 and the Debian Linux OSs, which are the two platforms that are required for this coursework. It also has Internal Network and NAT networking modes which create the virtual equivalent of real, physically hardware-less networks. This is required for the network virtualization of the segmentation of the Birmingham and London sites. VirtualBox constructed the modules in an open-source framework that is completely free to use. Additionally, it has very low resource usage as it runs directly on the Windows 10 host machine which has 16GB of RAM.
Most importantly, VirtualBox allows the use of several virtual network adapters for each VM. This means that the B-DC could be connected to the Birmingham-Net internal network and also to the WAN-Link which is a fundamental requirement of the network architecture. The system also includes a snapshot feature which allows the user to go back to a previous configuration and therefore mitigates the problem of making permanent mistakes.
Enterprise-grade Type 1 hypervisors such as Microsoft Hyper-V Server and VMware ESXi provide better performance isolation; they require dedicated hardware and complex setup not suited to this academic environment. VirtualBox therefore provides the optimal balance of functionality, compatibility, and accessibility for this controlled lab deployment.
2.2 Download and Setup
2.2.1 Hypervisor and Operating System Downloads
Oracle VirtualBox Oracle VirtualBox 7.x is downloaded from the VirtualBox website (virtualbox.org). Windows Server 2022 Standard Evaluation is provided by the Microsoft Evaluation Center and for Debian 12 (Bookworm) was downloaded from the official site (debian.org). All downloads were sourced from official vendor repositories to ensure integrity and authenticity.

2.2.2 Virtual Machine Configuration
As per the topology 4 Virtual Machines (VMs) were created and deployed. Each VMs configuration is summarized in the table below:
	VM Name
	Operating System
	RAM / CPU
	Storage
	Network(s)

	B-DC
	Windows Server 2022 Standard (Desktop)
	4096MB / 2 vCPU
	50 GB
	Birmingham-Net + WAN-Link

	ClientS1
	Windows 10 Pro (64-bit)
	2048MB / 1 vCPU
	25 GB
	Birmingham-Net

	L-CD
	Debian 12 (CLI)
	2048MB / 2 vCPU
	20 GB
	London-Net + WAN-Link

	ClientL1
	Debian 12 (GNOME GUI)
	2048MB / 1 vCPU
	20 GB
	London-Net



Below in Figure 1, B-DC Windows Server 2022 Desktop Experience has successfully been deployed, and below in Figure 2, all four VMs in VirtualBox Manager show all four running simultaneously.
[image: ]
Figure 1: B-DC — Windows Server 2022 Desktop Experience (Server Manager Dashboard)
[image: ]
Figure 2: All four VMs running simultaneously in Oracle VirtualBox Manager
2.3 Configure IP Addressing
As per the topology diagram, static IP addressing was done on all four virtual machines. The assigned IP addressing scheme is in the private IPv4 addressing range: 172.16.1.0/24 for the Birmingham site, 172.16.2.0/24 for the London site, and for the point-to-point WAN link connecting the two site servers.
2.3.1 B-DC — Windows Server 2022 (Birmingham)
In B-DC, two network adapters were configured. For Adapter 1 (Birmingham-Net), it was assigned 172.16.1.1/24 with DNS pointing to itself (172.16.1.1) as it will serve as the DNS in the enhanced topology, and for Adapter 2 (WAN-Link), it was assigned 10.0.0.1 to form the WAN connection to the London Debian server.

[image: ]
Figure 3: B-DC Adapter 1 — IP 172.16.1.1/24 configured via TCP/IPv4 Properties
[image: ]
Figure 4: B-DC Adapter 2 — WAN-Link IP 10.0.0.1/255.255.255.252 configured
[image: ]
Figure 5: B-DC ipconfig /all — confirms 172.16.1.1 and 10.0.0.1 
2.3.2 ClientS1 — Windows 10 Pro (Birmingham Client)
ClientS1 was assigned static IP 172.16.1.10/24, and with B-DC at 172.16.1.1 as the default gateway and DNS, it ensured that he can reach the server and DNS was resolved in the Birmingham subnet.
[image: ]
Figure 6: ClientS1 TCP/IPv4 Properties — IP 172.16.1.10, Gateway 172.16.1.1
[image: ]
Figure 7: ClientS1 ipconfig /all — confirms 172.16.1.10/24, Gateway 172.16.1.1
2.3.3 L-CD — Debian Server CLI (London)
On L-CD, the static IP assignments were achieved by direct editing of the /etc/network/interfaces file. The enp0s3 (London-Net) interface was given the address 172.16.2.1/24, while the enp0s8 (WAN-Link) interface was given 10.0.0.2/30. Once that was done, the networking service was restarted by using systemctl restart networking.

[image: ]
Figure 8: L-CD ip addr show — confirms enp0s3: 172.16.2.1/24, enp0s8: 10.0.0.2/30 
2.3.4 ClientL1 — Debian Client GUI (London)
ClientL1 was also set up by way of /etc/network/interfaces. Interface enp0s3 was given 172.16.2.10/24. The gateway for that was set to 172.16.2.1, which is L-CD.
[image: ]
Figure 9: ClientL1 ip addr show — confirms 172.16.2.10/24 
2.4 Test and Troubleshoot
2.4.1 Static Routing Configuration
Given that London and Birmingham networks are on separate subnets, to allow communication across sites the servers were specified with static routes.
On B-DC (Windows Server) a static route that is persistent was set up with the route add command, which sends traffic to the WAN gateway 10.0.0.2 to reach 172.16.2.0/24. The route will remain after a reboot because of the -p flag.
For L-CD (Debian), a static route was created by using ip route add and in order to make it persistent, a post-up command was added to /etc/network/interfaces, which routes traffic to 172.16.1.0/24 via 10.0.0.1.
[image: ]
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Figure 10: B-DC route print — shows 172.16.2.0 → 10.0.0.2 active and persistent routes
[image: ]
Figure 11: L-CD /etc/network/interfaces — post-up static route to 172.16.1.0/24 via 10.0.0.1
[image: ]
Figure 12: L-CD ip route show — confirms 172.16.1.0/24 via 10.0.0.1 — Mar 3 6:22 PM
2.4.2 Connectivity Tests
Network communication testing at each site was verified using the ping tool. Part of the assignment requires testing to prove successful communications within the same network, and to demonstrate the expected segmentation across multiple networks.
Test 1: Birmingham Internal — B-DC to ClientS1 (172.16.1.10)
Note: Due to the Windows firewall configuration, an initial ping test failure was experienced. In the case of an ICMP ping test, Windows Firewalls will not respond to the Echo requests, unless an ICMP rule is added using the command “netsh advfirewall”. Once the rule was applied, the firewall pinged successfully with 4 out of 4 packets sent and 0% loss.
[image: ]
Figure 13: ClientS1 ping 172.16.1.10 — 4/4 packets received, 0% loss — successful intra-site connectivity
Test 2: London Internal — L-CD to ClientL1 (172.16.2.10)
Within the London subnet, L-CD was able to ping ClientL1 successfully with continuous responses, indicating complete subnet connectivity, with packets all being received and response times at less than one millisecond.

[image: ]
Figure 14: L-CD ping 172.16.2.10 — continuous replies, 0% loss — Mar 3 6:27 PM
Test 3: WAN Link — B-DC to L-CD (10.0.0.2)
The W-AN link from B-DC to L-CD was confirmed by pinging 10.0.0.2 from B-DC. With all 4 packets being received at less than one millisecond, the point-to-point /30 link has been verified operational.
[image: ]
Figure 15: B-DC ping 10.0.0.2 — 4/4 packets received, 0% loss — WAN link operational
Test 4: Cross-Site Routing — B-DC to L-CD LAN (172.16.2.1)
Static routing was confirmed by successful replies to pings from B-DC to L-CD London interface (172.16.2.1). This is proof that traffic was accurately routed across the van link, and it also confirmed that intersite IP routing is operational.
[image: ]
Figure 16: B-DC ping 172.16.2.1 — 4/4 packets received — inter-site routing confirmed
2.4.3 Test Results Summary
	Test
	Source
	Destination
	Target IP
	Result

	1
	B-DC (172.16.1.1)
	ClientS1
	172.16.1.10
	SUCCESS ✓

	2
	L-CD (172.16.2.1)
	ClientL1
	172.16.2.10
	SUCCESS ✓

	3
	B-DC (172.16.1.1)
	L-CD WAN
	10.0.0.2
	SUCCESS ✓

	4
	B-DC (172.16.1.1)
	L-CD London LAN
	172.16.2.1
	SUCCESS ✓










TASK 3 — PERSONAL & TECHNICAL REFLECTION
3.1 Technical Reflection
3.1.1 Technical Reflection — Deployment and Testing
The development of the NOSSLONDON2026 virtual network was completed mostly according to the intended network topology, with the exception of some setbacks, which were managed technically.
The first major challenge was the first installation of Windows Server 2022 on B-DC, where the edition selected was the incorrect one (Core, with no desktop experience). This was evident when the computer booted only to a command line interface, and not to the server manager GUI (graphical user interface). The issue was corrected by redeploying the virtual machine (VM) with the correct edition that included desktop experience.
Another challenge was that Windows Firewall on ClientS1 was by default, blocking ICMP (Internet Control Message Protocol) Echo requests, which resulted in the failure of ping connectivity tests from B-DC. This was diagnosed when pings to other hosts succeeded and only ClientS1 pings returned no response (timed out). This was corrected by the addition of a rule to allow inbound ICMPv4 traffic using the netsh command.
Configuring static routing on Windows Server and Debian required a lot of consideration for syntax and persistence. On Debian, the post-up directive in the /etc/network/interfaces file was proven effective in ensuring that the route survived reboots, and this was confirmed after the networking service was restarted.
3.1.2 Personal Reflection
This coursework enhanced my knowledge on virtualised network infrastructure. Before starting this task, I had no experience on how to configure static IP addressing on different operating systems, or how to resolve issues with connectivity on different systems. Encountering real problems, such as firewalls and problems with OS editions, helped me develop my ability to diagnose and resolve issues in a systematic way. 
This task helped me understand the theoretical concepts from Task 1, especially the practical importance of subnetting and static routing, and the use of hypervisors to manage separate networks at different locations. I have a stronger foundation to tackle the enhanced topology in Coursework 2.
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Reply from 16.6.6.2: bytes=32 time-ms 4
Reply from 16.6.6.2: bytes=32 time<ims 4
Reply from 16.6.6.2: bytes=32 time<ims 4
Reply from 16.0.6.2: bytes=32 time<ims 4

Ping statistics for 10.0.6.2:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Administrator>
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4 Prompt

Approximate round trip times in milli-seconds:
Minimum = ems, Maximum - 1ms, Average = ems

C:\Users\Administrator>ping 172.16.2.1

Pinging 172.16.2.1 with 32 bytes of data:

Reply from 172.16.2.1: bytes=32 time=ims TTL-64
Reply from 172. 2 timecins
Reply from 172. 2 time<ins
Reply from 172.16.2.1: bytes=32 time<ims

Ping statistics for 172.16.2.1

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = ims, Average = 6ms

Users\Administrator>
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Operating System: Windows Server 2022 (64-bit)
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BootOrder:  Hard Disk, Optical, Floppy
Acceleration:  Nested Paging, Hyper-V Paravirtualization
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Controller: SATA
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&P Network
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© Description
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Hicrosoft Windows [Version 10.6.19645.3863] ~
(c) Microsoft Corporation. All rights reserved.

IC: \Users\Clients1>ipconfig /all

Windows IP Configuration

Host Name . : DESKTOP-4THKOVH
Vi primary Dns Suffix

Node Type . . . Hybrid

Ip Routing Enabled. No

WINS Proxy Enabled. No

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Intel(R) PRO/1066 MT Desktop Adapter
08-00-27-04-7C-C4

4ba:1966: F16b: d2ea%s (Preferred)
172.16.1.10(Preferred)
255.255.255.6

Default Gateway . 172.16.1.1
DHCPYV6 TATD . . 101187623

DHCPYV6 Client DUID. 06-01-00-01-31-39-79-18-68-60-27-04-7C-C4.
DNS Servers . . . 172.16.1.1

NetBIOS over Tcpip. : Enabled
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