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[bookmark: _Toc70641197]Worksheet 3 
For files to be shared across the network, A folder will need to be created by the administrator so that there is a location for the data to be stored. Once the folder was created for the data to be stored, creating a document will be used to allow for testing purposes; this is used to test whether file sharing is functional.
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	Figure 1: Image of the creation of the “Dept_Important_Docs” Folder. 
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	Figure 2: Image of the creation of the “Important_Document” File.



Once the Files and Folders have been created in place, To set up file sharing, the administrator will need to go to the security tab and remove the inherited permissions; this allows for the administrator to create his permissions for his users 
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	Figure 3: Removing all inherited permissions from the files/folders
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	Figure 4: Image showing a warning that the inherited permissions were removed and no one will have access if no permissions are added.


After the inherited permissions are removed, it will allow the administrator to add his permissions; this will be done by simply adding users to the security tab and allowing or denying the admin's permissions to grant.
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	Figure 5: This shows an image of permissions that’s been granted. 





Once the permissions are granted, it is time to test whether the permission nodes are working; this can be done by checking the file. 
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	Figure 6: Due to having no permissions, this should show a warning saying the user does not have access.



To create a file share, the administrator would need to create an SMB quick share and then configure the share by adding a name and completing the permissions that are the users need.
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	Figure 7: Configuring share permissions.
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	Figure 8: Creating the file share



Once the file share is created, we need to make sure that the workstations can connect to the share; to do this, we need to map the share drive
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	Figure 9: Mapping the Share Drive so that the drive is on the network’s





After the file share is complete, making an Organization unit allows the administrator to grant users/computers specific permissions on what they can do on the network. 
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	Figure 10: Creating an Organizational unit. 





Once the OU is created, a user needs to be added to the OU so that the administrator can grant permission.
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	Figure 11: Creating a new user for OU.




Once the OU is complete, the administrator would need to use GPM (Group Policy Management) to grant what the users allowed to access; prohibiting the control panel and settings stops users from changing any settings made by the admin. 
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	Figure 12: Prohibiting access to Control Panel and Settings
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	Figure 13: Enabling the “Prohibit Access to Control panel and settings.” 


Once changing the GPM permissions, the administrator would need to force an update so that the changes are made on the network; to do this a command needs to run in command prompt.
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	Figure 14: Forcing the Group policies to update. 
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	Figure 15: Attempting to open control panel by the search bar. 



The administrator will also like to prevent the usage of command prompt; this will stop any vulnerabilities from the command prompt. 
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	Figure 16: Preventing access to the command prompt.
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	Figure 17: Attempting to open the command prompt on the user. 


The administrator would disable all removable storage devices to prevent any users from exporting data or to prevent any malware from a removable device. 
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	Figure 18: Preventing access to use Removable Storage devices. 
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	Figure 19: Attempting to open a drive. 



To prevent users from downloading software on to the machines, the administrator will need to make another OU for computers on the network. 
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	Figure 20: Adding a computer to another OU. 





Once another OU has been created for the computers and the computers have been added to that OU, User installs can now be disabled. 
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	Figure 21: Preventing User Installs on the workstations. 
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	Figure 22: Attempting to install Google Chrome with user installs disabled. 


The most critical security on the network is passwords; users passwords should follow the correct password policies to secure the network. 
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	Figure 23: Changing the Password Policies. 
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	Figure 24: Attempting to create a user without meeting the password policy. 


[bookmark: _Toc70641198]Observational Tasks 
[bookmark: _Toc70641199]3A. Difference between Local permissions and files shares
Local Permissions
Local permissions are file permissions that are limited to the local logon; this allows the local user to create permissions to determined who can or cannot access the file while connected to a network; this works in parallel with the network, which will only allow access to the users that have been granted permission, a type of Local permission is NTFS the which is an abbreviation of New Technology File System, this is a set of permissions that are required to be able to access a file or folder stored on the file system. [1]
Share Permissions
Share permissions allow for managing access of files and folders that have been shared across the network; these permissions only apply to files and folders and do not apply to any local users; the share works by allowing the users that can access the shared folder, share permissions also allow support for other types of file’s systems such as FAT, FAT32 and NTFS. 
Differences
Local and Share Permissions have their differences, with some being the support of files systems, NTFS only supports its file system, whereas Share permissions support multiple file systems like FAT, FAT32 and NTFS; also Local Permissions has five permission attributes Full Control, Modify, Read & Execute, Read and Write these are used as permission nodes to allow specific users access to files, Share permission only has three permission attributes Read, Change and Full Control these work similar to the Local permissions. However, they have fewer permissions that can be granted to the users of the network. [2]

[bookmark: _Toc70641200]3B. Group Policy Management  
The Group Policy Management (GPM) allows for administrators to be able to create, manage and remove policies on a network; by creating a policy, you allow or prohibit access to the users of an organizational unit (OU); this allows for the administrators to limit the usage of activities on the network, these can be used to prevent users from using command prompt, settings and control panel which is not needed for non-admin users, to prevent the users from accessing these types of things an OU will need to be created for the non-admin users, once created the users that the admin a new policy needs to be created so that the non-user OU can follow, In Figure 25 it shows a screenshot on how an administrator would go about prohibiting access to various permissions/features. [3]
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	Figure 25: Screenshot of Group Policy Management Editor.



[bookmark: _Toc70641201]3C. Password Principles
Passwords are the most common way for authorisation within modern society. To make sure that networks and enterprises are secure strong passwords principles need to be enforced; multiple ways can do this, such as Enforce Password History; this prevents users from using previously used passwords; this is good because it prevents alternation between the same passwords. Another way can be enforcing Maximum Password Age; this will require the users to change passwords regularly to secure the security and prevent brute force attacks; the opposite to maximum password age is minimum password age; this will prevent the user from changing the password too regularly to bypass the password history. [4] Also, Minimum Password Lengths allow for passwords to be required to be over a specific length, such as eight characters; this reduces the chances of the password being brute-forced. All these password principles work together to make a more robust and more secure network. [5]
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