  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0R5
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
!
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface GigabitEthernet0/0/0
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/2
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 shutdown
 negotiation auto
!
interface Serial0/1/0
 no ip address
 shutdown
!
interface Serial0/1/1
 no ip address
 shutdown
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
!
!
!
!
!
!
control-plane
!
!
line con 0
 stopbits 1
line aux 0
line vty 0 4
 login
 transport input ssh
line vty 5 14
 login
 transport input ssh
!
call-home
 ! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
 ! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notif
 contact-email-addr sch-smart-licensing@cisco.com
 profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end

R1#
R1#enable
R1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#dns?
dnsix-dmdp  dnsix-nat

R1(config)#dns?
dnsix-dmdp  dnsix-nat

R1(config)#disable?
% Unrecognized command
R1(config)#?
Configure commands:
  aaa                         Authentication, Authorization and Accounting.
  access-list                 Add an access list entry
  access-session              Access Sesion Global Configuration Commands
  accounting                  Policy accounting feature
  alg                         ALG configuration commands
  alias                       Create command alias
  ancp                        Configure ANCP
  app-hosting                 Application hosting configuration mode
  archive                     Archive the configuration
  arp                         Set a static ARP entry
  async-bootp                 Modify system bootp parameters
  authentication              Auth Manager Global Configuration Commands
  autoconf                    Configure autoconf
  avc                         Application visibility and control
  banner                      Define a login banner
  bba-group                   Configure BBA Group
  beep                        Configure BEEP (Blocks Extensible Exchange
                              Protocol)
  bfd                         BFD configuration commands
  bfd-template                BFD template configuration
  boot                        Modify system boot parameters
  boot-end-marker             boot-end-marker
  boot-start-marker           boot-start-marker
  bridge                      Bridge Group.
  bridge-domain               Bridge-domain global configuration commands
  buffers                     Adjust system buffer pool parameters
  bulkstat                    Bulkstat Application
  busy-message                Display message when connection to host fails
  call                        Configure Call parameters
  call-history-mib            Define call history mib parameters
  call-home                   Enter call-home configuration mode
  carrier-id                  Name of the carrier associated with this trunk
                              group
  cdp                         Global CDP configuration subcommands
  cef                         Cisco Express Forwarding
  cfg-mode                    Enter configuration mode
  chat-script                 Define a modem chat script
  cisp                        Set CISP parameters
  class-map                   Configure CPL Class Map
  classmap-template           create a parameterized class from base class
  clns                        Global CLNS configuration subcommands
  clock                       Configure time-of-day clock
  cns                         CNS agents
  config-register             Define the configuration register
  configuration               Configuration access
  connect                     cross-connect two interfaces
  control-plane               Configure control plane services
  cops                        Common Open Policy Service (COPS)
  crypto                      Encryption module
  cts                         Cisco Trusted Security commands
  cwmp                        Configure CPE WAN Management Protocol(CWMP)
  default                     Set a command to its defaults
  default-value               Default character-bits values
  define                      interface range macro definition
  device-tracking             Device tracking configuration commands
  diagnostic                  Configure diagnostic information
  dialer                      Dialer commands
  dialer-list                 Create a dialer list entry
  dnsix-dmdp                  Provide DMDP service for DNSIX
  dnsix-nat                   Provide DNSIX service for audit trails
  do-exec                     To run exec commands in config mode
  dot1x                       IEEE 802.1X Global Configuration Commands
  downward-compatible-config  Generate a configuration compatible with older
                              software
  dspfarm                     Enable the dspfarm service
  eap                         EAP Global Configuration Commands
  enable                      Modify enable password parameters
  end                         Exit from configure mode
  epm                         EPM Global Configuration Commands
  errdisable                  Error disable
  esmc                        Ethernet Synchronization Messaging Channel
  ethernet                    Ethernet configuration
  ethernet-internal           Ethernet-internal configuration
  event                       Event related configuration commands
  exception                   Exception handling
  exception-slave             exception-slave
  exit                        Exit from configure mode
  facility-alarm              Configure facility alarms
  fallback                    Fallback configuration commands
  fhrp                        Configure First Hop Redundancy Protocols
  file                        Adjust file system parameters
  flow                        Global Flow configuration subcommands
  flowspec                    FlowSpec configuration
  format                      Format the output
  fqdn                        fqdn config commands
  frame-relay                 global frame relay configuration commands
  glbp                        Global GLBP configuration commands
  global-address-family       Enter address-family base routing topology mode
  gnmi-yang                   Enable gnmi-yang
  gnxi                        Enable gnxi
  help                        Description of the interactive help system
  hostname                    Set system's network name
  hw-module                   Control of individual components in the system
  id-manager                  ID Pool Manager
  identity                    Identity Configuration Commands
  ingress-class-map           Ingress Classification Class-map
  interface                   Select an interface to configure
  iox                         Configure IOx services
  ip                          Global IP configuration subcommands
  ipc                         Configure IPC system
  ipv6                        Global IPv6 configuration commands
  isis                        Global ISIS configuration subcommands
  issu                        ISSU config commands
  ixi                         IXI Config command
  kerberos                    Configure Kerberos
  key                         Key management
  kron                        Kron interval Facility
  l2protocol-tunnel           Tunnel Layer2 protocols
  l2tp                        Layer 2 Tunneling Protocol (L2TP) parameters
  l2tp-class                  l2tp-class configuration
  lacp                        LACP configuration
  li-view                     LI View
  license                     Configure license features
  line                        Configure a terminal line
  lldp                        Global LLDP configuration subcommands
  load                        Load Protocol
  location                    Global location configuration commands
  logging                     Modify message logging facilities
  login                       Enable secure login checking
  login-string                Define a host-specific login string
  mab                         MAC Authentication Bypass Global Configuration
                              Commands
  mac                         Global MAC configuration subcommands
  mac-address-table           Configure the MAC address table
  map-class                   Configure static map class
  map-list                    Configure static map list
  media                       Media Commands
  memory                      Configure memory management
  menu                        Define a user-interface menu
  microcode                   configure microcode
  mka                         MACsec Key Agreement (MKA) configuration
  modemcap                    Modem Capabilities database
  monitor                     Monitoring different system events
  multilink                   PPP multilink global configuration
  mvr                         Enable/Disable MVR on the switch
  named-ordering-route-map    named ordering route-map enable
  nat46                       NAT46 configuration commands
  nat64                       NAT64 configuration commands
  nat66                       NAT66 configuration commands
  netbios                     NETBIOS access control filtering
  netconf                     Configure NETCONF
  netconf-yang                Configure netconf-yang parameters
  network-clock               Network clock config commands
  network-policy              Network Policy
  nhrp                        NHRP global commands
  no                          Negate a command or set its defaults
  ntp                         Configure NTP
  object-group                Configure Object Group
  onep                        ONEP functionality
  overlay                     Global Overlay Tunnel Configurations
  parameter-map               Configure Parameter Map
  parser                      Configure parser
  password                    Configure encryption password (key)
  platform                    platform specific configuration
  pnp                         Configure PNP
  policy-manager              Policy Manager configuration commands
  policy-map                  Configure Policy Map
  policy-peer                 External Policy Delegation(EPD) peer parameters
  port-channel                Port-channel configuration
  ppp                         PPP global configuration
  pppoe                       PPPoE global configuration
  privilege                   Command privilege parameters
  process                     Configure process
  process-max-time            Maximum time for process to run before
                              voluntarily relinquishing processor
  prompt                      Set system's prompt
  qos                         Global QoS configuration subcommands
  rbe                         Commands for Routing RFC 1483 Ethernet
                              encapsulated packets
  rcmd                        Remote command configuration commands
  rcp-enable                  Enable server side of RCP
  redirect                    Configure L4 redirect parameters
  redundancy                  Enter redundancy mode
  regexp                      regexp commands
  remote-management           Enable the remote managment
  resource                    Configure Embedded Resource Manager (ERM)
  resource-group              Configure Resource Group settings
  restconf                    Configure restconf parameters
  resume-string               Define a host-specific resume string
  rif                         Source-route RIF cache
  rlogin                      Rlogin configuration commands
  rmon                        Remote Monitoring
  route-map                   Create route-map or enter route-map command mode
  route-tag                   Route Tag
  router                      Enable a routing process
  routing-default-optimize    Enable routing default optimization
  rsh-disable-command         rsh-disable-command
  rsh-enable                  Enable server side of RSH
  rwatch                      Enter RIB_RWATCH test configuration submode
  sampler                     Define a Sampler
  sasl                        Configure SASL
  sbfd                        SBFD configuration commands
  scheduler                   Scheduler parameters
  scheduler-interval          scheduler-interval
  scripting                   Configure options for scripting languages
  security                    Infra Security CLIs
  service                     Modify use of network based services
  service-family              Configure external service-family clients
  service-group               service-group global command
  service-template            Configure a service-template/identity policy
  shell                       Configure shell command
  shutdown                    Shutdown system elements
  snmp                        Modify non engine SNMP parameters
  snmp-server                 Modify SNMP engine parameters
  sntp                        Configure SNTP
  source                      Get config from another source
  source-bridge               Source-route bridging ring groups
  spanning-tree               Spanning Tree Subsystem
  spd                         Selective Packet Discard parameters
  stacks                      Configure stacks
  standby                     Global HSRP configuration commands
  state-machine               Define a TCP dispatch state machine
  static-ipfrr                Config static ip fast rerouting rules
  subscriber                  Subscriber configuration
  subscriber-policy           Subscriber policy
  svl                         Stackwise Virtual Link
  tacacs-server               Modify TACACS query parameters
  telemetry                   Telemetry configuration
  template                    Select a template to configure
  terminal-queue              Terminal queue commands
  tftp-server                 Provide TFTP service for netload requests
  time-range                  Define time range entries
  timezone                    timezone
  track                       Object tracking configuration commands
  transceiver                 Select from transceiver configuration commands
  transport                   Configure transport
  transport-map               Configure transport map
  trunk                       Global trunk configuration
  ucse                        UCSE server
  udld                        Configure global UDLD setting
  upgrade                     Global upgrade configuration subcommands
  user-name                   Establish User Name Authentication
  username                    Establish User Name Authentication
  version                     version
  virtual-profile             Virtual Profile configuration
  virtual-service             Configure virtual service
  virtual-template            Virtual Template configuration
  vlan-autoconfig             Configure dynamic VLAN interface
  vpdn                        Virtual Private Dialup Network
  vpdn-group                  VPDN group configuration
  vpdn-template               vpdn-template configuration
  vrf                         VRF commands
  vrrp                        Global VRRP configuration commands
  vrrs                        vrrs global command
  vtp                         Configure global VTP state
  wrr-queue                   Configure weighted round-robin xmt queues
  wsma                        Configure Web Services Management Agents
  x25                         X.25 Level 3
  xdr                         Configure XDR parameters
  xot                         Global XOT commands
  yang-interfaces             Configure yang-interfaces parameters

R1(config)#no ip
% Incomplete command.

R1(config)#no ip domain-lookup
                       ^
% Invalid input detected at '^' marker.

R1(config)#ip domain name
% Incomplete command.

R1(config)#ip domain-name swre-lab.com
                    ^
% Invalid input detected at '^' marker.

R1(config)#ip domain name swre-lab.com
R1(config)#enable secret cisco123
R1(config)#exit
R1#
*Aug 21 15:10:38.882: %SYS-5-CONFIG_I: Configured from console by console
R1#exit

































R1 con0 is now available





Press RETURN to get started.









R1>bash
% Bad IP address or host name% Unknown command or computer name, or unable to find computer address
R1>enable
Password:
R1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#line console 0
R1(config-line)#password cisco123
R1(config-line)#login
R1(config-line)#exit
R1(config)#username cisco privilege 15
R1(config)#secret cisco123
              ^
% Invalid input detected at '^' marker.

R1(config)#exit
R1#
*Aug 21 15:14:29.282: %SYS-5-CONFIG_I: Configured from console by consoleexit

































R1 con0 is now available





Press RETURN to get started.











S2>enable
S2#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)##ip domain-name swre-lab.com
S2(config)#ip domain-name swre-lab.com
S2(config)#enable secret cisco123
S2(config)#line console0
                       ^
% Invalid input detected at '^' marker.

S2(config)#line console 0
S2(config-line)#password cisco123
S2(config-line)#login
S2(config-line)#exit
S2(config)#username cisco privilege 15
S2(config)#secret cisco123
             ^
% Invalid input detected at '^' marker.

S2(config)#exit
S2#
*Aug 21 15:20:15.588: %SYS-5-CONFIG_I: Configured from console by console
S2#exit

































S2 con0 is now available





Press RETURN to get started.






User Access Verification

Password:
S2>

User Access Verification

Password:
R1>
S1>enable
S1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#ip domain-name swre-lab.com
S1(config)#line console 0
S1(config-line)#password cisco123
S1(config-line)#login
S1(config-line)#exit
S1(config)#username cisco
S1(config)#privilege 15
                     ^
% Invalid input detected at '^' marker.

S1(config)#secret cisco123
             ^
% Invalid input detected at '^' marker.

S1(config)#exit
S1#exit
*Aug 21 15:25:10.630: %SYS-5-CONFIG_I: Configured from console by console

































S1 con0 is now available





Press RETURN to get started.















User Access Verification

Password:
S1>enable
S1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#name VLAN7
            ^
% Invalid input detected at '^' marker.

S1(config)#line vty 0 4
S1(config-line)#login local
S1(config-line)#transport input ssh
S1(config-line)#exit
S1(config)#crypto key generate rsa modulus 1024
The name for the keys will be: S1.swre-lab.com

% The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 2 seconds)

S1(config)#
*Aug 21 15:28:42.433: %SSH-5-ENABLED: SSH 1.99 has been enabled
R1>enable
Password:
R1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#line vty 0 4
R1(config-line)#login local
R1(config-line)#transport input ssh
R1(config-line)#exit
R1(config)#crypto key generate rsa modulus 1024
The name for the keys will be: R1.swre-lab.com

% The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 0 seconds)

R1(config)#
*Aug 21 15:29:19.578: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named R1.swre-lab.com has been generated or imported by cr
R1(config)#exit
R1#
*Aug 21 15:29:39.079: %SYS-5-CONFIG_I: Configured from console by consoleexit

































R1 con0 is now available





Press RETURN to get started.





User Access Verification

Password:
S2>enable
Password:
S2#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)#line vty 0 4
S2(config-line)#login local
S2(config-line)#transport input ssh
S2(config-line)#exit
S2(config)#crypto key generate modulus 1024
                               ^
% Invalid input detected at '^' marker.

S2(config)#crypto key generate rsa modulus 1024
The name for the keys will be: S2.swre-lab.com

% The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 2 seconds)

S2(config)#
*Aug 21 15:34:23.385: %SSH-5-ENABLED: SSH 1.99 has been enabled
S2(config)#exit
S2#exi
*Aug 21 15:34:29.090: %SYS-5-CONFIG_I: Configured from console by cons
S2#exit

































S2 con0 is now available





Press RETURN to get started.












User Access Verification

Password:
S2>enable
Password:
S2#no ip domain-lookup
          ^
% Invalid input detected at '^' marker.

S2#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)#no ip domain-lookup
S2(config)#exit
S2#exi
*Aug 21 15:36:19.212: %SYS-5-CONFIG_I: Configured from console by consolet

































S2 con0 is now available





Press RETURN to get started.




User Access Verification

Password:
R1>enable
Password:
R1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#no ip domain-lookup
                       ^
% Invalid input detected at '^' marker.

R1(config)#no ip domain-lookup
                       ^
% Invalid input detected at '^' marker.

R1(config)#no ip domain lookup
R1(config)#end
R1#
*Aug 21 15:35:55.370: %SYS-5-CONFIG_I: Configured from console by console
R1#exit

































R1 con0 is now available





Press RETURN to get started.





Router>
S1(config)#no ip domain-lookup
S1(config)#exit
S1#e
*Aug 21 15:38:27.681: %SYS-5-CONFIG_I: Configured from console by consol
S1#exit

































S1 con0 is now available





Press RETURN to get started.



User Access Verification

Password:
% Password:  timeout expired!
Password:
% Password:  timeout expired!
Password:
% Password:  timeout expired!
% Bad passwords


































S1 con0 is now available





Press RETURN to get started.















User Access Verification

Password:
S1>enable
S1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#vlan22
               ^
% Invalid input detected at '^' marker.

S1(config)#vlan
% Incomplete command.

S1(config)#exit
S1#exit

































S1 con0 is now available





Press RETURN to get started.






*Aug 21 15:42:48.128: %SYS-5-CONFIG_I: Configured from console by console

User Access Verification

Password:
S1>enable
S1#configure
Configuring from terminal, memory, or network [terminal]? t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#vlan24
               ^
% Invalid input detected at '^' marker.

S1(config)#interface vlan24
S1(config-if)#
*Aug 21 15:47:48.992: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan24, changed state to down
S1(config-if)#ip address 192.168.110.3/24 192.168.110.1
                                      ^
% Invalid input detected at '^' marker.

S1(config-if)#ip address 192.168.110.3  192.168.110.1
Bad mask 0xC0A86E01 for address 192.168.110.3
S1(config-if)#ip address 192.168.110.3/24  192.168.110.1
                                      ^
% Invalid input detected at '^' marker.

S1(config-if)#ip address 192.168.110.2/24  192.168.110.1
                                      ^
% Invalid input detected at '^' marker.

S1(config-if)#ip address 192.168.110.2  192.168.110.1
Bad mask 0xC0A86E01 for address 192.168.110.2
S1(config-if)#ip adress 192.168.110.2 192.168.110.1
                   ^
% Invalid input detected at '^' marker.

S1(config-if)#exit
S1(config)#exit
S1#
*Aug 21 15:52:42.321: %SYS-5-CONFIG_I: Configured from console by console
S1#exit

































S1 con0 is now available





Press RETURN to get started.










User Access Verification

Password:
S2>enable
Password:
S2#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)#interface vlan 24
S2(config-if)#
*Aug 21 15:54:51.198: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan24, changed state to down
S2(config-if)#exit
S2(config)#vlan22
               ^
% Invalid input detected at '^' marker.

S2(config)#
*Aug 21 15:59:05.839: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/22, changed state to up
*Aug 21 15:59:06.839: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/22, changed state to up
S2(config)#interface vlan 24
S2(config-if)#ip address 192.168.110.3/24 192.168.110.1
                                      ^
% Invalid input detected at '^' marker.

S2(config-if)#exit
S2(config)#vlan 24
S2(config-vlan)#ip address 192.168.110
                ^
% Invalid input detected at '^' marker.

S2(config-vlan)#ip address 192.168.110.3/24 192.168.110.1
                ^
% Invalid input detected at '^' marker.

S2(config-vlan)#name student
S2(config-vlan)#
S2(config-vlan)#vlan 22
S2(config-vlan)#name Student
S2(config-vlan)#vlan 23
S2(config-vlan)#name Teacher
S2(config-vlan)#vlan 24
S2(config-vlan)#name Management
S2(config-vlan)#vlan 25
S2(config-vlan)#name Library
S2(config-vlan)#vlan 26
S2(config-vlan)#name Native
S2(config-vlan)#exit
S2(config)#exit
S2#ex
*Aug 21 16:09:02.781: %SYS-5-CONFIG_I: Configured from console by consoleit

































S2 con0 is now available





Press RETURN to get started.



User Access Verification

Password:
S1>enable
S1#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#vlan 22
S1(config-vlan)#name Student
S1(config-vlan)#vlan 23
S1(config-vlan)#name
% Incomplete command.

S1(config-vlan)#name Teacher
S1(config-vlan)#vlan 24
S1(config-vlan)#name Management
S1(config-vlan)#vlan 25
S1(config-vlan)#name Library
S1(config-vlan)#vlan 26
S1(config-vlan)#name Native
S1(config-vlan)#exit
S1(config)#exit
S1#exi
*Aug 21 16:11:13.945: %SYS-5-CONFIG_I: Configured from console by cons
S1#exit

































S1 con0 is now available





Press RETURN to get started.












User Access Verification

Password:

User Access Verification

Password:
R1>exit

































R1 con0 is now available





Press RETURN to get started.






User Access Verification

Password:
R1>sh run
       ^
% Invalid input detected at '^' marker.

R1>show run
         ^
% Invalid input detected at '^' marker.

R1>sh run
       ^
% Invalid input detected at '^' marker.

R1>enable
Password:
R1#sh run
Building configuration...

Current configuration : 6134 bytes
!
! Last configuration change at 15:35:55 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-3218661125
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3218661125
 revocation-check none
 rsakeypair TP-self-signed-3218661125
!
crypto pki trustpoint SLA-TrustPoint
 enrollment pkcs12
 revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-3218661125
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33323138 36363131 3235301E 170D3234 30383231 30383036
  30345A17 0D333430 38323130 38303630 345A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 32313836
  36313132 35308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100AE8E 1D5AC2E7 4370D665 63CF88A6 1017B6C8 483704F7 E620A740
  D9F9A4A3 789C4E5F C1C8E0C8 198E2BBD BA5E845A A3879BA7 7199360F 011B2BDE
  2B0EEF02 2BE27E3A DA5779FE 97394870 3FC9D486 F3CF95E8 75096232 F0BB06DC
  6B821B08 8B27EC91 4D9E0B0C B0C4757C FE4D412E B8A21A11 FFD480F5 985649F8
  7BA2351A 44046493 41C589A4 7486A613 8AEE21C3 6788C9A4 219035EF 91259A11
  4C452E0B AC9E9A18 44271D09 DD5CA9F5 405F9943 9094722C B0D31364 B70E615C
  5D30A578 8F08C56B A6390EC0 4B94B1D2 FA286BE5 CD14F6EE C90D4CB8 1C4CA9E8
  39479245 9FFAB5C0 2F569806 2789A69D F42537A9 A9CF5842 96C866ED F8A729CB
  0EBB0BA7 8AAB0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 14A905A3 71A397B6 33BACEC9 139A87D0 501B5EB3
  EE301D06 03551D0E 04160414 A905A371 A397B633 BACEC913 9A87D050 1B5EB3EE
  300D0609 2A864886 F70D0101 05050003 82010100 09B44831 463F1394 12DA77E9
  A32209AA 00BA8674 C5301A44 822E83F5 09579744 3D3B4844 93E00981 16D72C36
  52030EFB FDFB640E C9C51162 6BCFA827 AFB87A9C 106C62DA 63814391 764BC844
  4B7D1643 692E6005 1970A478 59DE2411 5C0395C8 34CDDEEE 559D67C9 B896E691
  182DE488 804E4565 BB1C8EB4 BA6A70B3 7477107A F9C7ADE6 50255458 2D65989A
  692E0C8D CC3300EC FC3DD55F 3CB3F4B1 DD82027E FEC98E11 49FAB459 16DA428C
  9E42DF2D 8E93C40F BDC27097 604B33FA A1DDF17F 32C2B6B0 C8A3E28F 9418542C
  AC323E45 96398EFC D7C3EC56 016183BB 5B2ACD33 1C3FAFCB B2FC0237 E7D943CC
  DF9D1723 F2042B3F 389CAE59 47CF0FFC 821EE4B1
        quit
crypto pki certificate chain SLA-TrustPoint
 certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0R5
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$mG1izllYeM/p9.$Koa8aPWXi1MYvwQjoFKGoztqNTH1utmXWp.UFG96jHg
!
username cisco privilege 15
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface GigabitEthernet0/0/0
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/2
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 shutdown
 negotiation auto
!
interface Serial0/1/0
 no ip address
 shutdown
!
interface Serial0/1/1
 no ip address
 shutdown
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
!
!
!
!
!
!
control-plane
!
!
line con 0
 password cisco123
 login
 stopbits 1
line aux 0
line vty 0 4
 login local
 transport input ssh
line vty 5 14
 login
 transport input ssh
!
call-home
 ! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
 ! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notifications.
 contact-email-addr sch-smart-licensing@cisco.com
 profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end

R1#sh ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1   unassigned      YES unset  administratively down down
GigabitEthernet0/0/2   unassigned      YES unset  administratively down down
GigabitEthernet0/0/3   unassigned      YES unset  administratively down down
Serial0/1/0            unassigned      YES unset  administratively down down
Serial0/1/1            unassigned      YES unset  administratively down down
R1#

User Access Verification

Password:
S1>enable
S1#sh run
Building configuration...

Current configuration : 1727 bytes
!
! Last configuration change at 16:11:13 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
!
username cisco
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface GigabitEthernet1/0/1
!
interface GigabitEthernet1/0/2
!
interface GigabitEthernet1/0/3
!
interface GigabitEthernet1/0/4
!
interface GigabitEthernet1/0/5
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
!
interface GigabitEthernet1/0/8
!
interface GigabitEthernet1/0/9
!
interface GigabitEthernet1/0/10
!
interface GigabitEthernet1/0/11
!
interface GigabitEthernet1/0/12
!
interface GigabitEthernet1/0/13
!
interface GigabitEthernet1/0/14
!
interface GigabitEthernet1/0/15
!
interface GigabitEthernet1/0/16
!
interface GigabitEthernet1/0/17
!
interface GigabitEthernet1/0/18
!
interface GigabitEthernet1/0/19
!
interface GigabitEthernet1/0/20
!
interface GigabitEthernet1/0/21
!
interface GigabitEthernet1/0/22
!
interface GigabitEthernet1/0/23
!
interface GigabitEthernet1/0/24
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
 no ip address
 shutdown
!
interface Vlan24
 no ip address
!
ip http server
ip http secure-server
!
!
!
!
line con 0
 password cisco123
 login
line vty 0 4
 login local
 transport input ssh
line vty 5 15
 login
 transport input none
!
end

S1#sh ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES unset  administratively down down
Vlan24                 unassigned      YES unset  up                    down
GigabitEthernet1/0/1   unassigned      YES unset  down                  down
GigabitEthernet1/0/2   unassigned      YES unset  down                  down
GigabitEthernet1/0/3   unassigned      YES unset  down                  down
GigabitEthernet1/0/4   unassigned      YES unset  down                  down
GigabitEthernet1/0/5   unassigned      YES unset  up                    up
GigabitEthernet1/0/6   unassigned      YES unset  down                  down
GigabitEthernet1/0/7   unassigned      YES unset  down                  down
GigabitEthernet1/0/8   unassigned      YES unset  down                  down
GigabitEthernet1/0/9   unassigned      YES unset  down                  down
GigabitEthernet1/0/10  unassigned      YES unset  down                  down
GigabitEthernet1/0/11  unassigned      YES unset  down                  down
GigabitEthernet1/0/12  unassigned      YES unset  down                  down
GigabitEthernet1/0/13  unassigned      YES unset  down                  down
GigabitEthernet1/0/14  unassigned      YES unset  down                  down
GigabitEthernet1/0/15  unassigned      YES unset  down                  down
GigabitEthernet1/0/16  unassigned      YES unset  down                  down
GigabitEthernet1/0/17  unassigned      YES unset  down                  down
GigabitEthernet1/0/18  unassigned      YES unset  down                  down
GigabitEthernet1/0/19  unassigned      YES unset  down                  down
GigabitEthernet1/0/20  unassigned      YES unset  down                  down
GigabitEthernet1/0/21  unassigned      YES unset  down                  down
GigabitEthernet1/0/22  unassigned      YES unset  down                  down
GigabitEthernet1/0/23  unassigned      YES unset  down                  down
GigabitEthernet1/0/24  unassigned      YES unset  down                  down
GigabitEthernet1/0/25  unassigned      YES unset  down                  down
GigabitEthernet1/0/26  unassigned      YES unset  down                  down
GigabitEthernet1/0/27  unassigned      YES unset  down                  down
GigabitEthernet1/0/28  unassigned      YES unset  down                  down
S1#sh vlan brief

VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/6
                                                Gi1/0/7, Gi1/0/8, Gi1/0/9
                                                Gi1/0/10, Gi1/0/11, Gi1/0/12
                                                Gi1/0/13, Gi1/0/14, Gi1/0/15
                                                Gi1/0/16, Gi1/0/17, Gi1/0/18
                                                Gi1/0/19, Gi1/0/20, Gi1/0/21
                                                Gi1/0/22, Gi1/0/23, Gi1/0/24
                                                Gi1/0/25, Gi1/0/26, Gi1/0/27
                                                Gi1/0/28
22   Student                          active
23   Teacher                          active
24   Management                       active
25   Library                          active
26   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S1#

User Access Verification

Password:
S2>enable
Password:
S2#sh run
Building configuration...

Current configuration : 1808 bytes
!
! Last configuration change at 16:09:02 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$jvYi9kxvqH5OCZ$Buys3yKz2zQR6JUZCiQy9bApSnyfq2sMG5PGlI94fjQ
!
username cisco privilege 15
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface GigabitEthernet1/0/1
!
interface GigabitEthernet1/0/2
!
interface GigabitEthernet1/0/3
!
interface GigabitEthernet1/0/4
!
interface GigabitEthernet1/0/5
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
!
interface GigabitEthernet1/0/8
!
interface GigabitEthernet1/0/9
!
interface GigabitEthernet1/0/10
!
interface GigabitEthernet1/0/11
!
interface GigabitEthernet1/0/12
!
interface GigabitEthernet1/0/13
!
interface GigabitEthernet1/0/14
!
interface GigabitEthernet1/0/15
!
interface GigabitEthernet1/0/16
!
interface GigabitEthernet1/0/17
!
interface GigabitEthernet1/0/18
!
interface GigabitEthernet1/0/19
!
interface GigabitEthernet1/0/20
!
interface GigabitEthernet1/0/21
!
interface GigabitEthernet1/0/22
!
interface GigabitEthernet1/0/23
!
interface GigabitEthernet1/0/24
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
 no ip address
!
interface Vlan24
 no ip address
!
ip http server
ip http secure-server
!
!
!
!
line con 0
 password cisco123
 login
line vty 0 4
 login local
 transport input ssh
line vty 5 15
 login
 transport input none
!
end

S2#sh ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES unset  up                    up
Vlan24                 unassigned      YES unset  up                    down
GigabitEthernet1/0/1   unassigned      YES unset  down                  down
GigabitEthernet1/0/2   unassigned      YES unset  down                  down
GigabitEthernet1/0/3   unassigned      YES unset  down                  down
GigabitEthernet1/0/4   unassigned      YES unset  down                  down
GigabitEthernet1/0/5   unassigned      YES unset  down                  down
GigabitEthernet1/0/6   unassigned      YES unset  down                  down
GigabitEthernet1/0/7   unassigned      YES unset  down                  down
GigabitEthernet1/0/8   unassigned      YES unset  down                  down
GigabitEthernet1/0/9   unassigned      YES unset  down                  down
GigabitEthernet1/0/10  unassigned      YES unset  down                  down
GigabitEthernet1/0/11  unassigned      YES unset  down                  down
GigabitEthernet1/0/12  unassigned      YES unset  down                  down
GigabitEthernet1/0/13  unassigned      YES unset  down                  down
GigabitEthernet1/0/14  unassigned      YES unset  down                  down
GigabitEthernet1/0/15  unassigned      YES unset  down                  down
GigabitEthernet1/0/16  unassigned      YES unset  down                  down
GigabitEthernet1/0/17  unassigned      YES unset  down                  down
GigabitEthernet1/0/18  unassigned      YES unset  up                    up
GigabitEthernet1/0/19  unassigned      YES unset  down                  down
GigabitEthernet1/0/20  unassigned      YES unset  down                  down
GigabitEthernet1/0/21  unassigned      YES unset  down                  down
GigabitEthernet1/0/22  unassigned      YES unset  up                    up
GigabitEthernet1/0/23  unassigned      YES unset  down                  down
GigabitEthernet1/0/24  unassigned      YES unset  down                  down
GigabitEthernet1/0/25  unassigned      YES unset  down                  down
GigabitEthernet1/0/26  unassigned      YES unset  down                  down
GigabitEthernet1/0/27  unassigned      YES unset  down                  down
GigabitEthernet1/0/28  unassigned      YES unset  down                  down
S2#sh vlan brief

VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/6
                                                Gi1/0/7, Gi1/0/8, Gi1/0/9
                                                Gi1/0/10, Gi1/0/11, Gi1/0/12
                                                Gi1/0/13, Gi1/0/14, Gi1/0/15
                                                Gi1/0/16, Gi1/0/17, Gi1/0/18
                                                Gi1/0/19, Gi1/0/20, Gi1/0/21
                                                Gi1/0/22, Gi1/0/23, Gi1/0/24
                                                Gi1/0/25, Gi1/0/26, Gi1/0/27
                                                Gi1/0/28
22   Student                          active
23   Teacher                          active
24   Management                       active
25   Library                          active
26   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S2#
S2#
