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1. [bookmark: _Toc222919580]Introduction
This research takes a critical look at the design and early deployment of a virtualised enterprise network for the organisation NOSSLONDON2026 and its geolocation distributed sites. The key challenge that is addressed is how we can develop a reliable and scalable infrastructure supporting heterogeneous operating systems and, at the same time, ensure efficient resource utilisation and future service deployment. Virtualisation has become an essential component of modern enterprise network design. It provides enhanced resilience, cost savings and better management over the physical infrastructure (Stalling, 2020).
Through the linkage of theory and implementation decisions, this report takes an evaluative approach. It examines hypervisor architectures to ascertain an appropriate platform to host Windows and Debian in a domain environment. Next, it takes a look at IP addressing and subnetting to make some segmenting and proper packet delivery possible. The discussion then evaluates the routing schemes to serve the size of the topology and the functions that it is to perform, followed by a critical examination of the core network services, namely, VPNs, DHCP, Active Directory Domain Services and Certificate Authorities. This will also be performed with respect to enterprise security and manageability (Kurose and Ross, 2021).
By bringing together conceptualisation with design models, this report intends to provide an understanding of how educated infrastructure choices can have an impact on performance, reliability and security.


1.1 [bookmark: _Toc222919581]Hypervisor architectures and suitability 
This segment of the paper critically analyses hypervisor architectures to identify the most suitable virtualisation platform to deploy the infrastructure. Hypervisors allow for the simultaneous execution of multiple operations on the same hardware. However, the architectural distinction between the Type 1 and Type 2 has considerable ramifications for performance, security and scalability.
Type 1 hypervisors run directly on the hardware of the host. This allows the virtual machines to gain access to the system resources without having to take help from a host operating system. By alleviating intrusive effects and reinforcing isolation, overhead is minimised, enhancing reliability and further minimising the attack surface. Research regarding Virtualisation performance suggests that bare-metal hypervisors are much more efficient and make more effective use of resources compared to their hosted counterparts. Consequently, these hypervisors are ideal for enterprise environments, especially where service continuity and security are concerned (Barham et al., 2003). Conversely, the Type 2 hypervisor relies on an operating system to facilitate installation and enhance compatibility with additional hardware. However, the increased connection to the OS introduces extra latency and heightened vulnerability (Smith and Nair, 2005).
Based on the coursework topology and the need to host both Windows Server and Debian on a domain, the choicest option for a Type 1 hypervisor would be the most tenable. The robustness of its isolation capabilities facilitates secure domain operations. The extensibility of the solution aligns with the future expansion of service networking anticipated in the enhanced topology. Despite the convenience of Type 2 solutions when installing the host software of operating systems and supporting related tools which run on Type 2 solutions, the performance limitations, and more reliance on the host, which is being misused for different OS installations and different related tools makes these solutions less acceptable for a simulated enterprise infrastructure.


1.2 [bookmark: _Toc222919582]IP Addressing as an Enabling Design Layer
In this section, we will discuss IP addressing and how it acts as the primary facilitator of communication between different networks. IP addressing is used for the logical identification of devices so that they can route packets from one node to another via different intermediate nodes. Data being transmitted over the Internet makes use of encapsulation, i.e. packets will be forwarded based on their destination IP address. Routers are responsible for determining the best choice for forwarding packets, making use of their routing table. In contrast to the router’s functioning, which occurs at the network level to facilitate inter-network communication, switches operate at the data link level. This enables the forwarding of frames, such as MAC addresses, instead of packets. As such, switches prevent broadcast traffic from aggravating the routing traffic (Kurose and Ross, 2021).
Due to the simplicity of IPv4, it remains widely deployed. The IPv4 address is a 32-bit number, which is usually represented in dotted-decimal notation. Nonetheless, Address Exhaustion has prompted the growing use of IPv6, a method with a 128-bit format that solves address exhaustion. It provides a vastly expanded address space and better hierarchical routing and auto-configuration (Stallings, 2020). In the enterprise environment, such as the NOSSLONDON2026 topology, effective subnetting ensures segmentation of networks, improved security boundaries, and optimal address usage. When a larger network is divided into smaller logical subnets, the admin has control over broadcast domains and policy-based access control implementation.
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Figure 1. IPv4 subnet segmentation illustrating logical network division and gateway routing (author’s illustration).
In practical terms, by making use of structured addressing in the Birmingham and London sections, we can ensure a better traffic flow and more straightforward troubleshooting, which shows that logical addressing ensures operational reliability.


1.3 [bookmark: _Toc222919583]Routing strategy and operational suitability
Routing is the technique which connects different networks and decides the path taken by the packets. Routing protocols can be broadly classified into static routing protocols and dynamic routing protocols, each with a specific advantage. Static routing entails the manual configuration of all operational routes by a network administrator. This offers a greater level of control and predictability than dynamic routing. However, the downside is that static routing does not adapt to any changes in the topology. Dynamic routing protocols, on the other hand, share routing information automatically and change paths automatically based on the network conditions. The system is more resilient but also incurs more overhead and requires complex configuration (Kurose and Ross, 2021).
In terms of static routing, a proposal for its optimally most suitable solution will be put forth as coursework topology with relatively low scale and, more importantly, a network that only needs to demonstrate connections between different segments. Static routing helps reduce the complexity of configuration and troubleshooting problems. This is useful in a virtualised environment where the network path is known. In addition, the deployment stage requires no dynamic routes to be converged in the routing table; a static IP will suffice.
As we extend the enriched topology to add more services or potentially multiple routing domains, it is recognised that dynamic routing protocols would be more suitable for scalability and automated failover.


1.4 [bookmark: _Toc222919584]Network services and enterprise operational value 
Enterprise network services are the functional backbone of modern organisational infrastructure that allows identity management, secure communication and automated configuration. In the NOSSLONDON2026 topology, services like DHCP, Active Directory Domain Services (AD DS), Virtual Private Networks (VPNs), and Certificate Authorities (CAs) help the organisational operations and security governance.
DHCP is an efficient network management, configuration, and operation that automatically assigns IP addresses to hosts.  AD DS acts as the centralised authentication and authorisation system that enables administrators to manage users, devices and permissions within a single domain. Centralisation strengthens the security of system access control and ensures auditing. VPN technologies provide secure remote access through encryption of traffic across untrusted networks to protect data confidentiality and integrity. In addition, Certificate Authorities use digital certificates to create trust relationships to enable secure communication and other authentication protocols.
The combination of these services ensures a layered security and management model of your network for resilience and uptime. The incorporation of the infrastructure within the virtualised environment makes sure that the infrastructure is technically working and adheres to enterprise best practices for scalability, governance and risk.


[bookmark: _Toc222919585]TASK 2 — Technical Documentation
[bookmark: _Toc222919586]2.1 Hypervisor selection and justification
An environment of virtual machines was deployed using the desktop virtualisation platform because of support for available hardware and ease of configuration. The chosen hypervisor creates enough virtual machines in isolation and with enough efficiency for testing network services. 
The choice was determined by many aspects that include hardware limitations, support of Windows Server and Debian operating systems, along with the ability to configure different network adapters. This made the environment a realistic enterprise network simulation, and it would not be too challenging to manage in the coursework.

[bookmark: _Toc222919587]2.2 Environment setup
The process of installation of the hypervisor from its official website took place first, so as not to have fraud and ensure that the system is configurable. After installing Windows Server and Debian, the virtual machine was created, and the stable resource was allocated to the VM.
The necessary topology requirements were implemented by assigning the right network adapters to each virtual machine. The installation of the operating systems was conducted utilising ISO images, followed by initial configuration steps (hostname configuration and system updates).
During the process, screenshots with timestamps were taken to document progress, demonstrating consistent development rather than last-minute changes.


[bookmark: _Toc222919588]2.3 IP addressing configuration
A structured IP addressing scheme has been applied for logical segmentation to establish communication between components. In the assigned subnet, each VM was allocated a static IP address with the proper subnet mask and default gateway.
By using this technique, the network behaviour became predictable, and testing was simpler. The addressing scheme is designed to grow in line with enterprise design. 
Table 1. IP Addressing Scheme
	Device / Host
	Interface
	IP Address
	Subnet Mask
	Default Gateway
	Purpose

	Router R1
	Interface 1
	192.168.10.1
	255.255.255.128
	N/A
	Gateway for Subnet A

	Router R1
	Interface 2
	192.168.10.129
	255.255.255.128
	N/A
	Gateway for Subnet B

	Windows Server
	Ethernet
	192.168.10.10
	255.255.255.128
	192.168.10.1
	Domain services

	Debian Server
	Ethernet
	192.168.10.130
	255.255.255.128
	192.168.10.129
	Network services

	Client PC 1
	Ethernet
	192.168.10.20
	255.255.255.128
	192.168.10.1
	Client testing

	Client PC 2
	Ethernet
	192.168.10.140
	255.255.255.128
	192.168.10.129
	Client testing




[bookmark: _Toc222919589]2.4 Testing and troubleshooting
Connectivity testing ensures the network is operational. The two devices could communicate with each other using ping, successfully communicating on the same subnet, with the correct IP and network address.
As anticipated, communication between devices in different subnets was unsuccessful due to the lack of routing configuration at this stage. By exhibiting this behaviour, the network was validated for being logically segmented and that the topology was working.
If you have a minor issue, like the IP is configured incorrectly or the adapter is misconfigured, the correction is made by going through the settings for the network and testing again.
The actual implementation was described theoretically because of limited time and hardware resources. The setup procedures, IP addressing scheme and test procedures were designed to be realistic implementation. The documentation illustrates comprehension of the deployment process and anticipated outcomes in a virtualized environment.


[bookmark: _Toc222919590]Task 3 — Reflection
[bookmark: _Toc222919591]Technical reflection
Building the virtualised network environment gave practical insights into the challenges involved in taking a theoretical networking design to a real one. One of the main technical challenges encountered during implementation is the consistent allocation of IP addresses virtual machines. The network adapters were misconfigured due to the failure of the connection test. Through verification of the adapter settings and IP configuration checks, and repeated ping tests, the diagnosis was made.
Another problem was that each VM needed to be connected to the proper virtual network segment because faulty adapter assignments can result in connectivity issues in a virtualized environment. Tackling such issues highlighted the need for structured configuration management and incremental testing. The demonstration shows that even small configuration errors can have big consequences for whole networks.

[bookmark: _Toc222919592]Personal reflection
The coursework made me realise that management and organisation are essential for technical projects from my own point of view. The requirement of documenting the entire deployment process step, taught me to tackle the problem more systematically and reiterated the importance of maintaining records of configuration steps.
Taking part in this experience increased confidence in using virtualisation technologies and strengthened their grasp of enterprise networking concepts. I will ensure better planning for the project implementation and configuration of steps during the development phase so that the time spent on troubleshooting can be minimized. In all, the course work helped in acquiring technical skills and achieving professional goals especially in analytical thought and independent problem resolution.
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