



As cyberspace offers plenty of new possibilities for committing crime online (Lavorgna and Sergi, 2016), there has been an increase in cybercrimes including romance fraud.  Romance fraud involves an offender exploiting a victim, emotionally and financially through the use of perception in the form of an illegitimate relationship online (Cross, 2020).  It describes the circumstances in which a criminal initiates a fake relationship for the purpose of defrauding their victims, and in 2020, over £68 million was lost through romance fraud throughout the UK (Cross, 2021). This is because offenders pray on vulnerable people and exercise the use of fake profiles, documents, and narratives in order to exercise coercive control and emotional blackmail to persuade their victims into sending them money (City of London Police, 2023).  Despite the decrease in reported cases of romance fraud in the last year, the general trend shows an increase in cases since 2014, with a notable increase in the year 2020, potentially due to the Covid-19 pandemic and the lockdown restrictions that arose from such (Biul-Gil and Zeng, 2022).  As for the victims of romance fraud, there is a slightly higher proportion of female victims reported in comparison to males, for example, in 2021, 55.1% of victims were female compared to the 44.7% of which were male, with the remaining 0.2% being transgender (Crime Stoppers, 2024).  Sinclair, Bland and Savage (2023) argue that the reason behind this is the psychological characteristics associated with females, such as being impulsive and more trustworthy, and therefore more likely to interact with individuals online.
There are several methods employed by fraudsters to defraud their victims.  These include legitimate urgency, legitimate secrecy, manipulation, and indirect request for money.  Firstly, legitimate urgency refers to the circumstances in which the scammer creates a sense of urgency for the victim, often through the use of a fake emergency situation that requires the victim to send money.  This is particularly common as the urgency element discourages the victim from taking time to consider the request or to consult others, forcing them to act fast which often leads to the victim’s participation (Brown and Carter, 2020).  Offenders of romance fraud also prefer victims to keep details of their relationship secret, especially any requests for money.  This is to prevent anyone outside the relationship identifying the scam and notifying the victim that they are likely to be scammed, should they go through with the payment.  Offenders use forms of coercive control to isolate their victims from anyone who is not manipulated by the scam, in order to prevent the victim from being discouraged, and to do this, scammers often encourage the victim to focus their time and money on their relationship in oppose to others (Carter, 2021).  The method of manipulation is exercised in the process of the offender using a fake identity to gain the trust and affection of the victim, as these feelings are then exploited for the purpose of financial gain (Dickinson, Wang and Maimon, 2023).  Finally, perpetrators of romance fraud may indirectly ask their victims for money, this involves subtly asking the victim for money in methods that are disguised as something different, such as an opportunity to invest, causing many to be scammed subconsciously (Brown and Carter, 2020).
The methods previously mentioned are just some of the many techniques used by fraudsters, The scammers persuasive techniques model can be used to explain the overarching process of how romance fraud is committed in seven stages.  The first is the motivation to find an ideal partner, as victims of romance fraud are often exploited through their means of searching for a partner, and victims are then presented with the ideal profile that has been purposely crafted to attract potential victims (Whitty, 2013).  This is then followed by the grooming stage, in which the scammer will begin the initial fake relationship with the victim with the intention of scamming them.  The fourth stage is known as the sting, in which the criminal begins asking for money, the success of the grooming stage determines the success of the sting, and the scam then continues throughout stage five.  The next stage is sexual abuse, this occurs in some cases where the perpetrator engages in sexual activities in order to gain further affection and trust from the victim to later exploit, and finally revictimization, where the victim fails to learn from their previous mistakes and is scammed again (Lazarus et al, 2023).
As the statistics show that over £68 million was lost due to romance fraud in the UK in 2020, it is evident that the crime can have a devastating effect on victims financially (Cross, 2021).  Aborisade, Ocheja and Okunete (2023) acknowledge that victims of romance fraud experience a double effect in which the financial impacts of romance fraud led to emotional impacts.  For example, due to the significant financial losses faced by victims, many find themselves in debt and unable to pay back any outstanding finance they may owe, leading to a number of individuals declaring bankruptcy, which poses risks to home ownership, job security and the ability to secure loans in the future, all of which can cause emotional distress and the fear of loss of livelihood (Mills, 2021).  In addition to this, financial stability is often lost for both the victim and future generations of the victim in cases where they have taken finances from savings accounts in order to send the scammer money (City of London Police, 2023).
As previously mentioned, romance fraud can have a significant impact on victims, both emotionally and financially.  As for the emotional impacts of romance fraud, victims suffer a loss of confidence both in themselves and others, of which can impact future relationships, as victims become less trusting of future partners and less likely to trust the online services, in which they initially became a victim through using (Whitty and Buchanan, 2016).  Chuang (2021) acknowledges the effects of love on a person’s mental health and explains that in many cases, the victim can still be emotionally attached to the offender, leaving many victims with symptoms described as similar to those of Post traumatic stress disorder, with some victims even becoming suicidal.  In addition to this, feelings of shock, anger and self-blame are all associated with being a victim of this crime, and it is important to note that females are generally more emotionally impacted than males, for example, females are more likely to experience higher levels of neuroticism, a personality trait associated with emotional instability and self-doubt, as a result of the scam than males (Coluccia et al, 2020).  The nature of romance fraud and fraud in general also leads to higher levels of stigma and shame surrounding the offence, this is due to the higher likelihood of victim blaming in comparison to that of other crimes, potentially down to the fact that victims have failed to identify from the signs that they had been scammed.  This contributes to the decision for many victims to not report the crime as they feel a sense of shame, humiliation, and fear of being blamed.  On top of this, older generations of people who had fallen victim to romance fraud are less likely to report the crime due to the fear of losing their independence, this is because, relatives of the victim may believe the victim to be incapable of looking atter themselves after falling victim to an online scam (Cross, 2020).  A case study that highlights the emotional impact of romance fraud is the case of Anna, a middle-aged finance professional, who between 2019 and 2021 was scammed of £350,000 when the scammer used legitimate urgency to manipulate her into sending them money.  Anna compared the experience to that of losing a husband, after becoming emotionally attached to the fake persona being used by the scammer (Cernik, 2022).
As for the legislation and law enforcement surrounding romance fraud, fraud is named an offence under section two of the Fraud Act 2006, and under this legislation, cases of romance fraud linked to money can leave offenders with sentences of up to 14 years.  In England and Wales, a person is guilty of fraud if they have dishonestly made a false representation for the purpose of self-gain or to cause loss for another person (Gillespie, 2021), and romance fraud falls under this as the perpetrator uses a fake persona for the purpose of financial gain or loss for the victim.  Police forces throughout England and Wales intend on preventing romance fraud due to the impact it has on victims, as the City of London Police’s National Fraud Intelligence Bureau has named romance fraud as one if its eight high priority crime types (Cumming, 2021).  To act upon this, police forces have begun using socio-demographic data to enhance fraud reporting data in order to target hotspots of romance fraud and prevent it.  To do this, sociodemographic data was gathered to identify where romance fraud was most common and media campaigns addressed with raising awareness were then published in such areas in order to reach the appropriate audience.  Greater Manchester Police tested this after identifying six romance fraud hotspots and recorded a significant reduction in finances lost to romance fraud, highlighting its success.  Numerous other police forces aim to use the same method in the future (College of Policing, 2023).  However, there have been claims that the police, banks and online platforms, in which romance fraud is exercised on, are not doing enough to tackle the crime, as evidence shows that only one in seven frauds are reported and cases that are passed onto law enforcement rarely led to prosecutions.  A case study for this Cecile Fjellhoy, who was scammed out of nearly £200,000.  She claims that despite the power of the banks in processing the payments, they are reluctant to prevent the fraud occurring (Taylor, 2023).  Although, Inson (2021) states that banks now have a confirmation of payee facility, which highlights when the payee’s name does not match the account number, though, this is currently restricted to the UK.
To help prevent romance fraud, there are a number of things that can be done.  The first of which is a victim orientated approach.  This involves the police and other relevant agencies using financial intelligence to identify who is likely to fall victim to romance fraud allowing them to notify the potential victim and thereby prevent the fraud occurring (Cross, 2016).  This can be useful as it allows agencies to be efficient  and only intervene where necessary, though after identifying potential victims, it may be too late in some cases where the scam has already occurred.  Luu, Land and Chin (2017) advocate for the use of the protection motivation theory, of which analyses individuals’ behaviour based on the threat and their coping appraisals.  From this, the victim’s behaviour in response to the scam is assessed in order to allow for prevention methods based on the new understandings of victim’s perspective.  The problem with this however, is that not all victims act the same, making a general understanding less reliable.  In addition to this, the use of deterrence-based messaging is said to be effective.  A study conducted by Wang et al in 2020 found that when threats of sanctions were issued to perpetrators of romance fraud, there were lower rates of offending, as deterrence-based messages often led to less replies from fraudsters in oppose to the use of promising messages (Wang et al, 2020).  Finally, research from Whitty (2019) regarding the difficulties of distinguishing scams from genuine accounts, identified that the scammers persuasive techniques model should include an additional stage for the human detection of scams and genuine profiles in order to assist potential victims in spotting the differences between the two.
To conclude, it is evident that romance fraud effects numerous individuals both emotionally and financially.  Though, with further prevention from relevant agencies and online platforms, the effects of romance fraud can be minimised and prevented.  Police forces across the UK are aiming to improve how cases of romance fraud are dealt with and are currently raising awareness in an attempt to prevent such scams occurring.  Due to the success of sociodemographic data when identifying victims by Greater Manchester Police, various other police forces throughout the nation are set to employ this method which could be a major turning point for the prevention of romance fraud, potentially preventing thousands of people from being scammed and losing millions financially (College of Policing, 2023).
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