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Fig 1. Malware and fileless malware comparison
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Recent Literature support for the identified research problem
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file svstem.

Fileless Malware Detection is finding a new approach to the
executable in the system. In the detection process also use
traditional approaches like Sandboxing, execution emulation
using tools such as ProcMon, Yara. and heunistics-based.

ICMH [AKES QIITETSNT GCUONS and Zems 0N gImnal SCripis once mne
regex designed according to the features of different
obfuscation methods matches successfully.

I.  Further Analysis
The wol has got original PowerShell scripts in Word
documents. 5o, attack to easily understand now. The scripts
are used downloader. visit malicious websites and saving

yload in the folder called temp. The scripts .exe file has
mloaded in the backstage. The tool will extract the
yload and URLs to analyze.

Fileless Malware useful some Mitigation points:
# Perform OS patches and updates periodically.
Restrict the PowerShell usage policy to

restricted access to run the scripts through 1L LITERATURE REVIEW AT GLANCE

windows policy.

Perform Behavior-based analysis. Sr. | Title of Paper Major Farther

Periodically check the recent patches for Mo Coatribution extension

vulnerabilities in the application and security T — v
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Research aim and objectives

Research Aim: This research aims to investigate technical security controls that are
effective at defending against fileless malware infections

Objective 1: To carry out a thorough investigation into fileless malware’s operation,
existing analysis techniques and existing mitigations by
reviewing academic literature.

Objective 2: To collectfileless malware samples and analyse them in a safe
environment using static analysis, dynamic analysis and memory
analysis.

Objective 3: Based on the findings, identify current technical controls and develop
new technical controls that are effective in preventing fileless malware
infections.

Objective 4: Evaluate the effectiveness of the identified and developed controls
against popular anti-virus solutions using an established
measurement methodology

Table 2. Research aims and objectives




Research methodology

Mono- Cross-

Development
Method sectional

& Experiment

Pragmatistic

Data Collection
and Analysis:

 Data Cleaning

e Content
Analysis

* |dentify
similarities,
patterns and
make
categories

Philosophy Approach Strategies Choices Time Horizons

Fig 2. Research Methodology following the categories of the research onion

[7]. M. Saunders, P. Lewis, and A. Thornhill, Research Methods for Business Students, 5th ed. Harlow, U.K.: Pearson Education 20009.

Techniques and
Procedures



Research methodology

Preperation stage
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Fig 3. Research process flow diagram

Study results
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[8] A Rashid, H Chivers, E Lupu, A Martin, S Schneider CyBok The Cybersecurity Body of Knowledge, The National Cyber Security Centre, London 2021




Project planning and resource management

\O,
)

Planner

2| (255 NN NAANTZ L FaC

My Plans > [E8 FinalProject v # Grid ) Board Schedule () Charts P Timeline B &p Share v

Filters v~

Task Name Assignment Start date w T Due date ~ Bucket ~ Progress Priority Labels
O1: Locate relevant research papers, advisories, white papers ect Pete Smyth (2: 3/5/2025 4/30/2025 Todo @ In progress Medium Add
O1: Read through papers highlighting sections most relevant for research Pete Smyth (2 3/5/2025 4/30/2025 Todo @ In progress Medium Add
O1: Write up Pete Smyth (2: 3/5/2025 4/30/2025 Todo ~ Not started Medium Add
02: Analyse fileless malware in analysis environment Pete Smyth (2: 4/30/2025 5/30/2025 Todo ~ Not started Medium Add
02: Design and build fileless malware analysis environments Pete Smyth (2: 4/30/2025 5/30/2025 Todo ~ Not started Medium Add
02: Download fileless malware from established sources Pete Smyth (2: 4/30/2025 5/30/2025 Todo _ Not started Medium Add
02: Find sources of fileless malware Pete Smyth (2: 4/30/2025 5/30/2025 Todo ~' Not started Medium Add
02: From the analysis establish common patters, behaviors, categories, programmes used Pete Smyth (2: 4/30/2025 5/30/2025 Todo O Not started Medium Add
02: Summarize findings in tables Pete Smyth (2: 4/30/2025 5/30/2025 Todo ~' Not started Medium Add
02: Write up Pete Smyth (2: 4/30/2025 5/30/2025 Todo _' Not started Medium Add
03: Based on the findings investigate technical controls that may be effective Pete Smyth (2: 5/30/2025 6/30/2025 Todo ~ Not started Medium Add
03: Develop new technical controls Pete Smyth (2: 5/30/2025 6/30/2025 Todo _' Not started Medium Add
03: Identify existing technical controls Pete Smyth (2: 5/30/2025 6/30/2025 Todo ~ Not started Medium Add
03: In analysis environment test all identified and developed controls Pete Smyth (2: 5/30/2025 6/30/2025 Todo _' Not started Medium Add

Select the most effective technical controls Pete Smyth (2 5/30/2025 6/30/2025 Todo ~' Not started Medium Add

Write up Pete Smyth (2: 5/30/2025 6/30/2025 Todo ~ Not started Medium Add

Document results Pete Smyth (2 6/30/2025 7/31/2025 Todo ~ Not started Medium Add

Identify three existing antivirus solutions Pete Smyth (2: 6/30/2025 7/31/2025 Todo ~ Not started Medium Add

Fig 4. Tracking my research project using Microsoft Planner in Microsoft 365




Description of the project’s potential impact and limitations

Contributions

Guidance on using existing technical controls to combat fileless malware

Potentially new technical controls to combat fileless malware

Improved understanding of fileless malware's operation

Table 3. Contributions of the study

In Scope

Out of Scope

Windows Operating Systems: Windows 10 Enterprise,
Windows 11 Enterprise, Windows Server 2025 Windows
Server 2022

Unix Operating Systems: Linux distributions, Mac Operating
Systems

x86 Architecture

ARM

Windows Defender, Windows antivirus, AVG*, Norton
Antivirus* Avast*

Checkpoint, Palo Alto Networks, SolarWinds ect..

*Free / Trail editions

Table 4. In Scope and Out of scope areas of study
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Any Questions?
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