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Research context and background

Fig 1. Malware and fileless malware comparison



Description of the 
problem with literature 
support

Research problem 
statement 

Paper Methodology

Mitigation with specific 

technical controls

[1] Sudhakar and S. Kumar, "An emerging threat Fileless 

malware: a survey and research 

challenges," Cybersecur, vol. 3, no. 1, -01-14 2020. doi: 
10.1186/s42400-019-0043-x.

Survey paper, Discusses monitoring system behavior, rule-based 

detection and behavioural analysis of event logs No 

[2] I. Kara, "Fileless malware threats: Recent advances, 

analysis approach through memory forensics and research 

challenges," Expert systems with applications, vol. 214, 

pp.119133, Mar 15 2023. doi: 10.1016/j.eswa.2022.119133. 

Available: https://dx.doi.org/10.1016/j.eswa.2022.119133 Develops a memory analysis detection approach No 

[3] N. Singh and S. Tripathy, "Unveiling the veiled: An 

early stage detection of fileless malware," Computers & 
security, vol. 150, pp.104231, Mar 2025. doi: 

10.1016/j.cose.2024.104231. 
Available: https://dx.doi.org/10.1016/j.cose.2024.104231

A software is developed that extracts key features of memory dumps 
in real time for fileless malware detection No 

[4] Vala Khushali, "A Review on Fileless Malware Analysis 

Techniques," International journal of engineering research & 

technology (Ahmedabad), vol. 9, no. 5, May 9 2020. doi: 

10.17577/IJERTV9IS050068. 

Available: https://www.ijert.org/research/a-review-on-fileless-

malware-analysis-techniques-IJERTV9IS050068.pdf

This paper carries out a literature review in order to define existing 
malware and detection techniques Briefly – One paragraph  

[5] F. A. Demmese, et al., "Machine learning based fileless 

malware traffic classification using image 

visualization," Cybersecurity, vol. 6, no. 1, pp.32–18, Dec 1 

2023. doi: 10.1186/s42400-023-00170-z. 

Available: https://link.springer.com/article/10.1186/s42400-

023-00170-z

Using Machine learning and image visualisation to identify fileless 
malware network traffic No  

[6] O. Khalid, et al., "An Insight into the Machine-

Learning-Based Fileless Malware Detection," Sensors 
(Basel, Switzerland), vol. 23, no. 2, pp.612, Jan 5 2023. doi: 

10.3390/s23020612. 

Available: https://www.ncbi.nlm.nih.gov/pubmed/3667940
6

Combines machine learning with memory analysis to identify fileless 
malware No 

Lack of research on the technical 

controls that could prevent fileless 

malware infections

Relevant and recent 

Literature support 

Table 1. Summary of relevant academic literature

https://dx.doi.org/10.1016/j.eswa.2022.119133
https://dx.doi.org/10.1016/j.cose.2024.104231
https://www.ijert.org/research/a-review-on-fileless-malware-analysis-techniques-IJERTV9IS050068.pdf
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https://link.springer.com/article/10.1186/s42400-023-00170-z
https://link.springer.com/article/10.1186/s42400-023-00170-z
https://www.ncbi.nlm.nih.gov/pubmed/36679406
https://www.ncbi.nlm.nih.gov/pubmed/36679406


Recent Literature support for the identified research problem 

[4] Vala Khushali, "A Review on Fileless Malware Analysis Techniques," International journal of engineering research & technology 

(Ahmedabad), vol. 9, no. 5, May 9 2020. doi: 10.17577/IJERTV9IS050068. Available: https://www.ijert.org/research/a-review-on-fileless-malware-

analysis-techniques-IJERTV9IS050068.pdf

https://www.ijert.org/research/a-review-on-fileless-malware-analysis-techniques-IJERTV9IS050068.pdf
https://www.ijert.org/research/a-review-on-fileless-malware-analysis-techniques-IJERTV9IS050068.pdf


Research aim and objectives

Research Aim: This research aims to investigate technical security controls that are 
effective at defending against fileless malware infections 

Objective 1: To carry out a thorough investigation into fileless malware’s operation, 
existing analysis techniques and existing mitigations by 
reviewing academic literature.

Objective 2: To collect fileless malware samples and analyse them in a safe 
environment using static analysis, dynamic analysis and memory 
analysis. 

Objective 3: Based on the findings, identify current technical controls and develop 
new technical controls that are effective in preventing fileless malware 
infections.

Objective 4: Evaluate the effectiveness of the identified and developed controls 
against popular anti-virus solutions using an established 
measurement methodology  

Table 2. Research aims and objectives



Research methodology

Pragmatistic

[7]. M. Saunders, P. Lewis, and A. Thornhill, Research Methods for Business Students, 5th ed. Harlow, U.K.: Pearson Education, 2009.

Philosophy Approach Strategies Choices Time Horizons Techniques and 
Procedures
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& Experiment
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Fig 2. Research Methodology following the categories of the research onion



Research methodology

[8]

[8] A Rashid, H Chivers, E Lupu, A Martin, S Schneider  CyBok The Cybersecurity Body of Knowledge, The National Cyber Security Centre, London 2021

Fig 3. Research process flow diagram



Project planning and resource management 

Fig 4. Tracking my research project using Microsoft Planner in Microsoft 365



Description of the project’s potential impact and limitations 

In Scope Out of Scope

Windows Operating Systems: Windows 10 Enterprise, 

Windows 11 Enterprise, Windows Server 2025 Windows 

Server 2022

Unix Operating Systems: Linux distributions, Mac Operating 

Systems

x86 Architecture ARM

Windows Defender, Windows antivirus, AVG*, Norton 

Antivirus* Avast* 

Checkpoint, Palo Alto Networks, SolarWinds ect.. 

*Free / Trail editions

Table 4. In Scope and Out of scope areas of study

Contributions

Guidance on using existing technical controls to combat fileless malware

Potentially new technical controls to combat fileless malware

Improved understanding of fileless malware's operation

Table 3. Contributions of the study



Any Questions?
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