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Critically examine the challenges associated with investigating the different types of cyber-crime and police responses designed to combat these challenges.
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Introduction 
This essay will cover cyber-crime and the difficulties that follow, the different types of cyber-crime that can be committed and how the police combat cyber-crime and their efforts in preventing it. Also, how the police try to bring awareness to it so that they can help others by teaching them through courses on prevention. McGurie and Dowling (2013) state that cyber-crime is a crime that depends on the use of computers and internet, and these acts can include malware attacks and DDOS attacks. A DDOS attack is when a hacker overwhelms a server full of spam emails to cause the server to freeze, crash and stop responding.
The difficulties with cyber-crime
The challenges that the law enforcement agencies face with cyber-crime are immense due to the size of the internet, the leaps in technology and how much the hackers can do to evade detection. For example, according to Abuali, Nissirat and Al-Samawi (2023), cyber criminals can make alternative accounts, better known as ALT accounts, for the sole purpose of committing a crime, and then delete the account so there is no evidence leading to them personally and thus there are no consequences. Also, the hackers can impersonate another person by hacking into their account, getting the other person into trouble, so the blame is redirected to the other person, and the hacker does not get discovered. In addition, since technology is rapidly improving, it makes more and more people dependant on it, and with how big the internet is it’s easy for someone to get lost and click on a link that allows a hacker to access their laptop.
Cyber-Crime is a growing issue that is not fully understood by police since it is constantly changing. Also, because the police do not fully understand how cyber-crime works, some people will hesitate to report an online crime since that person will feel like the police do not understand how to deal with this sort of thing, as some people are under the assumption that the police are lacking knowledge when it comes to cyber-crime (Curtis and Oxburgh, 2022).
Cyber-crime has been on the rise recently ever since 2020 because in 2020 Covid was a factor, everyone was inside and because of this everyone was online, and during this time there was a 50% increase in cyber-attacks (Shi, 2020). Currently, the average cost of a data breach for large companies is 3.3 million pounds, and some experts estimate that cyber-crime is a 1.1 trillion-pound industry (Arctic Wolf, 2024). This suggests that cyber-crime is a real threat, and with 82% of breaches happening through the cloud,  people are losing their personal data, major companies are being hacked and losing all their customer and payment information and contact details so this means that customers will get targeted with scam calls and so forth. One such example of this is when Renault was hacked and their customer data was breached and leaked, so this meant that these hackers had information such as the customers’ address, name, gender, payment and passwords (Cheetham, 2025).
How police handle this crime best to their ability
The Metropolitan Police (2025) state that they have had millions of reports regarding online crime, and because there is so much and there simply aren’t enough police to go through each individual incident, the police recommend preventative measures such as changes to settings. The Metropolitan Police have said that the majority of these reports could have been prevented if only people had enabled these settings or had made some of these changes, such as make sure system updates are enabled to prevent security breaches, to use different passwords in case one gets compromised and lastly to never click on a link sent by someone unknown.
The College of Policing (2024) states that the policing plan for 2025-2030 shows that the majority of crimes have a digital component, and this makes solving crimes more difficult for officers, but these are opportunities to learn. Also, it is harder to catch criminals that use the internet because of the deep fake technology available to them, and this is important because what this technology allows the user to do is change their voice to sound like anyone or anything in the world, making it hard to determine what they themselves actually sound like. Additionally, the dark-web can be used to carry out illegal activities such as selling weapons, human trafficking, drug trafficking and selling information. The College of Policing (2024) offers courses on this and how to spot it and report it, while being safe and not being in danger of a cyber-attack.
The North East Regional Cyber Crime Unit (NERCCU) have set up a central hub for informing the public about cybercrime, including a website that exclusively targets cybercrime and makes sure information is correct and not misleading, but ensures consistency (College of Policing, 2025). Also, the website has 14,000 people viewing each month with a few thousand reports of online crime, and reports of system vulnerabilities have been made available to small business owners so that they can better protect their own businesses from cyber-attacks. 
Furthermore if someone finds themselves a victim of fraud, they can report to Action Fraud, since that website handles cyber-crime and fraud related incidents, and if more people have the same problem the website and the people behind it will look into the matter further so that they can get to the root of the problem and stop it from affecting other’s (Action Fraud, 2025).
History of cyber-attacks
[bookmark: _Int_T5o9RuOO]Data from the National Police Chiefs Council (NPCC, 2015) showed that in 2015 the total number of incidents of online cyber-attacks and cyber fraud was 5 million, and that 3.8 million of those victims were adults. However, from June 2024 to June 2025, over 8.5 million people and businesses were victims of cyber-crime, with 450,000 being toward charities, but more importantly this shows that the total number of cyber-attacks are on the rise (UK Government, 2024).
The obstacles with catching a criminal via the use of the internet.
Cyber-Crime is a quickly expanding crime industry that has more incidents every year, and rational choice theory (Felson and Clarke, 1998, cited in College of Policing, 2022) suggests that if the crime they commit has more reward than risk, they will do it because the odds are in their favour, so this will lead to an increase in crime since the criminals will be thinking about it logically. Also, the reason why it is becoming more popular to do, is because the internet expands over the entire world, making it hard to police. Each police force has a jurisdiction which prevents them from going too far away from where they are based, so for the police to arrest someone overseas there would need to be multi-agency operations and collaborations with the police of those other countries, and the legal process would take too long since by then the person could have moved again. Also, it is harder now to locate someone using the internet because of the blockers and VPNs that people can buy, which allows them to change the location of where they are with a press of a button, and the end to end proxy that keeps communication between two or more people completely secure and encrypted. Technology like this helps people continue dealing drugs, arranging meet ups and so forth (Room, 2023).
In addition to this, criminals can avoid leaving behind a paper trail of receipts, because the internet has its own form of currency such as bitcoin, crypto and stocks and shares. Also, on some sites like the dark web, crypto is the preferred method of payment because it does not tell the bank, and so they cannot inform the police, and the police cannot catch them since there is no evidence (Europol, 2021). Research by Katagiri (2024) shows that criminals use crypto to money launder and to maximise the benefits of each transaction. This is done by the criminals having access to cutting edge technology, for example when they are making or receiving payments it will be fast, making the process more effective and less time consuming, and this allows them to do this internationally so that no matter the location a country's currency will not be a problem.
According to Keipi (2017), over the last few decades the amount of material on the internet keeps growing, and with more tools being available, hate groups can post things online with the intention of making others feel depressed or angry. In some instances, they will use this material to damage and play with people's minds, which directly damages their mental health and wellbeing and their ability to socialize, which can be charged as mental abuse due to the phycological effects.

Types of crimes criminals can commit
There are a variety of ways that cyber criminals can commit crimes online, for example identity fraud is when the hacker is pretending to be someone else in order to use their credit card, and make purchases using their card so it looks bad for them or to waste their money. The second method is known as a phishing scam which is a highly effective way of getting people’s passwords and their sensitive information. Also it is effective because it requires the least amount of resources and it often works, and the way they do it is they make a website that replicates another website, and they trick the user into giving the fake website all of their information such as post code, card number and so forth. The third way they can steal your information is by doing something known as a malware attack and this is when they will use a virus or malware which is specifically designed to harm and corrupt the user's computer and take anything they want, for example they could use this virus to get into a company computer and get access to files regarding business and properties (Mutune, 2020).



Conclusion
In summary, victims of cybercrime should report offences to the police for assistance. Also, in response to cybercrime, the police and other law enforcement agencies have introduced a means of reporting of offences via Action Fraud and other regional agencies such as NERCCU, and have introduced communication methods to make the public aware of the need to change passwords and to always update software on all devices. It is also recommended to never download content from a website or email that does not look familiar, and for extra safety police recommend using a VPN which works by hiding online activity by encrypting data so that hackers will not be able to track a digital footprint as easily, and it also changes an IP address which tells hackers a false location so that the hackers will never know where exactly the person’s location is and this prevents DDOS attacks and so forth (Skebaite, 2025).
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