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Introduction 
 
In this lab, you will configure the Firewall to only allow trusted applications by creating 
an application group and adding it to an existing security policy. 
 
 
Objective 
 
In this lab, you will perform the following tasks: 
 

• Create an Application Group 

• Modify Security Policy 

• Commit and Test 
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Lab Topology 
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Lab Settings 
 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 

 

Virtual Machine 

 

IP Address 

 

Account  

(if needed) 

 

Password 

(if needed) 

 

Client 

 

192.168.1.20 lab-user Train1ng$ 

 

DMZ 

 

192.168.50.10 root Pal0Alt0 

 

Firewall 

 

192.168.1.254 admin Train1ng$ 
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6  Allowing Only Trusted Applications 
 
6.0   Load Lab Configuration 

 
In this section, you will load the Firewall configuration file. 

 
1. Click on the Client tab to access the Client PC.  

 

 
 

2. Log in to the Client PC as username lab-user, password Train1ng$. 
3. Double-click the Chromium Web Browser icon located on the desktop. 
 

 
 
4. In the Chromium address field, type https://192.168.1.254 and press Enter. 

 

 
 

5. You will see a “Your connection is not private” message. Click on the ADVANCED 
link. 
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6. Click on Proceed to 192.168.1.254 (unsafe). 
 

 
 

7. Log in to the Firewall web interface as username admin, password Train1ng$. 
 

 
 

  

 

If you experience the “Unable to connect” or “502 Bad Gateway” 
message while attempting to connect to the specified IP above, please 
wait an additional 1-3 minutes for the Firewall to fully initialize. 
Refresh the page to continue. 
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8. In the web interface, navigate to Device > Setup > Operations and click on Load 
named configuration snapshot underneath the Configuration Management 
section. 

 

 
 

9. In the Load Named Configuration window, select pan-cf-lab-06.xml from the 
Name dropdown box and click OK. 

 

 
 
10. In the Loading Configuration window, a message will show Configuration is being 

loaded. Please check the Task Manager for its status. You should reload the page 
when the task is completed. Click Close to continue.  

 

 
 
11. Click the Tasks icon located at the bottom-right of the web interface.  
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12. In the Task Manager – All Tasks window, verify the Load type has successfully 
completed. Click Close. 

 

 
 

13. Click the Commit link located at the top-right of the web interface. 
 

 
 

14. In the Commit window, click Commit to proceed with committing the changes. 
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15. When the commit operation successfully completes, click Close to continue. 
 

 
 

 
 

 
  

 

The commit process takes changes made to the Firewall and copies 
them to the running configuration, which will activate all configuration 
changes since the last commit. 
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6.1       Create an Application Group 

 
In this section, you will create an application group. To simplify the creation of security 
policies, applications requiring the same security settings can be combined by creating 
an application group. 
 

1. Navigate to Objects > Application Groups > Add. 
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2. In the Application Group window, type Trusted-Apps in the Name field. Then, 
click the Add button.  

 

 
 
3. In the Application Group window, type facebook in the search box under the 

Applications column. Then, click on facebook under Application. 
 

 
 

 
 

 

The Palo Alto Networks Firewall has many pre-defined applications. 
These applications have signatures that allow the Firewall to recognize 
traffic associated with that application. 
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4. In the Application Group window, click the Add button again. Then, type dns in 
the search box under the Applications column. Next, click on dns under 
Application. 

 

 
 

5. In the Application Group window, click the OK button. 
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6.2       Modify Security Policy 

 
In this section, you will modify the Allow-Inside-Out security policy to only allow the 
applications in the application group, Trusted-Apps, you created earlier. 
 

1. Navigate to Policies > Security. 
 

 
 
2. Click on the Allow-Inside-Out policy. 
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3. In the Security Policy Rule window, click on the Application tab. Then, click the 
Add button. Next, type Trusted-Apps in the search box under the Applications 
column. Finally, select Trusted-Apps under Application Group. 

 

 
 

4. In the Security Policy Rule window, click the OK button. 
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6.3       Commit and Test 

 
In this section, you will commit changes to the Firewall. Then, you will test the security 
policy you modified earlier. Next, you will add an additional application to the 
application group, Trusted-Apps. Finally, you will verify the additional application is 
allowed. 
 

1. Click the Commit link located at the top-right of the web interface. 
 

 
 

2. In the Commit window, click Commit to proceed with committing the changes. 
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3. When the commit operation successfully completes, click Close to continue. 
 

 
 

4. Open Chromium from the taskbar. 
 

 
 

5. In the address bar, type https://www.facebook.com and press Enter.  
 

 
 

 

 

The Firewall recognizes the traffic and matches it to the application, 
facebook. As facebook is part of the application group, Trusted-Apps, 
you created earlier, the Firewall allows the traffic based on the 
security policy you modified. 
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6. In the address bar, type http://www.google.com and press Enter.  
 

 
 

 
 

7. Click the X in the upper-right to close Chromium. 
 

 
 

8. Navigate to Monitor > Logs > Traffic. 
 

 
 

  

 

The Firewall recognizes the traffic and matches it to the application, 
google. As google is NOT part of the application group, Trusted-Apps, 
you created earlier, the Firewall blocks the traffic based on the 
security policy you modified. 
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9. Scroll through the traffic logs, notice the application facebook-base has the 
action of allow based on rule Allow-Inside-Out. Then, notice the application 
google-base has the action reset-both based on the rule interzone-default, 
which has a session end reason of policy-deny. Next, notice the application dns 
has the action of allow based on the rule Allow-Inside-Out. You may need to 
refresh the Traffic logs by clicking refresh in the top-right of the firewall 
interface.  

 

 
 

 
 

 

Remember, reviewing the traffic logs is an excellent way to 
troubleshoot and confirm traffic is being matched to the appropriate 
policy. Because the traffic to www.google.com is not part of the 
Trusted-Apps application group, which is applied to the Allow-
Inside-Out security policy, the Firewall matches that traffic to the 
next appropriate policy. In this case, the traffic will match to 
interzone-default, which has an explicit deny action. 
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10. Navigate to Policies > Security. 
 

 
 

11. Confirm the order of the policies and their action. 
 

 
 

12. To add the application, google-base application to the Trusted-Apps group you 
created, navigate to Objects > Application Groups. 

 

 
 

13. Click on the Trusted-Apps Application Group. 
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14. In the Application Group window, click the Add button. 
 

 
 

15. In the Application Group window, type google in the search box under the 
Applications column. Then, click on google-base under Application. 
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16. In the Application Group window, click the OK button. 
 

 
 

17. Click the Commit link located at the top-right of the web interface. 
 

 
 

18. In the Commit window, click Commit to proceed with committing the changes. 
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19. When the commit operation successfully completes, click Close to continue. 
 

 
 

 
 

20. Open Chromium from the taskbar. 
 

 
 
  

 

Notice the Warnings section. These facebook application 
dependencies are not required for this lab and you can ignore these 
warnings. 
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21. In the address bar, type https://www.google.com and press Enter.  
 

 
 

 
 

22. The lab is now complete; you may end the reservation.  
 

 

Notice that https://www.google.com now works because it was 
added to the Trusted-Apps application group. 
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