JINDG

NETLAB+

#/» paloaltor

NETWORKS

CYBERSECURITY FOUNDATION

Lab 6: Allowing Only Trusted Applications

Document Version: 2021-01-22

Copyright © 2021 Network Development Group, Inc.
www.netdevgroup.com

NETLAB+ is a registered trademark of Network Development Group, Inc.

Palo Alto Networks and the Palo Alto Networks logo are trademarks or registered trademarks of Palo Alto Networks, Inc.



Lab 6: Allowing Only Trusted Applications IIIINDG

Contents

Ta] oo LUt o o TP PSP UPPRUPTPPR 3

(0] o) 1=To1 4 V7= RSP 3

(1= o oY o To] (o =4V PP UPPRRUPPRPR 4

(1Y BT =] i T Y=L PP UPPRRUPTPPR 5

6  Allowing Only Trusted AppliCationS........ceiiviiiieiiiiiiee e e 6
6.0 Load Lab Configuration ..........ccoevuieeiiiiiiiescriiee ettt ee e e s siaee e 6
6.1  Create an Application GrOUP ......ceveviiiiee ittt e e s 11
6.2 Modify SECUNitY POIICY cooueiieeieiieie et 14
6.3 CoMMIt AN TEST i s e 16

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 2


http://www.netdevgroup.com/

Lab 6: Allowing Only Trusted Applications IIIINDG

Introduction
In this lab, you will configure the Firewall to only allow trusted applications by creating
an application group and adding it to an existing security policy.
Objective
In this lab, you will perform the following tasks:
e Create an Application Group

e Modify Security Policy
e Commit and Test
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password

(if needed) (if needed)

Client 192.168.1.20 lab-user Trainlng$
DMz 192.168.50.10 root PaloAlte

Firewall 192.168.1.254 admin Trainlng$
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6 Allowing Only Trusted Applications
6.0 Load Lab Configuration
In this section, you will load the Firewall configuration file.

1. Click on the Client tab to access the Client PC.

(LG & Content | |#” Status | OO Client = | L1 Firewall + O DMZ -~ L0 VRouter -

2. Login to the Client PC as username T1ab-user, password Trainlng$.
3. Double-click the Chromium Web Browser icon located on the desktop.

4. Inthe Chromium address field, type https://192.168.1.254 and press Enter.

56 New Tab X

C D|hitps://192.168.1.254

5. You will see a “Your connection is not private” message. Click on the ADVANCED

7:\

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example

passwords, messages, or credit caras)
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_'\U/ If you experience the “Unable to connect” or “502 Bad Gateway”
— message while attempting to connect to the specified IP above, please
— wait an additional 1-3 minutes for the Firewall to fully initialize.
Refresh the page to continue.

6. Click on Proceed to 192.168.1.254 (unsafe).

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,

passwords, messages, or credit cards)

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by
your computer’s operating system. This may be caused by a misconfiguration or an

attacker intercepung your connection Learm more.

7. Login to the Firewall web interface as username admin, password Trainlngs.

7 paloalto

NETWORKS®

Username D

Password [ .....eees

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 7


http://www.netdevgroup.com/

4INDG

8. Inthe web interface, navigate to Device > Setup > Operations and click on Load
named configuration snapshot underneath the Configuration Management

section.
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Device

#2 paloalto
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ACC Monitor

Dashboard

¥ -~
Setup Operations HS!
l= High Availability
E‘%ﬂ Config Audit Configuration Management Device Operatio
€& password Profiles
s Adiinisirators Revert Revert to last saved configuration =% Reboot Device
@Admin Roles Revert to running configuration & Shutdown Dey
@Authentication Profile Save Save named configuration snapshot
ﬁAuthentication Sequence Save candidate configuration
[[8] user 1dentification Load [Load named configuration snapshot|
E_JVM ].n-formatlon Sources Load configuration version
v lg8) Certificate Management Export Export named configuration snapshot
E] Certificates Export configuration version @ Custom Logos
& Certificate Profile Export device state l;@ SNMP Setup
EOCSP Responder Import Import named configuration snapshot
8 SSL/TLS Service Profile M Import device state
[ scep

9. Inthe Load Named Configuration window, select pan-cf-lab-06.xml from the
Name dropdown box and click OK.

Load Named Configuration

Name § pan-cf-lab-06.xml

Decryption Key | ...

[ Load Shared Objects
[ Load Shared Policies

10. In the Loading Configuration window, a message will show Configuration is being
loaded. Please check the Task Manager for its status. You should reload the page
when the task is completed. Click Close to continue.

Loading Configuration
Configuration is being loaded. Please check the Task Manager for its status.

You should reload the page when the task is completed.

11. Click the Tasks icon located at the bottom-right of the web interface.
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12. In the Task Manager — All Tasks window, verify the Load type has successfully
completed. Click Close.

I Start Time

Load ' Completed "03/06/20 12:55:33
“System Logs | Completed 1"03/06/20 12:50:18 "
Config Logs Completed 03/06/20 12:50:18
Data Logs Completed 03/06/20 12:50:18
Report Completed 03/06/20 12:50:18
Config Logs Completed 03/06/20 12:45:19
System Logs Completed 03/06/20 12:45:19
Report Completed 03/06/20 12:45:19
Auto Commit Completed 03/05/20 21:50:01

Sl All Tasks .

13. Click the Commit link located at the top-right of the web interface.

&5 (@ Config» Q Search

14. In the Commit window, click Commit to proceed with committing the changes.

Commit

Only a full commit is available at the current time. You may preview changes or validate the configuration or add a
description to the commit.

Commit Scope | Location Type

B, Validate Commit I Group By Location Type
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15. When the commit operation successfully completes, click Close to continue.

Commit Status

l

Operation Commit

Status Completed

Result Successful

Details Configuration committed successfully
Warnings

'\[P/ The commit process takes changes made to the Firewall and copies
— them to the running configuration, which will activate all configuration
— changes since the last commit.
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6.1 Create an Application Group

In this section, you will create an application group. To simplify the creation of security

policies, applications requiring the same security settings can be combined by creating
an application group.

1. Navigate to Objects > Application Groups > Add.

paloalto

AT iR

'S¢ Addresses
'L_.\) Address Groups
Q Regions
[l Applications
2 Application Filters
X Services
3R Senvice Groups
"\/ Tage
v @ GobalPreteat
M HIP Objects
W HIP Profiles
@ External Dynamic Lists
vl B(us(om Objects
£ Data Patterns
}J Spywasre
\; Velnerability
‘ URL Category
v (B Security Profites
6 Astivirus
;‘J Asti-Spyware
\’ Vidnerability Protecticn
(@ unL Filtering
(@ File Bocking
[ WiidFire Analysis
& Dot Filtering
] DeS Protection
B security Profile Groups
'r‘l Log Forwarding
~a
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2. Inthe Application Group window, type Trusted-Apps in the Name field. Then,
click the Add button.

Application Group

Namel Trusted-Apps I

B8 Browse (DA O g

3. Inthe Application Group window, type facebook in the search box under the
Applications column. Then, click on facebook under Application.

Application Group

Mame Trusted-Apps
1 item =+ X

N facebook b
Application -
facebook

tacebook-chat
facebook-mail
facebook-base
facebook-apps
facebook-social-plugin
facebook-posting
facebook-file-sharing
facebook-voice

facebook-video
facebook-rooms
facebook-code -

_'\U‘/ The Palo Alto Networks Firewall has many pre-defined applications.
— These applications have signatures that allow the Firewall to recognize
‘ traffic associated with that application.
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4. In the Application Group window, click the Add button again. Then, type dns in
the search box under the Applications column. Next, click on dns under

Application.

Application Group ®

MName Trusted-Apps

o T ©

rfa cebook
' dns| I"

Application
adnstream

dnscrypt
ms-win-dns

tep-over-dns -

B8 Browse [8 Add [ Delete

5. Inthe Application Group window, click the OK button.

1/22/2021

Application Group

Mame Trusted-Apps

2 items B

Drfa cebook
'l:lm'.

BS Browse [ Add 3 Delete
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6.2 Modify Security Policy

In this section, you will modify the Allow-Inside-Out security policy to only allow the
applications in the application group, Trusted-Apps, you created earlier.

1. Navigate to Policies > Security.

paloalto

it WORRS

Dashboard

B Security
> NAT 5
A, qos N e ol
;34‘04-0 Based Forwarding Name Tags Type Zone Addess User HIP Prefile Zom
¥ Decryption 1 Allow-lnside-Out = universal IR inside Y Ay Ay 1
£ Tunnei Inspection
2 intrspone-default @ nane intrazone  any M1y vy anvy {iokr

B8 Application Override
3. Authestication 3 interzone-defadlt @ noNg interzone  any Moy MYy
‘ DoS Protection

2. Click on the Allow-Inside-Out policy.

= I

Hams Tags Tige
2  intrazone-default @ none intrazone
L] terzone-default @ none imbernone
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3. Inthe Security Policy Rule window, click on the Application tab. Then, click the
Add button. Next, type Trusted-Apps in the search box under the Applications

column. Finally, select Trusted-Apps under Application Group.

Lab 6: Allowing Only Trusted Applications

Security Policy Rule

Application § Service/URL Cateqory | Actions

ApHICatio

Trusted-apps

Application Group
i Trusted-Apps

ew Ex Application Filter &S Application Group

4. In the Security Policy Rule window, click the OK button.

Security Policy Rule

Service/URL Category | Actions

Destination | Application

[ | Applications
—F
(Fg Trusted-Apps

Add & Delete
o] coe
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6.3 Commit and Test

In this section, you will commit changes to the Firewall. Then, you will test the security
policy you modified earlier. Next, you will add an additional application to the
application group, Trusted-Apps. Finally, you will verify the additional application is
allowed.

1. Click the Commit link located at the top-right of the web interface.

&8 (8 Config» Q Search

2. Inthe Commit window, click Commit to proceed with committing the changes.

Commit @ o]

Doing a commit will overwrite the running configuration with the commt scope.
(®) Commit All Changes ) Commet Changes Made By: (3] adoun

Comensit Scope ‘uxnmn'l’we

policy-and-cbjects
'®, Preview Oranges |, D) Crange Summary ™4, Validzte Commet I Growo By Location Type
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3. When the commit operation successfully completes, click Close to continue.

Lab 6: Allowing Only Trusted Applications

Commit Status

Operation Commit
Status Completed
Result Successful
Details Configuration committed successfully

Commit ~ App Dependency

4. Open Chromium from the taskbar.

5. Inthe address bar, type https://www.facebook.com and press Enter.

3 Facebook - LogInc x

%
&« C & Secure | htps://www.facebook.com

facebook

Connect with friends and the world

around you on Facebook.

Forgot Password?

Create New Account

Create a Page for a celebrity, band or business.

_'\ﬂ} The Firewall recognizes the traffic and matches it to the application,
facebook. As facebook is part of the application group, Trusted-Apps,
— you created earlier, the Firewall allows the traffic based on the

security policy you modified.
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6. Inthe address bar, type http://www.google.com and press Enter.

www.google.com - Chromium = X
% [ www.googlecom X
< C  ® www.google.com B
Click to go back, hold to see history
This site can’t be reached
The connection was reset.
Try:
» Checking the connection
= Checking the proxy and the firewall
ERR_CONNECTION_RESET
DETAILS
'\ﬂ‘/ The Firewall recognizes the traffic and matches it to the application,
— google. As google is NOT part of the application group, Trusted-Apps,
— you created earlier, the Firewall blocks the traffic based on the
security policy you modified.
7. Click the X in the upper-right to close Chromium.
— by
8. Navigate to Monitor > Logs > Traffic.
paloalto . | |
HETWORKS Dashboard ACC Policies Objects Network Device

wi=Zog
|E.}Tna.fﬁv.:
Ey 5
ahreat Receive Time Type From Zone To Zone Source e Destination

[@ URL Filtering User
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9.

1/22/2021

Scroll through the traffic logs, notice the application facebook-base has the
action of allow based on rule Allow-Inside-Out. Then, notice the application
google-base has the action reset-both based on the rule interzone-default,
which has a session end reason of policy-deny. Next, notice the application dns
has the action of allow based on the rule Allow-Inside-Out. You may need to
refresh the Traffic logs by clicking refresh in the top-right of the firewall
interface.

Dashboard ACC Policies Objects Network Device

Receive Time Type From Zone To Zone Source Source User Destination

\?‘J \?J \’-:j \?] \?] \?_} \’.:j \':.j \?]

NE ONE N R

“ NE NS \T]I NE NS
A

0 Remember, reviewing the traffic logs is an excellent way to
[_ troubleshoot and confirm traffic is being matched to the appropriate
‘ policy. Because the traffic to www.google.com is not part of the
Trusted-Apps application group, which is applied to the Allow-
Inside-Out security policy, the Firewall matches that traffic to the
next appropriate policy. In this case, the traffic will match to
interzone-default, which has an explicit deny action.
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10. Navigate to Policies > Security.

M2 paloalto

ol 1 e

Seourity
¢ NAT
A et
b Policy Based Forearding Baime Tags Tipt Zone Address  Lser HIF Profile  Ze4
off Decryption 1 | Alllgrer=[ecgi de-Out ] uriversal  pog inside amy Ay 2 [t

A el S i

11. Confirm the order of the policies and their action.

Name Tags Type Zone HIP Profile Zone Application Service Action Pi
1 | Allow-Inside-Out none universal  fa] inside any any any pof outside  any Trusted-Apps 3R application-default | & Allow a
2 |intrazone-default @ none intrazone any any any any (intrazone) any any any & Allow [no
3 linterzone-default @ none interzone any any any any any any any any ® Deny |n¢

12. To add the application, google-base application to the Trusted-Apps group you
created, navigate to Objects > Application Groups.

paloalto

ol T VORS

S Addresses

(3 address Greags

@ Regions L

T Applications Trusted-Apps 2 facebook

1 Application Filters

:_ Hame Loscatiom Members Applications
el
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14. In the Application Group window, click the Add button.

Application Group ®

Mame Trusted-Apps

2 items =X

] facebook
[ dns

B Browse MRA B8

[ =2

15. In the Application Group window, type google in the search box under the
Applications column. Then, click on google-base under Application.

Hamse  Trusted-Apps

Facebook
[

] googid |~
Application X
goegle-wnatisi

google-kpp-engine
guegle-npp-enging-uploading
| secperbase |
google-tasz
n poogle-cache
google-calendar
google-calendar-base

google-calendar-enberprise
oooole-calendar-oosting
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16. In the Application Group window, click the OK button.

Application Group

Hame  Trusted-Aped

B Brosze & Add B Delste

17. Click the Commit link located at the top-right of the web interface.

&8 [B Config~ Q Search

18. In the Commit window, click Commit to proceed with committing the changes.

Duoing a commit will overwrite the running configuration with the commit scope.
(w Commit &1l Changes () Cosvevet Changes Made By: (1) admin

palicy-and-gbjects

W Grous By Locaton Tyoe

Bobe: Th shown all the changd in lbon sdmin's storaibie dossin.
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19. When the commit operation successfully completes, click Close to continue.

Commit Status

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit ~ App Dependency

_'\U‘/ Notice the Warnings section. These facebook application
— dependencies are not required for this lab and you can ignore these
— warnings.

20. Open Chromium from the taskbar.
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21. In the address bar, type https://www.google.com and press Enter.

Google - Chromium = X

HG Google X

& C & Secure | hitps://www.google.com

We're updating our Terms of Service. Get to know our new Terms before they take effect on March 31, 2020. Review Got it

About  Store Gmail Images 3i% m

Google

Q Y
Google Search I'm Feeling Lucky
Advertising Business How Search works Privacy Terms Settings
_'\U‘/ Notice that https://www.google.com now works because it was
— added to the Trusted-Apps application group.

22. The lab is now complete; you may end the reservation.
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