Design choice
For this RESTful web service, I elected to implement a design system based on the entity relational diagram in figure 1. An infinite number of customers could be created which would be specified as car owners. The primary key of the car owner could then be passed into the Car Registration table along with a registration plate to represent the ownership of the car where the registration plate would then act as the primary key for that table, allowing for a single instance of the car to be represented by a lone customer. A separate table is used to track payments for each car and which customer paid them, thus providing a complete history of tax payments for each vehicle. This works by associating a payment ID with a customer, registration plate and the Road tax ID that will contain the price along with the amount of Co2 produced by the vehicle. 
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Figure 1, Services associated ERD diagram.
Data transfer objects

The customer and car details possess a Data Transfer Object for the purpose of providing a compact form of data to the user rather than accessing the entirety of the table. These can be used in summary screens such as an account profile for a brief bit of information on the customer such as name, ID and date of birth. The same goes for car details, when checking whether a vehicle is taxed on: https://www.gov.uk/check-vehicle-tax, there is a brief summary screen for confirming the vehicles details, this DTO could be accessed on this screen to provide information on the vehicle such as make and colour without an excess amount information being displayed to the user. 


Security
Within the actual service there is a keycloak authentication phase between sending requests which require a json web token to be supplied with accredited information in order to be completed. Within this authentication phase there are two different roles that are able to obtain the JWT from the issuing URL, basicuser and adminuser. These 2 roles exist in order to prohibit access to non-authorized individuals for certain methods and repository interactions. Figure 2 displays the Services security configuration file that specifies within it the Http based methods and repository end points that the 2 users are able to access. The adminuser has the privilege to utilise every Http method within any repository, this could be used to make adjustments to the data stored after tickets have been raised or to make alterations to tax prices to remain in line with changing legislation. 

The basicuser however is only given access to a minor amount of functionality. The basic user is able to retrieve information from both of the DTOs which would consist of profile and summary screens, along with the ability to receive information from specific customers, car details and taxpayments. Within implementation of this service, queries could be sent to customer and taxpayments with a filter relating to the current users’ ID to return only information that relates to their payments and profile thus restricting them from accessing information that could be sensitive from other users. In order to receive the full description of a cars details the service could query the registration table and only return vehicles that are owned by that customers ID. 
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Figure 2, security configuration for matching repository path with users associated role.


Testing

When it came to testing I elected to test each of the instances mentioned in figure 2 for each repository endpoint and its associated role to ensure that each instance of interaction is successful or prohbited. The process involved retrieving a web token from the method shown within figure 3. The method would send a post request to the issuer with the associated headers dependent on whether the person accessing was an admin or a basicuser and return the web token as a string. Within the test then the String would be inserted onto the end of the authorization header and the request would be sent. Similar tests were conducted for a non-authorized user (no web token present in the header), and testing repositories with invalid indexing items ( Strings instead of Integers for ID searches). 
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Figure 3, method used within testing to retrieve web token. 
Issues

The overall implementation of the service functions as intended when running within a local environment. This would consist of posting to the realms JWT issuing endpoint and pasting the returned tokens into the Oauth2.0 headers on postman in order to perform any form of method relating to the service. This functionality however fails during dockerized based launch. The realm containing all of the security configuration is exported into a json file and then imported during the booting sequence for the application. It is then able to inherit all the users as well as the mapping for the roles for associated with them within the realm. This allows for the posting of the users’ credentials along with the password associated with them to the key issuing endpoint and receive back the JWT token. However, when this token is used for any form of Http method, the service returns a 401 unauthorized. My best guess would be that the decoding of the web token being sent is not being compared correctly to the roles set up by keycloak console or the service itself is unable to access the roles that are associated with the users within keycloak. As mentioned, when running the service and keycloak separately, the services security functions as intended. This problem can be viewed within figure 4, the retrieval of the token with correct headers, and in figure 5 where the request is sent and the status code of 401 is returned. 
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Figure 4, Successful post request to token issuing URL and the associated token returned.
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Figure 5, unauthorized post request to the tax info repository. 
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@Configuration

@0rder (SecurityProperties. BASIC_AUTH_ORDER)

@EnableWebSecurity

public class RoadTaxServiceSecurityConfig extends WebSecurityConfigurerAdapter {

string jwkSetUri = "http://localhost:8098/auth/realns/RoadTaxManagenentAuthRealn/protocol/openid-connect/certs" ;

private Converter<Jut, ? extends AbstractAuthenticationToken> jwtAuthenticationConverter(){
JwtAuthenticationConverter jwtConverter = new JwtAuthenticationConverter();
jwtConverter.setJwtérantedAuthoritiesConverter (new KeycloakRealmRoleConverter());
return jwtConverter;

@Bean
Jutecoder jwtDecoder(){
return NimbusJwtDecoder.withJwkSetUri(this.jwkSetUri).build();

@override
protected void configure(HttpSecurity http) throws Exception {
http.cors().and() .authorizeRequests()
.antMatchers (HttpHethod.6ET, ..antPattems /customer/+").hasRole("RoadTaxNanagenentUser™)
.antMatchers (HttpHethod.6ET, .antPattems "/cardetails/+").hasRole("RoadTaxHanagenentUser™)
.antMatchers (HttpHethod.6ET, .antPattems "/custonerdetails/+").hasRole("RoadTaxHanagenentuser")
.antMatchers (HttpHethod.6ET, .antPattems "/carbasicdetails/+").hasRole("RoadTaxHanagenentUser")
.antMatchers (HttpHethod.6ET, .antPattems: */taxpayments/+").hasRole("RoadTaxHanagenentUser”)
.antMatchers (HttpMethod.GET, .antPattems "/++").hasRole("RoadTaxHanagenentAdnin”)
.antMatchers (HttpHethod.POST, .antPattems: "/custoner™) .hasRole("RoadTaxManagenentUser")
.antMatchers (HttpHethod.POST, .antPattems: "/faxpaynents").hasRole("RoadTaxHanagenentUser™)
.antMatchens (HttpHethod.POST, ..antPattems: " /++") .hasRole("RoadTaxHanagenentAdnin®)
.antMatchers (HttpMethod.PUT, .antPattems "/++").hasRole("RoadTaxHanagenentAdnin”)
.antMatchers (HttpHethod.PATCH, .antPatiems: "/customer/+").hasRole("RoadTaxHanagenentuser™)
.antMatchers (HttpHethod.PATCH, .antPatiems: " /++") .hasRole("RoadTaxianagenentAdnin®)
.antMatchers (HttpHethod.DELETE, ..antPattems "/customer/+").hasRole("RoadTaxManagenentUser™)
.antMatchers (HttpMethod.DELETE, .antPatterns: */++") .hasRole("RoadTaxianagenentAdnin®)
.anyRequest () .authenticated() .and() .oauth2ResourceServer (). jwt(jwt -> jwt.jwtAuthenticationConverter(jwtAuthenticationConverter()));
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private String GetJWTTokenForAuth(String userType) throws URISyntaxException, JSONException {
URT uri = new URI( stn "http://localhost:8890/auth/realns/RoadTaxManagenentAuthRealn/protocol /openid-connect/token") ;
HttpHeaders headers = new HttpHeaders();
headers. setContentType (MediaTy®e. APPLICATION_FORM_URLENCODED) ;
string urlParameters = "client_id=RoadTax-ServiceGusername=" + userType + "&password=abc123&grant_type=password"|
HttpEntity<String> request = new HttpEntity<>(urlParameters, headers);
ResponseEntity<String> response = restTemplate.exchange(uri, HttpMethod.POST, request, String.class);
JSONObject json = new JSONObject(response.getBody());
return json.getString( neme “"access_token");




image4.png
£o)

&

< wsite posre postt  crae [CONle [CONle rsosite ccihe [CONLe - + oo NoEnvironment v
http://localhost:8090/auth/realms/RoadTaxManagementAuthRealm/protocol/openid-connect/token Rsave - 7z B8
POST ~  http/flocalhost:8090/auth/realms/RoadTaxManagementAuthRealm/protocol/openid-connect/token -
Params  Authorization  Headers (8)  Body ®  Pre-requestScript  Tests  Settings Cookies

@®none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL

KEY VALUE DESCRIPTION o BUKEdt
clentia RoadTax-service

[ basicuser

password abe123

grant type password

Body Cookies Headers (13) TestResults @ Status: 200 0K Time: 485ms Size: 265KB  Save Response

mQa
(]

Pretty  Raw  Preview  Visuslize  JSON v

2 “access_token”
“eyhbGei01ISUZT1NI TS TNRECCTZO1ALS1dUT iwia2 1KTA61CI30ON2NUINb] g1SHABA3p1 S2TyaVRVTLQySGNPNTF3ekI1YTZ4UndERFAFTnG .
‘ey31eHAI0IE2MEWMUXNDOS Tl hdCT6MTYyMTAYNDgONCHi anRpT joiNWR Y2 TukinY ENDAY Yy0OOWVLTLKY{ Yt YnT3Y2Q006InNUAT iiaXNzT joiaHROCDOV
L2xVY2Fs2692dDoaNDkwL 2F1d6gvomVhbG12L 1 IvYWRUYXhNYWShZ2V tZW50QXVOaF I 1 YMx T duic3ViT 01 0HQAMHR1Y 2kt Z L1 0ONTE1 LUFKNZCENGTON VL
M2VOWFAT iwidH1wT 01QmVhomVy TiwiYXpI101UnOhZFRheC1TZXI22HNLT iwic2V2021vb192dGFZST6T1 206U 2Z TMXLWMXNTQENDYSNS04MDI 2L TYuY2B1
Y2R1Z1A20CSInF ciT6TESLCIhbGXVA2VKLHOyaHdpbnMiOlsiaHRECDOVL2xVY2Fsa692dDoAMDEHT18sTnI LY HX EX2F 1Y2Vzoy T6eydyb2xloy T6HyISbaFk
VGFATHFUYWG1bWVudFV2ZXT XX@S TN jb3B1 T 01cHIvZn] sZSBLbNFpbCTSTnV YW1 SX3Z1omlmalVKT pr¥hixzZSwibnFtZS T6 k93ZHAZU2 tpbHRVb TS TnBy
ZWZ16nI1ZF9102VybmF tZ5T6nIhc21 jdXN1 o TsTndpdmVuX25hbHU101 IPA2VUTiwi ZnF talx5X25hbWU 101 Ta21 sdG9uTno.
MSPRXOIEYQ4PnaZGHSAHHTNB03C2XNSHUSGTE2E Y1 eKKUSQ_SUKEaRIpVIE ZuMazahnQGQsKEBIb2uZ SMOXINESE -111HhibOvAy4Ss2sly1UyvQ3ozbERde7H
Fra0ULFnf5247P0- 1B twFaGEFg23A6tmsk]_kBxt6ECTZLPFEEPDLpBAYNVIhsxBu14_f8_caV-05gUBNA-96DXQ2TaBEXNFIOEPLCTWPKIWOZNIYPESHYE
Vo3xaKEhi2Xtusw-d1S9FnI8-sh9id- cTEXYoxMHIn0OJteD31_T32MzIveox5RKQeQ7max1Ix22qACVoPHEK_JagBHEE" ,

s “expires_in": 300,

a “refresh_expires_in": 1800, N
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