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INTRODUCTION

This project is based upon principles of networks and to demonstrate understanding of key principles and network tools and languages to solve problems.

TASK 1 - CISCO CERTIFIED DEVNET ASSOCIATE COURSE
	
1.1

I have enrolled in the Cisco Certified DevNet Associate course

1.2

Chapters 2, 3 and 4 have been complete and online exams passed on Cisco Certified DevNet website. 
Refer to appendix at the end of this document for screenshots of the online exams. 



1.3

INTRODUCTION

In Task One I'll be talking about my experience and learning from Cisco DevNet, chapters 2, 3 and 4. 
I well also gain new knowledge and understanding on how networking and programming work.



CHAPTER 2
DevNet Developer Environment, which is essential for anyone working with Cisco technologies. 
DevNet is the Developer Environment and a set of Cisco tools provided for developers to build applications that integrate with Cisco products. This environment allows the creation and testing of applications.
The environment has platforms and tools that a developer can use to test applications in line with the technologies offered by Cisco such as DevNet Sandbox, Cisco Integrated Development Environment (IDE), and Cisco DevNet API’s.

CISCO DEVNET SANDBOX
This is a free, pre-configured virtual space where developers can access Cisco’s tools and APIs without needing physical hardware as it is cloud based. It allows for safe experimentation and testing of APIs and products, which speeds up the development process. 

CISCO INTEGRATED DEVELOPMENT ENVIRONMENT (IDE)
Development Environment (IDE). An IDE is a software application that helps developers write code by providing features like code editing, debugging, and project management. Knowing how to set up and use an IDE is crucial for effective programming.

CISCO DEVNET APIS

Developers can use Cisco DevNet APIs to interact with other platforms such as Webex or the DNA Centre in order to automate APIs to these applications

GITHUB AND GITLAB
Tools like Github and GitLab can be used as version control systems, they help developers track changes in their code, collaborate with team members, and manage different versions of their projects. This is especially useful in team settings where multiple people are working on the same code.

In the real world, the concepts from this chapter are very useful. For example, developers can use the DevNet Sandbox to create applications that communicate with Cisco devices, making it easier to deploy networking solutions. 
However, I faced challenges in learning how to navigate the various tools in the DevNet environment. At first, it was difficult to set up everything correctly. With practice and exploration, I became more comfortable, which improved my development skills.




CHAPTER 3

This focuses on the principles of software development and software design and the process of Software development Life Cycle (SDLC). It introduces important concepts and methodologies such as Agile, LEAN and the waterfall method
AGILE

This is a software development process, which became official in 2001 when seventeen software developers came together and developed Agile Manifesto, which promotes collaboration and flexibility. 
Agile focuses on making small, incremental changes to software, allowing teams to adapt quickly to new requirements.
LEAN

Software based upon LEAN manufacturing principles, which are focused on minimising waste. 
WATERFALL METHOD

This is a traditional software development method. Its called the waterfall method as each phase depends on the result of the previous phase.

The chapter also covers software design patterns, which are standard solutions to common problems in software design. These design patterns can be implemented for any contemporary general purpose computing language.
Clean code is desirable by many developers to make the code easy to read and understand. This leads to fewer bugs and also allows for easier checking of the code. The use of modules within code are a way to build independent code that can be reused. 
Version control allows for a way to track changes and keep history of those changes. This software keeps a copy of a file prior to modification in case you need to revert to its original state.
In real-world scenarios, these concepts are very important. For instance, using Agile can lead to better project management and more responsive development. 
However, I found it challenging to grasp the different design patterns and methodologies at first. It was hard to see how they applied in real-life situations. By working on group projects and studying case studies, I was able to understand how to use these concepts effectively.
CHAPTER 4

This chapter with DevNet focuses on APIs (Application Programming Interfaces), which allow different software systems to communicate with each other. 
RESTFUL APIS

Representational State Transfer API or RESTful APIs is a network application style. It is based upon the principle of Representational State Transfer (REST) allowing applications to communicate with each other via the internet HTTP methods, such as GET, POST, PUT, and DELETE

APIS RATE LIMIT

Using an API rate limit is a way for a web server to control the number of requests that a user of application can make, this helps avoid server overloads, provides better services and response time and protects against denial of service (DoS) attacks.

WEBHOOKS

This allows external systems to respond to events in real-time without needing to constantly poll a server for changes. This is done by using a defined HTTP callback
For example, when an event happens in a Cisco device or network platform (such as a configuration change or security alert), the platform can automatically make a POST request to a pre-configured URL, sending data about the event to that URL.

The chapter also discusses authentication methods like OAuth and API keys, which help secure access to APIs and ensure that only authorized users can use them.
In the real world, APIs are crucial for integrating different systems. For example, a developer might use a Cisco API to automate network configurations or gather performance data from devices. 
I faced challenges in understanding how to read API documentation and test APIs effectively. Initially, the documentation seemed overwhelming, but by using tools like Postman and practicing with sample APIs, I gradually improved my ability to work with APIs.



CONCLUSION

In conclusion, Chapters 2, 3, and 4 of the Cisco Certified DevNet Associate course have significantly improved my understanding of the DevNet environment, software development practices, and APIs. 
The knowledge gained is essential for a career in software development and has practical applications in network automation and integration. 
Although I faced challenges along the way, this learning journey has equipped me with valuable skills that will benefit my future in the tech industry.

TASK 2 – REFLECTION ESSAY ON IN-CLASS ACTIVITIES (1)

During my Cisco DevNet course, I found it to be a great platform of tools aimed at helping developers and students to create applications and automate tasks using Cisco software.
Cisco developed and launched DevNet in 2014, containing many APIs from Cisco technologies including networking, IoT and open-source environments. Thet have many components to help developers how to code and work with Cisco APIs
DevNet hold developer events around the world including hackathons, and coding camps which I would like to attend.
DevNet has several components that help developers, these include

· API Guides and Documents
· Learning Labs
· Sandbox
· Sample Code
· DevNet Exchange

API GUIDES AND DOCUMENTS

For each product Cisco provide an individual API guide and document
Click here for access to Cisco Guides and Documents
https://developer.cisco.com/docs/

LEARNING LABS

These are labs provided for coders to allow more in depth understanding of Cisco APIs. These include Software Defined Networking (SDN) for network engineers



SANDBOX

A sandbox is an isolated testing environment that allows testing and observation within this controlled environment. This ensures that any failures are contained and isolated within the sandbox environment. DevNet provide free space for people to test their code.
A sandbox can be a virtual machine and could be run in a docker environment for instance or it could be lab equipment like we have a university.

SAMPLE CODE

DevNet shares code via GitHub and the DevNet exchange allowing developers to contribute and share code. They also provide sample code.

DEVNET EXCHANGE

The exchange provides developers to provide code in addition to solutions and other Cisco partners

NEW INSIGHTS AFTER DISCUSSION

After discussing these topics in class, I realised you could download difference sandboxes for different scenarios, such as networking, programming, and even testing credit card processing software within a sandbox environment.
I now realise that there is lots of free and easily accessible tools from Cisco to assist in my learning of these technologies and that many of these are collaborative.

TASK 2 – REFLECTION ESSAY ON IN-CLASS ACTIVITIES (2)

Agile Manifesto methodology, see appendix for ‘The 12 principles of Agile’, is a set of frameworks for and practices based on values and principles would be a clear contender for the best methodology.
Agile is different from other approaches to development as its focus is on the people doing the work and how they work together. There is a focus on community collaboration and self-organising teams.
The Agile Manifesto and the 12 Principles were written by a group of software developers to address issues that software developers faced. 
Agile offers and incremental approach to software development, its focus is flexibility, collaboration and customer feedback, it emphasis delivering small, working increments of software frequently, typically in 1 to 4 week sprints.
The Waterfall Development is a traditional and more linear approach to software development. It has a clear structure, well defined and allowing it easy to track progress. 
The stages of the Waterfall model are
· Requirements
· Design
· Implementation
· Verification
· Maintenance
Requirements are defined at the start, so fewer changes to the scope of the software. It’s ideal for projects which are compliance heavy, such as Aerospace, finance or governmental. 
Once a stage is complete its difficult to go back and make changes, so it’s not suited to projects that are evolving  
Lean Software Development is a system derived from the lean manufacturing principles and focuses on eliminating waste, improving quality and delivering value for the client, its about being efficient. However, a weakness can be the focus on speed at the cost of thorough testing and design. Its best start ups needing quick delivery in competitive markets
DevOps is a blended approach to software development, blending Software Development and IT Operations. Its best suited to continuous deployment projects in cloud environments or fast moving e-commerce. Implementing DevOps requires a cultural shift which can be difficult for traditional teams. It uses infrastructure as code such as Docker.
ALTERNATIVES TO GIT / GITHUB

While Git is the most widely used version control system (VCS), there are several alternatives, each with its own strengths and weaknesses.
Mercurial is a distributed version control system similar to Git but has a simpler user design. It is easier to use then Git with excellent documentation and a supportive community. However, it has a small user base and supports less third-party tools.
Subversion by Apache, often shortened to SVN is an open-source version control system, this is a client-server-based model.
Bazaar from the creators of Ubuntu, is another distributed VCS which is simple and flexible. It is very similar to Git and Mercurial. If offers centralised and distributed workflows but has experienced a decline as its creators have moved their focus to Git and GitHub
Perforce Helix Core is a popular VCS used within the game development industry, such as Ubisoft, as its excellent at managing very large binary assets which Git struggles with. It’s also good for teams with complex workflows. On the downside its more complex to setup and manage
Cloud bases alternatives to GitHub include one of the oldest repo platforms, SourceForge. It offers free hosting for open-source platforms with a built in download system. It has an outdated appearance and user interface and is mostly suited to open source.
GitLab is an excellent system providing repository management for both private and open-source repositories. Its commonly used for enterprise environments and is good for teams needing for a full DevOps lifecycle.
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You've scored 88%.

Congratulations, you have passed the assessment.

Here is how you performed in each of the Learning Objectives and Skills associated with this assessment.

Software API Secure 87.9%
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You've scored 80%.

Congratulations, you have passed the assessment.

Here is how you performed in each of the Learning Objectives and Skills associated with this assessment.
Software Development Best Practices 80%

Software.Automation.Environments 100%
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You've scored 92%.

Congratulations, you have passed the assessment.

Here is how you performed in each of the Learning Objectives and Skills associated with this assessment.

Software Development DevNet 92%
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Agile Manifesto

We are uncovering better ways of developing software by doing it and
helping others do it. Through this work we have come to value:

Individuals and interactions @ over processes and tools

Working software over comprehensive documentation
Customer collaboration | over contract negotiation
Responding to change over following a plan

While there is value in the items on the right, we value the items on the left more.

The 12 Principles of Agile

Our highest priority is to satisfy the customer
through early and continuous delivery of
valuable software.

Working software is the primary
measure of progress.

Welcome changing requirements, even late
in development. Agile processes harness
change for the customer’s competitive
advantage.

Agile processes promote sustainable
development. The sponsors, developers,
and users should be able to maintain a
constant pace indefinitely.

Continuous attention to technical
excellence and good design enhances

agility.

Deliver working software frequently, from a
couple of weeks to a couple of months, with
a preference to the shorter timescale.

Business people and developers must work
together daily throughout the project.

Simplicity — the art of maximizing the amount
of work not done - is essential.

Build projects around motivated individuals.
Give them the environment and support they
need, and trust them to get the job done.

The best architectures, requirements,
and designs emerge from self-organizing
teams.

The most efficient and effective method of At regular intervals, the team reflects on
conveying information to and within a devel- how to become more effective, then tunes
opment team is face-to-face conversation. and adjusts its behavior accordingly.
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Advancing the principles of Agile Learn more at AgileAlliance.org
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