Assignment 1 - Dawid Trochim

by Dawid Trochim

FILE

TIME SUBMITTED 04-JAN-2021 04:08PM (UTC+0000) WORD COUNT 2459
SUBMISSION ID 140805557 CHARACTER COUNT 12305



ASSIGNMENT 1 — NETWORK
PROGRAMMABILITY, DAWID
TROCHIM 1900457

Dawid Trochim

1900457 Cyber Security & Networks




ASSIGNMENT 1 - NETWORK PROGRAMMABILITY, DAWID TROCHIM 1900457

Table of Contents
Introduction 2

1. What is cloud computing and how it moved towards a greater emphasis on software? .................. 2
2. Network professionals and cloud computing

3. RESTful Web Services

4. Networking and industry
5.Standards —JSON and REST

v Bk AW w

References

Pagelof6




ASSIGNMENT 1 - NETWORK PROGRAMMABILITY, DAWID TROCHIM 1900457

Introduction

This report will be discussing the meaning of cloud computing, how it affects industries and also how
cloud computing is already affecting network professionals and also why. This report is also going to
be discussing some standards such as JSON and REST. Generally saying, this report is about how the
field of computer networks has moved towards a greater emphasis on software.

1. What is cloud computing and how it moved towards a greater
emphasis on software?

There are many ways to describe “cloud computing”, however there is also cloud computing in
industry. Cloud computing has been used in industry for a while and the reason for that is efficiency,
cloud computing is known to us as networking, analytics, servers, databases and also storage and
much more. The way it works is extremely simple, the company is looking for cloud service provider,
if they found one that suits their needs then they will usually contact them and pay monthly bill for
their services but the price is going to be based on the usage by stuff or customers. Cloud computing
can be used for anything e.g. creating some backups, storing files, databases etc [1].

However, it is not as simple as it seems because cloud services have to be properly configured and
secured in order to avoid any data leaks which could result in some serious damage and that is why
the company that uses cloud services needs to hire or train their network professionals so they can
fully configure and monitor cloud services. It also makes the job for developers a bit more difficult
because the world is moving towards cloud computing all the time and most of the files are or will be
stored on the cloud so developers will have to change the way that they deliver files. Cloud service
providers also offer us security, it has been proven that data is safer when stored in the vendor’s
data centre than data that we can store at home [2].

There are three types of computing — “laaS”. 1aaS stands for “Infrastructure as a Service”. This is
simply another way of cloud computing which allows any person in the world to buy this service and
have storage resources and network. Infrastructure as a Service consists of many physical data
centres, however customers are not required to physically visit the data centre because they can
access it online. Storage in laaS has three main types —file storage, object storage and also block
storage. Object storage is one of the most popular types in laaS because it easily allows customers to
access their service online. File storage and block storage are common when it comes to traditional
data centres. Networking in 1aa$S can be described as accessing networking hardware through APIs as
they are programmed to do so [3].

There is also PaaS which stands for “Platform as a Service”. This type of cloud computing is most
known for being used to store and run applications, it acts like a foundation that can be used by
software developers to create any program or application they want. PaaS is also being accessed by
customers through the internet and the main advantage of this is that customers or developers do
not have to worry about any storage, OS or even software updates. PaaS is highly available to
anyone, it is very easy in use and also cost-effective, amazing for developers. An example of PaaS
could be Windows Azure [4].

SaaS is a third type of cloud computing and it stands for “Software as a Service” is another extremely
easy service because it allows customers to access the service through the internet and they do not
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even have to install any software, the only requirement is having a stable internet connection and
that is it. Customers do not have to worry about hardware and software. A very good example of
SaaS could be university student portal, the only thing that students need is internet connection to
access their service. Another good example of Saa$ solution could be banking. For example,
customer join a certain bank and gets his login credentials to access his account online and all that is
required is simply internet connection and customers do not have to worry about any hardware
updates or software updates and even operation system updates [5].

2. Network professionals and cloud computing

Cloud Computing industry needs people that will protect and prevent any attacks and threats. This is
why cloud computing requires to either hire some ready and fully qualified network professionals or
train the ones that are already working for the company. Cloud computing also requires security
professionals. Network professionals need to be able to configure the network to the point where it
is extremely safe for customers and company to use Cloud Computing, it is impossible to fully secure
the network [6]. Network professionals are required to adapt and learn new skills which could be
difficult for some people because everyone adapts differently to some things. They have to be
trained for cloud computing configuration and overall monitoring if everything is running as it should
be. Network professionals are required to learn the software and all available options to them, they
need to know how to quickly troubleshoot the problem. Training or hiring network professionals can
be quite expensive and this is one of the drawbacks when it comes to using cloud computing in the
industry. They should be able to quickly respond to any attack and provide instant protection and
knowledge of the same issue in the future. So summarising this, network professionals need to learn
new software and ways of troubleshooting the problem [7].

3. RESTful Web Services

REST stands for “Representational Web Transfer”. It became very popular and the reason behind that
is its simplicity when it comes to using it, additionally it is using HTTP which stands for “Hyper Text

In

Transfer Protocol”. HTTP is needed for REST in order to work and be useful. It is using error codes in
order to tell the developer if the action executed has been successful, failed or if there is a warning.
The famous and known one is 404 which means that request sent cannot be executed due to lack of
the resource. Code 200 means that everything is running well. These two are very common code,
there are much more. REST has a great compatibility because it can be used in Java, Node, JQuery,
Angular, EmberlS. It also has some disadvantages and one of them is not being able to store state-
based information and this means that any task that is being performed by the person or the client
has to be carried out in stateless mode. RESTful web services have their own API and this APl is used
for connecting cloud service customers or companies with the cloud service providers and this is the
reason why RESTful web services are used in cloud computing and are still being used to facilitate
these changes. For example developers can use certain APl e.g accuweather in order to send
requests and get back requests which would be the current weather and they can put it on the
website by using HTTP. [8] [9] [10] [11]
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4. Networking and industry

SDN stands for “Software Defined Networking” and it has been heavily adapted by industry and the
reason behind that is allowing to create Virtual Network with a help of program and also hardware
infrastructure. The main goal for it is to create a very good, compatible and also flexible network with
a very low budget and not much time. Software Defined Networking can be used to solve an issue an
one of them is a big latency because of the switches, each switch has its own software which results
incompatibility and this is where Software Defines Networking comes in useful because it allows
network professionals to remove any control functions from the problematic network. After this is
done, the switches are going to be moved to the servers which are called “accessible control
servers”. In order to achieve that, OpenFlow protocol mused be used. Software Defined Networking
is also used for network virtualisation. Network virtualisation is a way of controlling and managing
traffic inside the network. Small portions of a network are being managed when these small portions
are being sent across different network which are located outside. Network virtualisation is a very
efficient way for network professionals to keep availability, security, performance efficient. The main
problem with Cloud Computing is its lack of security and vulnerability to be DDoSed or attacked in
any other way [12] [13] [14].

This is the reason why “Software Defined Networking” is highly used in situations like that because it
decreases the chance of the network being taken down and the reason behind it is the software
which allows network engineers to monitor traffic, packets etc because “Software Defined
Networking” is responsible for separating data plane and also control plane from each other [15].
These are the reasons why “Software Defined Networking” has been heavily adapted to the industry
despite meaning an adaptation to the job role of network engineers as it solves many issues.

5. Standards — JSON and REST

JSON stands for “JavaScript Object Notation” and this is a way of structuring a data, it is usually used
for transferring the data through the server and then to web application and also storing it. It acts
like an exchange language that made especially for humans and is also compatible with computers.
Java Script Object Notation syntax is taken from JavaScript, however the only difference between
JSON and JavaScript is that JSON is text only and is highly compatible because it can be used in every
single programming language [16].

REST stands for “Representational Web Transfer”. It became very popular and the reason behind that
is its simplicity when it comes to using it, additionally it is using HTTP which stands for “Hyper Text

In

Transfer Protocol”. HTTP is needed for REST in order to work and be useful. It is using error codes in

order to tell the developer if the action executed was successful, failed or if there is a warning. [17]

JSON became a standard in cloud computing since it is a good and efficient way when it comes to
using APls [18]. Term “interoperability” is usually used for describing the way of moving data and also
workloads from private and public clouds and also between two different cloud service providers.
[19]. JSON is used in cloud computing to interact with APIs and also a very efficient way of
exchanging data, it is using some web programming because it needs to be able to use HTTP requests
and this is why JSON is a standard in cloud computing [20].

JSON and REST are connecting together because JSON is a very good way of exchanging data through
HTTP requests, whereas REST is able to provide these requests for JSON and this is how developers
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are using these two languages to make applications and programs. Additionally, there are no issues
when using JSON with REST because JSON can be used in every single programming language. REST is
also an amazing way of troubleshooting as it shows different error codes to the programmer and
these are the reason why JSON and REST are two standards when it comes to cloud computing.
Interoperability enables developers to create complicated and complexed applications and programs
and this is why interoperability has a massive impact on the cloud computing and is also one of the
standards when it comes to cloud computing — JSON, REST and Interoperability are necessary when it
comes to using Cloud Computing [21].

References

[1] D.F.). Z. G. D. Geng Lin, “Cloud Computing,” Cloud Computing: IT as a Service, vol. 11, no. 2,
pp. 10-13, 2009.

[2] L. M. Kaufman, “Cloud Computing Data Security,” Data Security in the World of Cloud
Computing, vol. 7, no. 4, pp. 61-64, 2009.

[3] L.J.S.J. Sushil Bhardwaj, “IAAS,” CLOUD COMPUTING: A STUDY OF INFRASTRACTURE AS A
SERVICE (IAAS), vol. 2, no. 1, pp. 60-63, 2010.

[4] R.K.R.Dimpi Rani, “PaaS,” A comparative study of SaaS, Paa$ and laa$ in Cloud Computing,
vol. 4, no. 6, pp. 458-461, 2014.

[5] S.Satyanarayana, “SaaS,” Cloud Computing : SAAS, vol. 4, no. 36, pp. 76-79, 2012.

[6] J.F.R.John W. Rittinghouse, “Cloud Computing Implementation, Managament and Security,” in
Cloud Computing Implementation, Managament and Security, CRC Press Taylor & Francis
Group, p. 47.

[7] N.-C. C. Angela Lin, “Network professionals and cloud computing,” Cloud computing as an
innavation: Perception, attitude and adoption, vol. 32, no. 6, pp. 533-540, 2012.

[8] P.M.N.M.Y.-G. G. Fabio Petrillo, “RESTful webservices and Cloud Computing,” Are REST APIs
for Cloud Computing Well-Designed ? An Exploratory Study, vol. 9936, pp. 157-170, 2016.

[9] M.F.G. A. Feda AlShahwan, “RESTful Web Services and Cloud Computing,” Security framework
for RESTful mobile cloud computing Web Services, pp. 649-659, 2016.

[10] C.-H. H. Anna Kobusinska, “Increasing reliability of clouds environments with RESTful web
services,” Towards increasing reliability of clouds environments with RESTful web services, vol.
87, pp. 502-513, 2018.

[11] J. Christensen, Using RESTful web-services and cloud computing to create next generation
mobile applications, OOPSLA Companion, 2009.

Page5of 6




ASSIGNMENT 1 - NETWORK PROGRAMMABILITY, DAWID TROCHIM 1900457

[12] R. Sahba, “Software Defined Networking in Cloud Computing,” A Brief Study of Software
Defined Networking for Cloud Computing, pp. 1-5, 2018.

[13] D. H. Jose Moura, “Software Defined Networking in cloud computing and how it helps network
professionals,” Review and analysis of networking challenges in cloud computing, vol. 60, pp.
113-129, 2016.

[14] B. p. R. THoleti, Handbook of Fiber Optic Data Communication, Academic Press 2014, 2013.

[15] A. A. Harikrishna Pillutla, “Software Defined Networking and security,” Fuzzy self organizing
maps-based DDoS mitigation mechanism for software defined networking in cloud computing,
pp. 1547-1559, 2019.

[16] M. P. R. R. C. I. Nurzhan Nurseitov, “What is JSON?,” Comparison of JSON and XML Data
Interchange Formats: A Case Study.

[17] M. F. &. G. A. Feda AlShahwan, “What is REST,” Security framework for RESTful mohile cloud
computing Web services, pp. 649-659, 2016.

[18] A. Habib, “JSON,” Type Safety with JSON Subschema, 2020.

[19] G. A. Lewis, “Interoperability,” in Role of Standards in Cloud-Computing Interoperability, Wailea,
Maui, HI, USA, 2013.

[20] F. L. A.S. ). T. Michael Hogan, “JSON in Cloud Computing,” NIST Cloud Computing Standards
Roadmap, 2011.

[21] e. al, “JSON, REST and interoperability in Cloud Computing,” Cloud Computing, vol. 7, 2009.

Page6of 6




Assignment 1 - Dawid Trochim

GRADEMARK REPORT

FINAL GRADE

83100

GENERAL COMMENTS

Instructor

Engagement with Literature Skills (40): 34
Knowledge and Understanding Skills (30): 24
Cognitive and Intellectual Skills (20): 17

Transferable Skills for Life and Professional
Practice (10): 8

A well structured if slightly brief assignment in
places. A good coverage of the core topics
nonetheless. Very good use of sources - a large
number of high quality sources used and correctly
cited. Good work overall, well done Dawid.

PAGE 1

PAGE 2

PAGE 3

PAGE 4

PAGE 5

PAGE 6

PAGE 7




